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ABSTRACT

The main purpose of this dissertation is to document a holistic modelling background
and set up a corresponding mathematical theory in order to provide a rigorous description
of cyber-attacks and cyber-security. Proactiveness of cyber-security is the foremost and
paramount concern of the current research approach. The starting point is to determine
the critical assets of cyberspace, define them consistently and elaborate the attack
vectors that may affect them. Concepts as node constituent, valuations and vulnerabilities
of parts of a node constituent are cornerstones throughout the dissertation. Based on
fundamental concepts, one may be led to consider the concept of node supervision and
subsequently to give the definition of cyber-effects and from this the definition of cyber-

interaction.

We describe the germ of cyber-attack that can be viewed as a family of cyber-
interactions with coherence properties and depending strongly on subjective purposes,
information and/or estimates on the valuations and the vulnerabilities of parts of the
involved nodes. In general, the germs of cyber-attacks can be distinguished in three
types: the germs of correlated cyber-attacks, the germs of absolute cyber-attacks and the
germs of partial cyber-attacks. This approach provides immediate possibility of rigorous

determination of the concepts of proactive cyber defence and proactive cyber protection.

Enumerating and describing a non-exhaustive list of attack vectors using the
approach of the dissertation, we propose adequate proactive mitigation measures. We
then try to elaborate a holistic mathematical approach to a rigorous description of
Advanced Persistent Threat (APT) actors’ modus operandi through various scenarios and
Cyber Kill Chain stages. APT focused approach is tried due to competency, high intention
and capabilities of these actors, likely using attack vectors at the threshold of defensive
ecosystems. Relevant elements of Cyber-Attacks conducted by APT actors presented
and proposals of some techniques (via 5 scenarios) of tracking the modus operandi of
these sophisticated and non-linear cyber actors. Threat hunting techniques for these
competent and highly sophisticated actors are also analysed using Domain Name

Systems (DNS) approach.

Key Words: Cyber security, attack vectors, cyber defence, APT actors
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1. Introduction

It is generally weird that despite the fact that increasing efforts and resources
are dedicated on cyber security without at the end to have proportional results on
defenses. It seems that the lack of consistent mathematical description and
orientation of cyberspace is one of the main reasons for this situation.

Therefore, the main innovation of this research dissertation is the questions
that answer and mainly triggered the foundation of the research. The initiative for
this holistic approach derives from the following questions: Why despite the fact
that nations, organizations and entities keep on spending more and more money
and resources on Cyber Security, exploitations and critical compromises are
proportionally increase? Why lessons identified and lessons learnt from recent
decade severe Cyber-attacks did not ameliorate the situation and on the contrary
raised the consequences. Why some entities seem to “get” security differently than
others and for what reason is this ambiguity? Why is it that, several decades into
the digital revolution, some entities still deliver digital products with serious
vulnerabilities and inconsistencies in them that leak sensitive data or act as a
conduit to unauthorized system access. Why do the weakest part of security chain
(humans) keeps on engaging in risky behavior despite the strict Policies,
Frameworks, Directions and Guidelines?

The unique answer that this dissertation dealt with in a very innovative way is
that all these facts are due to the lack of comprehensive mathematical structure of
Cyberspace. Cyberspace has been and is being built at an ad-hoc manner using
means and concepts not strictly defined. This definition that is missing from the
Cyber researchers of last decade as well as the complex description of
interrelations and interdependencies of all Cyberspace components in a strict
mathematical foundation is the main innovative contribution of this dissertation.

This dissertation proposes holistically and comprehensively a mathematical
approach that gives a consistent description of all key stages in Cyberspace
answering all above questions. Building consistently the paramount basis of
Cyberspace that are nodes and parts of nodes, valuations and vulnerabilities of
parts of a node constituent the whole mathematical structure. This consistent basis
gives the yeast to describe almost exhaustively the Cyber-attack vectors and the
mitigation measures that should be applied. This unique approach provides
immediate possibility of rigorous determination of the concepts of proactiveness in
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cyber defense and protection. This mathematical approach minimizes the
ambiguity that existed and has not been solved by the recent researches.
Nonetheless, the theoretical framework that has been built through the dissertation
has also been applied in real assets with great success. A stern threat hunting
solutions through some scenarios that were built give the applicability of the
dissertation.

In many modern scientific studies, quantifying assumptions, data and variables
can contribute to the accurate description of the phenomena through appropriate
mathematical models. So, in many disciplines, the analysts resort to a
mathematical foundation of the concepts, in order to create a solid base for the
theoretical formulation and solving all relevant problems. As classic examples of
such an integrated mathematization, we can mention Mechanics, Physics, Biology,
Earth Science, Meteorology, Medicine, Statistics and Operations Research. In
recent years, an effort has initiated to mathematical modeling of the social
sciences, such as Economics ([3-5, 14, 15, 22 and 24], Psychology (see, for
instance, [6, 18 and 19]), Sociology (see, indicatively, [7]), Political Science (see,
for instance, [17 and 32]) and Geopolitics ([12-13]).

In this direction, there have been numerous significant contributions on the
mathematical modeling of several branches of Theoretical Engineering disciplines,
such as Theoretical Computer Science, Network Security, Electronics, and Artificial
Intelligence etc. Especially, in the case of cyber-security, we may mention several
descriptive papers ([21]) or papers containing several partial research results. All
these scientific approaches emphasize mainly on some of stochastic modeling
applications, leaving open the question of introducing a full mathematical theory of
cyber-security. See, for instance, the papers [23, 27, 29-31]. One can also consult
the books [1 and 20] and the references therein. These two books provide in-depth
coverage of the mathematical prerequisites and assemble a complete presentation
of how computer networks function. The interested reader may also consult the
chapter [28] and the references therein and/or the report of President’s Information
Technology Advisory Committee ([25]) which explicitly states that “we urgently
need to expand our focus on short-term patching to also include longer-term
development of new methods for designing and engineering secure systems.
Addressing cyber security for the longer term requires a vigorous ongoing program
of fundamental research to explore the science and develop the technologies

necessary to design security into computing and networking systems and software
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from the ground up. Fundamental research is characterized by its potential for
broad, rather than specific, application and includes farsighted, high-payoff
research that provides the basis for technological progress”. Indeed, starting from
this consideration, Daniel M. Dunlavy, Bruce Hendrickson, and Tamara G. Kolda
gave three challenge areas that are, in their opinion, the major mathematical
challenges in cyber security ([16]).

Indicative of the great interest shown for the mathematization of cyber-
security is the regular organization of international conferences of major interest.

Examples include the two Workshops “Mathematics of Data Analysis in Cyber-

Security” (https://icerm.brown.edu/topical _workshops/tw14-8-mdac/) and
“Mathematics of Lattices and Cyber Security”
(https://icerm.brown.edu/topical workshops/tw15-7-mic/ ; also in

https://sinews.siam.org/DetailsPage/tabid/607/ArticlelD/397/ICERM-Workshop-

Mathematics-of-Lattices-and-Cybersecurity.aspx) held in Brown University, at
October 22-24, 2014 and April 21-24, 2015, respectively. The purpose of first
workshop was to bring together mathematical scientists and cyber- security

practitioners with expertise in several main areas, including especially high
dimensional data analysis and cryptography, to establish a road map for bringing
more mathematicians into the field of cyber-security. The goal of the second
workshop was on the one hand to stimulate activity between different groups
interested in lattice problems, such as mathematicians, computer scientists, and
experts in cyber-security, and, on the other hand, to give recent results on densest
lattice packings, the geometry of lattice moduli space and its connections with
automorphic forms and algebraic number theory, cryptographic applications of
lattices, and the state of the art of lattice reduction in high dimensions.

However, many authors do not fail to highlight the importance of creating a
whole mathematical theory of cyber-security. For instance, one can mention the
abstract [26] in a workshop sponsored by the Department of Energy (DOE) Office
of Advanced Scientific Computing, Applied Mathematics Research Program, where
Dwayne Ramsey of Lawrence Berkeley National Laboratory found that “significant
fundamental mathematical research is needed to characterize the network in new
meaningful ways and subsequently assess risk for the DOE cyber infrastructure in
order to make informed decisions with regard to cyber security policy”. In the same

spirit, Wendelberger, Griffin, Wilder, Yu Jiao and Kolda made a remarkable
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comment on the Current Landscape and Need for Fundamental Research. In this
comment, it was pointed out that “cyber-security, as currently practiced, is a mixed
bag of electronic patches and reactionary physical and administrative controls
aimed at fixing the crisis of the day. .... As the cyber threat continues to grow, it
becomes increasingly clear that the Department of Energy (DOE) must embark on
a scientific process of inquiry, investigation, and sound decision-making. Rather
than waiting to discover a cyber-attack (perhaps days, weeks, or months after it
has happened), we need to implement a science-based approach to cyber-security
with a rigorous technical foundation. Here, we propose a mathematical research
that will pave the way for the interdisciplinary advances needed to thwart the
growing cyber threat and transform the DOE approach for protecting electronic
resources” ([33]). Finally, Juan Meza, Scott Campbell and David Bailey noted that
“the role of mathematics in a complex system such as the Internet has yet to be
deeply explored. In this paper, we summarize some of the important and pressing
problems in cyber security from the viewpoint of open science environments. We
start by posing the question \What fundamental problems exist within cyber security
research that can be helped by advanced mathematics and statistics?" Our first
and most important assumption is that access to real-world data is necessary to
understand large and complex systems like the Internet. Our second assumption
is that many proposed cyber security solutions could critically damage both the
openness and the productivity of scientific research. After examining a range of
cyber security problems, we come to the conclusion that the field of cyber security
poses a rich set of new and exciting research opportunities for the mathematical
and statistical sciences” ([23]).

Although these presentations are innovative and promising, it seems that
they lack a holistic view of the cyberspace ecosystem. Moreover, there is no
predictability of cyber-attacks, nor any opportunity to have given a strict definition
of defensive protection so that we can look for an optimal design and organization
of cyber defense. As a consequence, thereof, one cannot build a solid foundation
for a complete theory containing assumptions, definitions, theorems and
conclusions. But this prevents the researchers and planners to understand deeper
behaviours, and requires limiting ourselves solely to practical techniques.

The aim of the present dissertation is to document a holistic modeling
background and set up a corresponding mathematical theory in order to provide a

rigorous description of cyber-attacks and cyber-security. The text that follows
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comes as a follow-up of the article [9] in which it has been given a mathematical

definition of cyberspace.

2. General Assumptions and Basic Notations

Having already mentioned in [9] an adequate supportive theoretical
background for cyberspace modeling, we can proceed to the consideration of the
concepts of cyber-attack and cyber-defense. In order to rigorously define these two
concepts, we will adopt the following approach. At any moment t, a node V =
Vix, xaxat) IN lOCation (xq,x,, x3) of the cyber-domain (Job(W,)|, dy, ) is composed

of cyber constituents (or cyber characteristics) consisting in devices devj(V)

(:sensors, regulators of information flow, etc) and resource elements res,EV)

(:services, data, messages etc), the number of which depend potentially from the

three geographical coordinates x;, x,, x3 and the time t. Here, the order of any used

quote of devices devl(V), devz(V),... and the order of any used quote of resource

elements res”, res"”,... are assumed to be given, pre-assigned and well defined.

For instance, one can order the devices dev”’, dev”’,... as well as the resource

elements res™’’, resl”’,... alphabetically.

Assumption 1 We will assume uninterruptedly that:
e the potential number of all possible devices of V is equal to
My > 0, while
e the number of V’s available devices is only m, = m(t),
with m,, < My, .

Similarly, we will assume that

¢ the potential quantity (or number) of all possible resource
elements of V is equal to £, > 0, while
e the quantity (or number) of V’s available resource elements

is only ¢, = ¢, (t), in the sense that £, < L.
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3. Mathematical definition of cyberspace

As detailed described in [9], a multilayered weighted (finite or infinite) graph
X with N interconnected layers is said to be an N — cyber-archetype germ. An
e —manifestation gives a geographical qualifier at each node of X. It is an
embedding of X into a Cartesian product of N complex projective spaces CP™ =
P(C™*1), such that all nodes of X in the k —layer, called e —node manifestations,
are illustrated at weighted points of the set CP™ and all directed edges(flows) of X
in the k —layer, called e —edge manifestations, are given by simple weighted
edges, i.e. by weighted homeomorphic images of the closed interval[0, 1] on CP™,
so that, forany k = 1,2, ...,N,

e the end points of each e —edge manifestation on CP™ must be images of
end points of a corresponding original directed edge of X in the k —layer

e there should not be any e —edge manifestation on CP™ derived from
directed e —edge of X in the k —layer into which belong points of e —edge
manifestations that are defined by other nodes of X in the same layer.

The set §,=8,(CP™ x ...x CP™) of e —manifestations of N —cyber
archetype germs is the e — superclass in CP™ x ... x CP™¥.Ane—graph category
Ec = E(CP™ x ... x CP™) is a category consisting of the class ob(&;), whose
elements, called e—objects,are the pairs X = (V,E) € §,, endowed with a class
hom(&;) of e—morphisms on ob(&:) and an associative binary operation o with
identity.

Generalizing, one may consider additionally the following other four basic
e—categories: The e —set category eg.; = es.:(CP™ X ...x CP™) where the
objects are subsets of €, the e —homomorphism category egom = €nom (CP™ X
.. X CP™) where the objects are sets of homomorphisms between subsets of eg,;,
the e —group category eg,, = eg,(CP™ X ... x CP™) where the objects are the
groups of & and the e —topological category er,, = erop(CP™ X ... x CP™)
where the objects are topological subcategories of &€.. For reasons of
homogenization of symbolism, we will adopt the following common notation W, =
{€c, €set, Hom » €rp €T0p}- The Objects of each e —category W, = W,(CP™ X ...x
CP™) € W, will be called e —manifestations.

An easy algebraic structure in the (infinite) set of all these e—manifestations
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(V,E) and simultaneously, a compatible topological structure to allow for a
detailed analytic study of §, is given in [9]. Further, [9] investigates the possibility
of allocating suitable vector weights to all the objects and morphisms of any
e —category W, € W, = {E¢, €set , €rp) €r0p -

Towards this end, we consider two types of vector weights that can be
attached to any object and/or morphism of such an e —category: the maximum
weight and the square weight. Any such weight will be a point in the positive
guadrant of the plane. Taking this into account, any e —category W, € W, =
{€c, st €Hom » €cpr €T0p} CAN be viewed as an infinite e —graph(V, E) with vector
weights, in such a way that the e —nodes in V are the e —objects X € ob(W,),
while the e —edges in E are the e —morphisms h € hom(W,). For such an
e —graph Gy, corresponding to an e — category W, € W,, the vector weight of the
e —node associated to the e —manifestation X = (V,E) € V = ob(W,) is equal to a
weight of X. Bearing all this in mind, in [9], we introduced a suitable intrinsic metric
dy, in the set ob(W,.) of objects of an e —category W.. The most significant
benefits coming from such a consideration can be derived from the definitions of
cyber-evolution and cyber-domain. To do this, we first defined the concept of
e—dynamics, as a mapping of the form cy¢:[0,1] —» (ob(We), dwe); its image is an
e—arrangement. Each point cy¢(t) € c¢([0,1]) is an (instantaneous) local e —node
manifestation with an interrelated e —edge manifestation. An e —arrangement

together with all of its (instantaneous) e—morphisms is an e —regularization. The

elements of the completion ob(W,) of ob(W,) in CP™ x .. x CP™are the cyber-
elements, while the topological space (m dwe) is a cyber-domain. With this
notation, a continuous e —dynamics cy:[0,1] - (ob(W,),dy,) is said to be a
cyber-evolutionary path or simply cyber-evolution in the cyber-domain
(WW,J, dwe). Its image is said to be a cyber-arrangement. A cyber-arrangement
together with all of its (instantaneous) cyber-morphisms is called a cyberspace.

In view of the above concepts, [9] investigates conditions under which an
e —regularization may be susceptible of a projective e —limit. It is important to know
if a e —sub-regularization is projective e —system. Subsequently, we defined and
discussed the concept of the length in a cyber-domain. For the intrinsic cyber-
metric dy,,, the distance between two cyber-elements is the length of the "shortest

cyber-track” between these cyber-elements. The term shortest cyber-track is
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defined and is crucial for understanding the concept of cyber-geodesic. Although
every shortest cyber track on a cyber-length space is a cyber-geodesic, the reverse

argument is not valid. In fact, some cyber-geodesics may fail to be shortest cyber-
tracks on large scales. However, since each cyber-domain (ob(W,),dy,) is a
compact, complete metric space, and since for any pair of cyber-elements in

ob(W,) there is a cyber-evolutionary path of finite length joining them, one can

easily ascertain the following converse result: any pair of two cyber-elements in
each cyber-domain (ob(W,), dy,) has a shortest cyber track joining them. Finally,

[3] gives a discussion about the speed (: cyber-speed) of a cyber-evolution and the

convergence of a sequence of cyber-evolutions.

4. Valuations of Parts of a Node Constituent

Let us now turn to the definition of valuation measures, as well as the definition

of the vulnerability measures, of an available constituent A" in a cyber node V:

_ {dev, if the constituent is a device,
~ lres, if the constituent is a resource element.

Obviously, AY) may be viewed as a nonempty collection of a number of elements.

Lemma 1 One can make as much finite o —algebras as partitions on A". Recall
that a partition of a set X' is defined as a set of nonempty, pairwise disjoint subsets

of X whose union is Y.

Proof. Let G be the collection of all the algebras over A"). Let also IT be the
set of all the partitions of A" . There is a bijective correspondence between G and
1. Indeed, for a partition P € I1, consider the algebra U, generated by {4, ..., A, },
the elements of . Then Uy, consists of the set Uj¢;4;, where J c {1, ..., k}. To see
that this correspondence is bijective, given an algebra U, one can define, for all x €
AW the set A,: = Nyeuxea (it is a finite intersection), and that will give a unique
partition. Indeed, define the equivalence relation x ~ y if and only if A, = A4,. It
gives a partition, and it is the unique one. If P = {S, ..., S;,} works, then A, = S;,)
for some i(x), and you can check that this partition consists of the equivalence
classes of ~. So the problem is to enumerate the number of partitions of the set

AW,

Definition 1 Let W, V € ob(cy(t)) be two cyber nodes and let A" be an
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available constituent in V. For every partition P of A", let us consider the
corresponding ¢ —algebra U, of subsets of A as well as a monotonic measure u
defined on Up. Let also Cry, Cry, ..., Cry be 9t = N(AV), P) objective quantifiable
Criteria for the assessment of the points of A("). Denoting by Cri(p) =
Crilxy, x5, %3, t 1(p) € R the value of Crj on p € AY) at a point (x;,x;, x3,t ) € R® x
[0,1], representing location of VV at time t, suppose

1) the functions Cr;(p) are measurable and

2) an importance of valuation weight w;(p) is attributed by the (user(s) of) node
W to the Criterion Cr; on p € AY) at (x;,x,,x5,t) € R* (; of course, if the
users of W are indifferent or not at all informed on the situation of part p in

V relative to the Criterion Cr;, then the relevant valuation weight w;(p) will
be 0).

If E € Uy is a part of AYand n < 9, then a relative valuation of E from the viewpoint
of the (user(s) of) node W at the spatiotemporal point (x;,x,,x3,t) € R* is any

vector

Sw(E) = Swlx1,x2,x3,t J(E): = (SW,1(E),5W,2(E). ---.Sw,n(E)) € R"
where

sw 1 (B) = s Py, x5, £ 1(ED: = [, Cri(@)wy () da(p).

Each one indefinite integral

w)
swj = 5oy, x5, %5, €1 = [ Cry(0Iwy () dia(p)

is called a producing valuation component of part E from the viewpoint of the
(user(s) of) node W into the constituent A" at (x;, x,, x3,t ) with respect to the
quantifiable Criterion that represents, while the component values sy, ;(E) are
called component valuations of E from the viewpoint of the (user(s) of) node W into
the constituent A" at the spatiotemporal point (xy, x,, x5, t ). The number n is the

dimension of the valuation.

For simplicity and without loss of generality, in what follows, we will always
assume that the dimension of the valuation is fixed over the set of all cyber nodes

and equal to n = 9.
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Remark 1 Itis possible that all of the components sy, , (E') belong to a fixed discrete
or finite set in R. In such a case, the valuation is said to be discrete or finite,
respectively. It is also possible to consider the extending of component valuations

sw x(E) onto the Alexandroff one-point compactification RP* of R, so that

swx(E) > 0 means “positive valuation in activated part E”
swx(E) = 0 means “valuation in disabled /non-existent/non-available part E”
swx(E) < 0 means “negative valuation in activated part E”
swix(E) =00 means “part E takes its extreme (maximal or minimal)

valuation”.

If no reference is made to node W and there is no risk of confusion, we can

omit the notation of the node W into the indices used.

Let us give an example of the particular case where the component

valuations belong to a finite set.

Example 1  Given an available constituent A" (:device dev" and/or
resource element res")) in a node V, let us consider a partition P of AY). Let us
consider the corresponding o —algebra U, of subsets of AV, A valuation of a part
E € U, can be parameterized and measured using segmentation in subparts and
issues concerning stochastic as well as administrative processes. Specifically, a

valuation of E can be broken down to n =9 = 22 component (continuous or

V)
discrete) valuations on Up: s; = sj(ﬂ ) (=12..,22 and A = dev,res). In fact,

taking equal valuation weights w; = 1 and a normalized measure u(E) = 1, we may
consider the following component valuations, many of which can be the parameters
for calculating the reliability of the constituent A Y.

1) Cry: “Aging of part E in the constituent AY) of node V”. The corresponding
component valuation of part E into the constituent AY) is s,(E), so, if, for
instance, s;(E) € {¢,(1/k),v}, with 0 < e K 0, 1<k Koo and v > 1, then ¢
stands for recent, (1/k) stands for not recent and 1 for old.

2) Cr,: “Level of patching of part E in the constituent AY) of node V”. The
corresponding component valuation for the part E of AV is s,(E), so, if, for

instance, s,(E) € {¢,(1/k),v}, with 0 < e K o0, 1 <Kk Koo and v » 1, then ¢
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stands for unpatched, (1/k) for not adequately patched and v for fully patched.

3) Cr; “Number of compromises of part E in the constituent A" of node V”. The
corresponding component valuation for the part E of AV is s;(E), so, if, for
instance, s3(E) € {¢,(1/kx),v}, with 0 < e <K o0, 1<k Ko and v > 1, then ¢
stands for low amount, (1/k) for moderate amount and v for large amount.

4) Cry: “Criticality of part E in the constituent A" of node V”. The corresponding
component valuation for the part E of AV is s,(E), so, if, for instance, s,(E) €
{e,(1/K),v}, with 0 < e K 0, 1 <k K o and v > 1, then & stands for trivial,
(1/k) for not so critical and v for very critical.

5) Crs: “Indication of over-load of part E in the constituent A" of node V”. The
corresponding component valuation for the part E of AV is ss(E), so, if, for
instance, ss(E) € {¢,(1/k),v}, with 0 < e K o0, 1 <k Ko and v >» 1, then ¢
stands for a limited low, (1/2) for a moderate load and v for a big load.

6) Cry: “Is part E in the constituent A" of node V of known manufacturer/Brand
that can support it uninterruptedly?” The corresponding component valuation
for the part E of A" is s¢(E), so, if, for instance, s¢(E) € {¢, (1/k), v}, with 0 <
£§Koo, 1<k«Koo and v>»1, then ¢ stands for a little-known
manufacturer/Brand, (1/2) for a known manufacturer/Brand and v for a big
manufacturer/Brand.

7) Cry: “Has part E in the constituent A" of node V been adequately tested?” The
corresponding component valuation for the part E of AV is s,(E), so, if, for
instance, s,(E) € {¢g,(1/k),v}, with 0 < ¢ K 0 and v,k > 1, then ¢ stands for a
bit tested, (1/k) for quite tested and v for too well tested.

8) Crg: “Is part E in the constituent A" of node V in the first line of defense? Or is

it protected by another defense component?” The corresponding component
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valuation for the part E of A" is sg(E), so, if, for instance, s,(E) € {¢, (1/x),v},
with0 < e K 0,1 < k K o and v > 1, then € stands for a little protected, (1/k)
stands for moderately protected and v for very well protected.

9) Cry: “Degree of complexity of part E in the constituent A" of node V”. The
corresponding component valuation for the part E of AV is sg(E), so, if, for
instance, sq¢(E) € {¢,(1/k),v}, with 0 < e K 0, 1<k Koo and v > 1, then ¢
stands for non-complex, (1/2) for neutral and v for complex.

10) Cryo: “Is the part E in the constituent A" of node V adequately monitored?”
The corresponding component valuation for the part E of AY) is s,,(E), so, if,
for instance, s,4(E) € {¢, (1/k),v}, with 0 < € <K 0, 1 < Kk < o0 and v >» 1, then
¢ stands for a little monitorated, (1/x) for moderately monitorated and v for very
well monitorated.

11) Cryy: “What is the price of part E in the constituent AY) of node V”. The
corresponding component valuation for the part E of A" is s;,(E), so, if, for
instance, s;;(E) € {&,(1/k),v}, with 0 < e K 0, 1 <k «K o0 and v » 1, then ¢
stands for low cost, (1/kx) for moderate cost and v for high cost.

12) Cry,: “Failure rate of part E in the constituent AY) of node V”. The
corresponding component valuation for the part E of A" is s,,(E), so, if, for
instance, s1,(E) € {&,(1/k),v}, with 0 < e K 0, 1 <k «K o and v » 1, then ¢
stands for low failure rate, (1/k) for moderate failure rate and v for high failure
rate.

13) Cry5: “Proximity of part E in the constituent A" of node V to its health
tolerance”. The corresponding component valuation for the part E of AY) is
s13(E), so, if, forinstance, s;3(E) € {¢,(1/k),v},with 0 < £ < 0, 1 < k < o and
v > 1, then ¢ stands for too close, (1/k) for not so close and v for far from

health tolerance.
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14) Cry,: “MTBF (Mean Time Between Failure) of part E in the constituent A" of
node V”. The corresponding component valuation for the part E of AY) is
s14(E), so, if, for instance, s,,(E) € {¢,(1/x),v},With0 < £ < 0,1 < k K o and
v » 1, then ¢ stands for low MTBF, (1/k) for moderate MTBF and v for high
MTBF.

15) Crys: “Is the average user of part E in the constituent A" of node V trained?”
The corresponding component valuation for the part E of AV is s,5(E), so, if,
for instance, s;5(E) € {¢,(1/k),v}, with 0 < e <K 0, 1 < k K o0 and v >» 1, then
€ stands for untrained, (1/x) for not so trained and v for fully trained.

16) Crie: “Is any Information Awareness training in place into the part E of
constituent A" in node V?” The corresponding component valuation for the
part E of AV is s,4(E), so, if, for instance, s;4(E) € {g, (1/k),v}, with 0 < £ «
0,1 < k K oo andv > 1, then ¢ stands for low Information Awareness training,
(1/k) for moderate Information Awareness training and v for high Information
Awareness training.

17) Cry;: “Are all security functions automated or there is human-in-the-loop
process?” The corresponding component valuation for the part E of AY) is
s17(E), so, if, for instance, s;,(E) € {¢,(1/k), v}, with 0 < € < 0, 1 < k < o and
v > 1, then ¢ stands for few automated safety functions, (1/k) for several
automated safety functions and v for many automated safety functions.

18) Cryg: “Is average user of part E in the constituent AY) of node V
experienced?” The corresponding component valuation for the part E of AV is
s1g(E), so, if, for instance, s,g(E) € {¢,(1/k),v},with0 < £ < o0, 1 < Kk « o0 and
v > 1, then ¢ stands for little experience of the average user, (1/k) for

moderate experience of the average user and v for great experience of the
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average user.

19) Cryo: “Strictness of security Law and regulations in the wide area of part E in
the constituent A" of node V”. The corresponding component valuation for the
part E of AV is s,4(E), so, if, for instance, s,4(E) € {¢, (1/k),v}, with 0 < ¢ <
o, 1<k Ko and v > 1, then ¢ stands for looseness of regulations and
security law in the wide area of node, (1/k) for typical regulations and security
law in the wide area of node and v for strictness of regulations and security law
in the wide area of node.

20) Cryy: “Is a detailed security policy in place?” The corresponding component
valuation for the part E of AWV is s,0(E), so, if, for instance, s,,(E) €
{e,(1/K),v}, with 0 < e K 0, 1 < Kk K o0 and v > 1, then ¢ stands for a little
detailed security police, (1/k) stands for a sufficiently detailed security police
and v for a very detailed security police.

21) Cryy: “Are there any back up processes?” The corresponding component
valuation for the part E of AV is s,,(E), so, if, for instance, s,,(E) €
{e,(1/K),v}, with 0 < e Koo, 1<Kk <Ko and v > 1, then e stands for the
existence of not so successful back up procedures, (1/k) stands for the
existence of quite successful back up procedures and v for the existence of
successful back up procedures.

22) Cryy: “How much risk can the organization accept?” The corresponding
component valuation for the part E of A" is s,,(E), so, if, for instance, s,,(E) €
{e,(1/K),v}, with 0 < e K 0, 1 < k K 0 and v > 1, then ¢ stands for no risk,

(1/k) stands some risk and v for full risk acceptance.

Both effectiveness states

Swlxq, x5, x3,t ] (fr(devl(V))) s oo Swlxg, X2, %3, ] (fr(dev]%)/))

and applicability situations

A. Alexopoulos
37



Sw[xl, X3, X3, t ] (fr(‘r'esl(v))> ) ees ISW[xll X3, X3, t ] (fr(resl(:v)))

are called cyber node valuations of V from the viewpoint of the (user(s) of) node W

at the spatiotemporal point (x;,x,,x3,t). They are also denoted separately by
fr( (W"W’V)) fr( (W= V))[xl,xz,x3,t], k=12,..,M,+L,, or by the vector

valuation representation

fr(ﬁ(wwv)) = fr(ﬁ(wwv))[xb X2, X3,t ]i=
(fr(ﬁl(WwV))[xl,xz,x3, ], ... fr(ﬁ},?:ﬁg)[xl,xz, X3, t ])T.

If there is no risk of confusion, we will prefer write simply B(W“W’V)

WNxy, %5, x3,t ], k=12,..,My +L,, or use by the joint vector valuation

representation

B(W‘M”V) — ’B(WWV) [X'l, Xp, X3, t ]: =

T
WV WwV
( 1( )[x1)x21x3lt]l ---lﬁ](v[V+L‘),[x1'x21x3lt]) .
In the total case, the effectiveness states

Swlxy, Xz, X3, t ](dev(")),___,SW[xl,xz,xg,t](dev](%‘),) and applicability situations

SW[xl,xz,x3,t](resl(V)),...,SW[xl,xz,xg,t](resﬁ(v)) are called cyber node

valuations of V from the viewpoint of the (user(s) of) node W at the spatiotemporal

point (x1, x5, x3,t ). As above, they are again denoted separately by
V) = gV %0 x5 t ], k= 1,2, .., My + Ly,
or jointly by the vector valuation representation
BW=1) = BWN [y, x5, X3, 8 ]: =

T
WwV WV
( 1( )[xl,xz,x3, ]' ﬁ]‘(/[V‘H:) [XI,XZ,X3,t]) .

By analogy, both available effectiveness states
Swlxy, x5, x5, t ] (fr(dev(v))) veees Swlxg, x5, x5, t ] (fr(dev(v)))
and available applicability situations
Swlx1, x5, x5, t ] (fr(res1 )) yeees Swlxg, x5, x5, t ] (fr(resf ))

are called available cyber node fractional valuations of V from the viewpoint of the

(user(s) of) node W at the spatiotemporal point (x,, x,,x3,t ). They are denoted
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separately by
fr(68) = fr(b® ")y xa x5t ], 1 = 12, 0 mmy + 4y,
or jointly by the available vector valuation representation
fr(b™=") = fr(b™="))[x;, x5, x5, t ]: =.
(fT(bfw“”V))[xl,xz,x& t], ...,fr(b%"ﬁg)[xl,xz,xg, t ])T.

As before, if there is no risk of confusion, we may adopt the simpler notation

b;E;WWV) = b;E;WWV) [xll xZI x3; t ]1 K= 1;21 ""mV + €V’

or use the joint vector valuation representation

b(W‘”"’V) — b(WWV) [xl,xz, X3, t ]: =

T
(b§W V) [xll X2,X3, t ]’ B b](vlv“:/"'zl)’ [x1’ X2, X3, t ]) '

In particular, in total case, the effectiveness states

SW[xl,xz,x3,t](dev1(V)),...,SW[xl,xz,x3,t](devgg) and applicability situations

Swlxy, X3, %3, t ](resl(v)), o, Sylxg, %0, %3, € ](resg)) are called available cyber node

valuations of V from the viewpoint of the (user(s) of) node W at the spatiotemporal

point (x;, x5, x3,t ). They are also denoted separately by

b}(cWWV) = b;(CWWV) [xll XZ, X3; t ]1 K= 1121 R mV + fv’

or jointly by the available vector valuation representation

pW=v) — p(W=V) [x1, X, X3, ]:

T
WV WV
(b§ )[xl,xz,x3,t],...,bfnvﬂ,g[xl,xz,xg,,t]) .

In order to be more understandable, let us give a schematic example (Figure

1) only for the indicative case of some of the above definitions in the total case.
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Figure 1 (Schematic Example 1)

5. Vulnerabilities of Parts of a Node Constituent

There is a special category of valuations of particular interest. This category
refers to those valuations that are determined in regards to the low degree of
“security” of the constituents of the node. The low degree of security is described
completely by the concept of vulnerability. Vulnerability, as used in cyber context,
is the property of a constituent (device or resource element) in a given state that
may be exploited in the relative future. This exploitation at time ¢ may actually lead
to a constituent (device or resource element) of any node to be compromised and

the valuation of this component to be degraded proportionally.

Definition 2 Let W, V € ob(cy(t)) be two cyber nodes and let A" be an

available constituent in V. For every partition P of A", let us consider the
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corresponding o —algebra U, of subsets of A)as well as a monotonic measure 1
defined on Up. Let also SeCry,SeCry, ..., SeCry, be M = M(AV),P) objective
quantifiable Security Criteria for the security assessment of the points of AY.
Denoting by SeCr;(p) = SeCr;[xy, x5, x3,t 1(p) € R the value of SeCr; onp € AV at
a spatiotemporal point (x,x,,x3,t) € R3 x [0,1], representing location of node V
at time t, suppose

1) the functions SeCr;(p) are measurable and

2) an importance of vulnerability weight «;(p) is attributed by the (user(s) of)
node W to the Security Criterion SeCr; onp € AY) at (xy, x5, x3,t ) € R* (; of
course, if the users of W are indifferent or not at all informed on the situation

of part p in V relative to the Criterion SeCr;, then w;(p) = 0).

If E € Uy is a part of AV and m < M, then a relative vulnerability of E from the

viewpoint of the (user(s) of) node W at (x;, x,,x3,t) € R* is any vector

U (E) = Uy [x1, %, 3, ¢ 1(ED: = (w1 (BD, Uy 2 (E), ..., iy (E)) € R™
Where:
(dq(V),gJ)
uy j(E) = Uy [x1, %2, %3, t |(E): = fE SeCr;(p)w;(p) dA(p).
Each one indefinite integral

AWV p
wyj = w8 ey, x5, 205, £] = [ SeCri (0)w;(p) dAG)

is called a producing vulnerability component of part E from the viewpoint of the
(user(s) of) node W into the constituent A" at (x;,x,, x3,t) with respect to the
quantifiable Security Criterion that represents, while the component values wy, ;(E)
are called component vulnerabilities of E from the viewpoint of the (user(s) of) node
W into the constituent A at (x;, x,, x3,t ). The number m is the dimension of the

vulnerability.

For simplicity and without loss of generality, in what follows, we will always
assume that the dimension of the vulnerability is fixed over the set of all cyber

nodes and equal to m = 9.

Remark 2 It is possible that the components wy, ;(E) belong to a fixed discrete or

finite set in R. In such a case, the vulnerability is said to be discrete or finite,

respectively. It is also possible to consider the extending of component
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vulnerabilities uy, ;(E) onto the Alexandroff one-point compactification RPP* of R, so

that

uy j(E) > 0 means “vulnerability in activated part E”

uy j(E) =0 means “invulnerability in disabled/non-existent/non-available
part E”

uy,;j(E) < 0 means “invulnerability in activated part E”

uy j(E) = oo means “extreme vulnerability situation: completely immune

part E”.

If no reference is made to node W and there is no risk of confusion, we can

omit the notation of the node W into the indices used. Let us give an example.

Example 2 Following the notation in the Example 1, and taking equal
vulnerability weights «; = 1 and normalized measure A(E) = 1, vulnerability can
be broken down to the following 5 parameters.

1) SeCry: “Level of patching of part E in the constituent AV of node V”. The
corresponding component vulnerability of part E into the constituent AV is
u, (E) that is the inverse of the valuation s, (E) in Example 1. In the discrete
case, if s,(E) € {¢,(1/x),v}, with 0 < e K 0, 1 <k Ko and v > 1, then
u,(E) = 1/¢ stands great vulnerability for unpatched part E, u,(E) =k
moderate vulnerability for not adequately patched part E and u,(E) = 1/v
small vulnerability for fully patched part E.

2) SeCr,: “Number of compromises of part E in the constituent A" of node
I”. The corresponding component vulnerability of part E into the constituent
AW is u,(E) that is the inverse of the valuation s;(E) in Example 1. Note
that in the discrete case, if s,(E) € {¢,(1/k),v},With 0 < e K o0, 1 < k K
and v » 1, then u,(E) = 1/¢ stands great vulnerability for low amount of
compromises of part E, u,(E) = k moderate vulnerability for moderate
amount of compromises of part E and u,(E) = 1/v small vulnerability for

large amount of compromises of part E.
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3) SeCrs: “Is part E in the constituent AV of node V in the first line of defense?
Or is it protected by another defense component? ” The corresponding
component vulnerability of part E into the constituent A" is u;(E) that is
the inverse of the valuation sg(E) in Example I.1. In the discrete case, if
sg(E) € {&,(1/k),v}, with 0 < e K 0, 1 <k K 0 and v > 1, then u3(F) =
1/e stands great vulnerability for a little protected part E, us(E) =k
moderate vulnerability for a moderately protected part E, while uz(E) = 1/v
small vulnerability for a very well protected part E.

4) SeCr,: “Are all security functions automated or there is human-in-the-loop
process?” The corresponding component vulnerability of part E into the
constituent AY) is u,(E) that is the inverse of the valuation s;,(E) in
Example 1. In the discrete case, if s;;(E) € {¢,(1/k),v}, with 0 < & K oo,
1<k Ko and v > 1, then u,(E) = 1/¢ stands great vulnerability for few
automated safety functions, u,(E) = k moderate vulnerability for several
automated safety functions and u,(E) = 1/v small vulnerability for many
automated safety functions.

5) SeCrs: “Is any security police (cryptographic process) in place?” The
corresponding component vulnerability of part E into the constituent AV is
us (E) that is the inverse of the valuation s,,(E) in Example 1. In the discrete
case, if s,0(E) € {¢,(1/Kx),v} with 0 < e K 0, 1 <k K o and v >» 1, then
us(E) = 1/¢ stands great vulnerability for a little detailed security police,
us(E) = k. moderate vulnerability for a sufficiently detailed security police

and us(E) = 1/v small vulnerability for a very detailed security police.

Remark 3 A basic and reasonable question arises immediately and may be

constitute the central subject of discussion in subsequent additional scientific
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studies. The question relates to the objectivity and/or subjectivity in the choice of
the numerical characteristics (:objective quantifiable Criteria) of a device and a
resource element: given that it is very doubtful whether the considered set of
numerical characteristics could be considered as exhaustive, one wonders if the
above approach is ultimately reliable. Equivalently, if a scientific entity considers a
set of numerical characteristics and if another scientific entity considers a different
set of numerical characteristics, then how much the two approaches will differ or
diverge? Certainly, the issue of rational choice of specifications, characteristics and
criteria is more general. An initial attempt to set up an appropriate theory has begun
in [13] for the choice of characteristics and associated numerical values in a
systemic geopolitical modeling. However, the question is much general and as
such will be considered at a forthcoming article. At present, for the purposes of the
present work, we will make the following technical and often realistic assumption.

Both effectiveness states
Uw x4, %2, x3,t ] (fr(devl(v))) s e Uy [Xq, X5, X3, t ] (fr(dev](\z‘)/))
and applicability situations
Uy x4, x5, x3,t ] (fr(resl(V))), e, U 21, %5, X5, t ] (fr(resé?))

are called cyber node fractional vulnerabilities of V from the viewpoint of the

(user(s) of) node W, at the spatiotemporal point (x;,x,,x5,t). They are also
denoted separately by fr( ,EW““V)) =fr( ,EW””V))[xl,xz,x3,t], k=12, .., M, +
Ly, or by a vector vulnerability representation

fr(ﬁb(wwv)) = fr(ﬁb(wmv))[xpxz' X3, t ]

i= (fr(¢1(wmv)>[x1,x2,x3,t], ...,fr( %ﬁ?‘/)[xl,xz,x&t])T_

If there is no risk of confusion, we will prefer write simply qh,EW“”V):
WV %0, x5, t ], kK=12,..,M,+Ly,, or use the vector vulnerability
representation
;(cWWV) = ;(cWWV) [x1, %5, x3, ]: =
( 1(WM>V)[x1,x2,x3,t],...,qb%/ﬁ?v[xl,xz,x@t])T.
In the total case, effectiveness states

UW[xl,xz,xg,t](devl(V)),...,UW[xl,xz,xg,t](devm%)/) and applicability situations
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UW[xl,xz,x3,t](resl(V)),...,UW[xl,xZ,x3,t](resg)) are called cyber node

vulnerabilites of V from the viewpoint of the (user(s) of) node W at the
spatiotemporal point (xq,x,,x3,t) and they are again denoted separately by
W) = "V, x5, 3,81, K =1,2,.., My +L,, or by the joint vector
vulnerability representation

¢(W«w>V) — ¢(W4w>V) [x1’ Xy, X3, t ]: -
T
( I(/"/Z) [xlr xZ; X3, t ]r ey ¢]9,A‘7/\/3‘V+Lv[x1! xZ! X3, t ]) .
By analogy, both available effectiveness states
Uwlx1, x5, x3,t ] (fr(devl(v))), v U1, %2, %3, t ] (fr(dev,,%))

and available applicability situations

Uy [x1, X5, X3, t | (fr(resl(V))), oo Uy [0, %2, 3, ] (fr(regg)»

are called available cyber node fractional vulnerabilities from the viewpoint of the

(user(s) of) node W, at the spatiotemporal point (x;,x,,x3,t). They are denoted
separately by fr(c,EW“”V)) — fr(c,EW“V>)[x1,x2,x3, t], K =12,..,my+ £y, orjointly

by a corresponding available node vector vulnerability representation

fr(cW=V) = fr(cW=")[x;, xp, x3,t ] :=

T
WV WV
(fr(c§ )>[x1,x2,x3, t], ...,fr(c,fnvﬂ,g)[xl,xz,xg, t ]) .
WV _

If there is no risk of confusion, we will prefer write simply c;

W xy, x5, x5,t], k=12, ..,my,+¢,, or adopt the vector vulnerability

representation

WV) WsV) o
Cx = C;g [x1, %, x3,t ] =

T
(WwV) (WwsV)
(c1 [xl,xz,x3,t],...,cmV+fV[x1,x2,x3,t]) )
In total case, effectiveness states

UW[xl,xz,x3,t](dev1(V)),...,UW[xl,xz,x3,t](deva3) and applicability situations

Uy lx1, %5, %3, t ](resl(V)), o U [2q, %5, X3, t ](resg)) are called available cyber node

vulnerabilities from the viewpoint of the (user(s) of) node W at the spatiotemporal

point (x;,%,x5,t) and they are also denoted separately by ™" =

Wy, %5, x5,t ], Kk =1,2, ..., my + £y, Or jointly by the available cyber node

vector vulnerability representation
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w w
c](, ) — c‘(, )[xl,xz,x3,t] =

T
w w
(c‘(/‘l)[xl, Xg, X3, t ], ... c‘(, W)LVH’V [x1, X5, X3, T ]) )

In order to be more understandable, let us give a schematic example only

for the indicative case of some of the above definitions in the total case.

W) WwV) _  (WwV)
dev; o =c v ]
_ W ector o
= Uwlxs, x5, %5, ](devl ) available cyber
node device
vulnerabilities of
W) _  (WwV)
dev® oy = Cony V from the
Uy Column ) viewpoint of W
(Vector) of = Uy [x1, %, %5, t |(dev,, ) g
Node devic_es devfy‘[‘fﬂ all possible ¢%ﬂ) = Uy [x1, x5, %5, t ](de j:3+1
(: Node device Vector of cyber
standard) : node : node device
constituents vulnerabilities of
de”]% qb(WWV) = Uy [x1, x5, %3, t ](devy, (V) .V froTn the
Available node I viewpoint of W
7 res®) W) _ () ™\
resources 1 L
a w
(: Available Column = Uyl 25,25, t ) (res;”) Vector of
node resource (Vector) of : » available cyber
standard) : node resource
) cyber-node Wav) _ (WewV) vulnerabilities of
res,, e ¢Mv+{’v Comy+ty
vulnerabilities - V from the
\. = Uy [xy, 5, %35, |(resy,) > viewpoint of W
Node -
reslgvzrl ¢%+2+1 Uy [x1, %2, X3, t](Tesg +1)
resources Vector of cyber
(: Node : : node r(.eISf)urce
vulnerabilities of V
resource ) | W v : ;
TeSL( ) ¢1(4v+£‘)/ U [x1, X5, X, t](resL )) from thsf\;/l;wpomt

Figure 2 (Schematic Example 2)

6. Node Supervisions

We are now in position to proceed towards a qualitative/quantitative description
of homorphisms between cyber nodes. Let W and VV be two cyber nodes. We will
presume the following notations for the sets of relative valuations of parts (fractions)
of possible constituents:

1) ¢ raction) W) = {(fr (dev(V)) e fT (dev ) fr (7"651 ) L fr (T'GSL ))T:

fr (dev,gv)) is part of possible device dev,gv) of V,
k = 1,2, ""MV ,Wlth MV eEN

and fr (resé )) is part of possible resource res(V) of V,

§=1,2,.., Ly,,with L, € N}: the set of all ordered columns

A. Alexopoulos
46



Mathematical Modelling of Cyber-Attacks and Proactive Defenses

of  possible parts (fractions) of  constituents

(fr (devl(v)), v fr (dev%)/) fr (resfv)) e T (resg)»T of V;

2) §,CUraction) 7y = {(Sw[xp Xp, X3, t | (fr (deyl("))), o, Sy lxq, X0, %3, ] (fr (dev%‘z)),

T
SW[xll le x31 t, ldt ] (fr(resl(V))> ) nes ,Sw[X1, le x3, t ] (f-r(resl(;:j))>> :

Swlxi, x5, x5, t ] (fr(dev,(cv)» is valuation of part
of possible device inV subject to W, k < My, with M, € N
Swlx1, %2, %3, t ] (f?‘ (resév)» is valuation
of possible resource inV subject to W,& < Ly with L, €N,

at the spatiotemporal point (x4, x,, x3,t) € R3 x [0,1]} :

the set of all ordered columns of relative valuations of parts (fractions) of
possible constituents of V, from the viewpoint of the (user(s) of) node W,

over the space time R3 x [0,1];

3) fuwg(fraction) (V) —
{(UW[xly xZJ x31 t ] (fr(devl(v))) ) ueny UW[xll x2: x3, t ] (fT(dev;J;?/)) ,

T
UW[xll xZP x3l tp ldt ] (fr(resl(V))> ) aeny Uw[xl, xz,x3, t ] (f‘r(resl(:::))>> .

Uy x4, x5, x3,t ] (fr(dev,(cv)» is vulnerability of part
of possible device inV subject to W, k < My, with M, € N
U [x1, %2, %3, t ] (fr (resgv)» is vulnerability
of possible resource inV subject to W,& < Ly, with L, €N,

at the spatiotemporal point (x;,x,,x3,t) € R3 x [0,1]}:
the set of all ordered columns of relative vulnerabilities of parts (fractions) of

possible constituents in V, from the viewpoint of the (user(s) of) node W,

over R3 x [0,1].
Definition 3  Let W and V be two cyber nodes. The combinatorial triplet

P = P(V) = (€Uraction)(y) 5, gUraction) () qq, gUraction) () )

will be called the cyber-field of VV from the viewpoint of the users of I.Its elements
are threefold cyber situations which will be represented by p. Especially, if W =V,
the cyber-field P = P (V) will be called the cyber-purview of V and will be denoted
Ppelf) = pGelf)(y), Its elements are special threefold cyber situations called self-

perceived sites and they are represented by the general form 4.

A. Alexopoulos
47



Let now W be a given cyber node and fr(C(V)) be a given cyber-vector in a
fixed constituent

T
cV) = (devl(v), . devf,‘fg, . dev%‘)/ ,resl(V), . resg), . resg))

of V. Its cyber states are

(devl(v)), ...,fr(dev,,(y‘fg), ...fr(dev%‘)/),fr(resl(v)), ...,fr(resg)), ...,fr(resg)).

Then any two threefold cyber situations p and p on the node V € ob(cy(t)) from

the viewpoint of the users of node W, situated in the cyber fields
P = (U?)MVJ“LV X R(MV+LV)><n % R(MV+LV)><m and
plself) = (u?)MVhCV x RMv+Ly)xn o R(My+Ly)xm
respectively, can simply be viewed as two ordered pairs
2= (Swoy, Upyoy) = ((Si,j): (uu)) € RMv+Ln)xn s ROMy+Ly)xm
and
p= (gvﬁv’ @Vﬁv) _ ((§U) (ﬁu)) € RMv+Ly)xn s ROMy+Ly)xm
respectively, with

Sw-v = Swoy (fr(C(V))) =

Sw (fr(devlm)) = Sy lxy, x5, %3, t ] (fr(devl(v))) = (sW,1 (fr(devl(v))),SW,2 (fr(devl(v))), e Sy (fr(devl(v)))>

—.g(W-V) —.g(W=V) —.gW=v)
=B11 =12 =:Bin

Sw (fr(devf:f‘z)) = Sylxy, x5 %35t ] (fr(devf,‘[‘f ) = (sW,1 (fr(dev,,(:fg ),SW,2 (fr(devf:fg ), s Swn (fr(devf:lz ))

—.gW=V) —.gW=V) —.gW=V)
_'Emy,l _'ﬁmV,z —'Bmv,n

Sw (fr(devm%), )= Swlxy, %0, %3,t ] (fr(devj(z‘), )= Swa (fr(dev;,‘;‘), ),SW'Z (fr(dev](v';l), ),...,SW,n (fr(dev](\zzl )

_.p(W=V) _.p(W=V) _.p(W=V)
=g =g =g

Sw (fr(resl(v))) = Sy lxy, %5, %3, ] (fr(resl(v))) = swa (fr(resl(v))),s[,l,y2 (fr(resl(v))) . (fr(resl(v)))

—.g(W=V) —.g(W=V) —.g(W=V)
_'B.M'V+1,1 "BMV+1,2 _'BMV+1,n

Sw (fr(resg))) = Sylx,x,,%5,t] (fr(resg))) =\ Sw1 (fr(resg))) ) Sw,2 (fr(resg))) s Swn (fr(resg)))

—g W) —p WV —p WV
Pary+ey1 Pary+ey,2 PMy+eyn

Sw (fr(resg))) = Sy [x1,%5,%5,t ] (fr(resg))) =\ Sw1 (fr(resg))) ,Sw2 (fr(resg))) s SWn (fr(resg)))

_.B(WWV) _.B(W«»V) _.B(W«»V)
T PMy+Ly1 T PMy+Ly2 T PMy+Lyn

Table 1
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Upy = Upoy (fr(C(V))) =

Uy (fr(devl(v))) = Uwlxy,%5,%5,t ] (f’”(devl(‘/)))

(fr(dev(v))) = Uy [xy, %5, x3, t](fr(dev(v) )

(fr(de ) )— Uy [x1, %5, X3, t](fr(dev(v) )

(fr(res V))) = Uy [xq, %5, x5, t](fr(res(v)))

(fr(resgm)) = Uplx1, %5, %3, t ] (fr(res{,V)))

(fr(res V))) = Uplxy, %z, %3, t ] (fr(res V)))

Syv =Sy (fr(C(V))) =

Sy (fr(devl(v))) = Sylx1,%z,%3,t ] (fr(devl(v))) =

(fr(dev(v) )— Sylx1, x5, %5, t ] (fr(dev(v) )

/\

(fr(dev(v) )— Sy X1, %5, X3, t](fr(dev(v) )

(fr(res V))) = Sylxy, x5, %3, t ] (fr(res V)))

(fr(rest,v))) = Sylxq, x5, %5, t ] (fr(reslv)))

(fr(resLV))) = Sylxq, x5, %5, t ] (fr(resﬁv)))

Oy =0,y (fr((;(v))) _

Mathematical Modelling of Cyber-Attacks and Proactive Defenses

uw1(fr(devl(v))),uW,2 (fr(devl(v))),. ,qu fr(devl(v))

B A i
Uy g (fr(dev(v) ) Uy 2 (fr(dev(v) ),
- ¢(WWV) — ¢(W~»V)

mV 1 sz

. qu fr(dev(v)

WV
_¢,§va)

qu(fr(dev(V) ) uwz(fr(dev(v) ),

WV
_¢§V[V1)

WV
_¢§/rvz)

...,qu fr(dev(v) )
—¢5.§”{,””mv)

Uy g (fr(res ))) Uy 2 (fr(res(v))) U (fr(res(v)))
=i 11n =90, 112 =Pyt

Uy (fr(resev))) U2 (fr(rese":))) o Uym (fr(resg‘l:)))

W) 0Z5) W)
=Ppry+oy1 =Pry+oy.2 =000y +oym

qu(fr(TeS ))) qu(fr(res(V> ), !qu(fr(TeS V)))

(WasV)

(W) (WV)

Syq (fr(dev(V) ) Sy2 (fr(dev(v) )

=Py +Ly1 =Py +y.2 =Py +Lym
Table 2
Sva (fr(devl(m)) ,Sy.2 (fr(devl(v))), wer Sy (fr(devl(V)))
=B =By =B "

Sy (fr(dev(V) )

Sva (fr(devf(z‘),)) svz(fr(de w )

_ B(WWV)

(WsV)
Tyt l?

2

WV
= B,(nv e

Sy (fr(dev(v) )

=B B B
k)
Sya (fr(res )) Sy (fr(res V))) Sy (fr(res V)))
=Bityin =Bt s =Bieyin
) v) V)
Sy (fr(rest,v )) Sy (fr(rest, )) ) Sy (fr(res{, ))
=Bityieya =Bityieya =Botyreyn
) V) V)
Sy (fr(resLV )) Sy (fr(resL )) ) Sy (fr(resL ))
=Bityatya =Bityrtya =Botyviyn
Table 3
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Uy, (fr(devl(v))) = Uyp[xg, x5, x3,t ] (fr(devlm)) =\ uy, (fr(devlm)) Uy o (fr(devl(V))) R T, (fr(devl(v)))

_. 3 (WwV) _ .3 (WwV) _.a2(WwV)
7'¢1,1 7'¢1,2 7'¢1,m

L

Uy, (fr(devgg)) = Uyp[xqg,x5,x3,t] (fr(dev%i ) = Uy, (fr(devgg ),um (fr(dev%z ), e Uy (fr(dev,,(:'} )

W) —pW=" —pW=")

‘my,1 'my,2 my.m

—

Uy, (fr(dev](,‘;‘)/ ): Uylxq, x5, %5,t ] (fr(devﬂ%)/ ): Uy (fr(devﬂ%)/ ),uv,z (fr(de ](\2 ),...,u,,,m (fr(dev](;')/ )

_.a2(WwV) _.a2WwV) _.a2(WwV)
=g =5 =g

—
h_/

Uy (fr(resl(V))) = Uyp[xy, x5, x3,t ] (fr(resl(v))) = uy, (fr(resl(v))) S Uy (fr(resf/))) s o Uy (fr(resl(v)))

_. 2 (WwV) _. a2 (WwV) _. a2 (WwV)
"¢Mv+1,1 "¢MV+1,2 "¢MV+1,m

Uy (fr(resg))) = Uylxy, x5, %3, t ] (fr(resg))) =] uy, (fr(resg))) Uy 2 (fr(resg))) s Uy g (fr(resg)))

_.a,)(W«»V) _.(}(WWV) _'(’ﬁ(WMVJ
T My +y,1 T My+y.2 T My +eym

Uy (fr(resg))) = Uy[xy, x5,%3,t ] (fr(resg))) =] uy, (fr(resg))) Uy 2 (fr(resg))) s Uy g (fr(resg)))

_ 2 (W) _ (W) _ (W)
=Py 4Ly =Py +Ly,2 =®ary+Lym

Table 4

Without any loss of generality, we may suppose the numbers My + £, and
My, + Ly, are enough large, so that My, + £, = My, + Ly, for any two cyber nodes
W and V. To simplify the notation, we set

Nz:MV+LV=MW+LW

Definition 4  Let W and V be two cyber nodes. The supervision of V in the
system of the two nodes V and W at a given time moment t € [0,1] is defined to be
the pair

(z1,4) = (21, 3)(t) € CVXn x cVxm
with

21 = Swov +Svoy, & =Upoy + iUy,
and such that

e i:=+/-1=(0,1) €C,
i (SW—>V: [UW_>V) = ((Si,j), (ul])) € ]RNXn X ]RNX‘“ and

o Sy Uyoy) = ((§u) (ﬁ”)) € RV x RV, ]

The complex matrices z; and {; are called supervisory perceptions of VV in the
system of nodes V and W at the moment t. The piecewise continuous mapping

oy = 6[(V,W)wv>V] defined by
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5y:[0,1] » CVXm x CVXMt s Sy (t) = (24, G ()

= (§W—>V +iSy_y, Uy + i[ﬁv—n/)(t)

is the supervisory perception curve of VV in the node system (V, W). Its image &, =
6y ([0,1]) is called universal supervision of V in the node system (V, W), while any
subset 6, (1) = {6y (t):t € I c [0,1]} of §,([0,1]) is said to be a partial supervisory

perception of VV in the system of the two nodes V and V.

If, according to Remarks 3.3 and 4.2, the component valuations
Sw.k (fr(C(V))) or vulnerabilities wy ; (fr(C(V))) of a given part fr(c™) in the
cyber-node V extent onto the real projective line RP! of R, then any two threefold
cyber situations p and % in the corresponding cyber fields P = Up)" x
(RPHM>m x (RPHM*™  and  PE) = ()Y x (RPH)Y*" x (RPY)V ™ can  be

viewed as two ordered pairs
= (SW—W: [UW—>V) = ((Si,j), (uu)) (= (]R[pl)NXn % (Rpl)]\fxm and

p= (,S\V—W' [UV—W) = ((ﬁi,j)r (ﬁu)) € (RPl)an X (Rpl)Nxm
respectively. In such a case, the set §;, of extended universal supervisions of V in
the system of the two nodes V and W consists of all ordered pairs
(Swov + iSvoy, Uy + iUy ) € (CPH)M*m x (CPH)M™™, which are defined in
such a way that a column in the matrices (CP*)?"*" and (CP*)”*™ is considered to
be infinite if and only if the real or the imaginary part of an element of the column
becomes infinite. Here CP! denotes, as usually, the complex projective line (: the

Riemann sphere S3). We need the following.
Theorem 1 The N —fold symmetric product of CP* is homeomorphic to CP? .

Sketch of Proof. One can be trying to understand the space obtained by taking
the Cartesian product CP! x CP! and identifying some of its points by the rule
(x,y) ~ (y,x). Viewing CP! as a CW complex with one 0-cell and one 2-cell, we
can compute the homology of CP! x CP!/~ which matches that of CPP? but we can't
seem to visualize an "obvious" homeomorphism between the two spaces. The
guestion is the following:

% is CP! x CP'/~ homeomorphic to CP? and,
s if so, how?

We believe we are on the right track, and a homeomorphism from CP! x CP!/~
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to CP? is given by

[((z1:22), (W1 w3))] = (21w ZaWpi 2y Wy + ZoWy).
Note that elements of the form [(1:z),(1:w)] map to (1:zw:z+w), i.e., the
coordinates are given by the elementary symmetric functions of z and w, so the
map is a homeomorphism restricted to this subspace onto the subspace of CP?
given by points with non-zero first coordinate. We have not worked out all the
details, but we are pretty sure that this argument can be promoted to show that the
map is actually a homeomorphism between your spaces. To see this in the 2—fold
case: consider homogeneous polynomials of degree two C[x, y]® whose elements
are of the form ax? + bxy + cy? and notice that for 2 € C*, it holds

Alax3 + bxyyo + cyé] = 0 & ax3 + bxyy, + cyé = 0.

This allows us to identify points of CP? with elements of C[x,y]®/~, where ~
identifies polynomials having the same roots. The map from CP? to the symmetric

product of two copies of CP? is then given by
(a:b:c) » ax? + bxy + cy? = (ax + By)(a'x + B'y) » [(a: B), (a" BN]

where the equality comes from the fundamental theorem of algebra.

In view of this result, we are led to the following definition.

Definition 5  Let W and V be two cyber nodes. The extended supervision of V
in the system of the two nodes VV and W at a given time moment t € [0,1] is defined
to be the pair

(z1,81) = (21,4 (@) € (CPY)" x (CPY)™ = (CPH)M*" x (CP)V*™
with
zy = Swov +Syoy, @ = Uyoy + iUy,
and such that

e i:=v/-1=(01)€C,

* (Swor, Upoy) = ((Si,j), (uu)) € (RPH*" x (RP})V*™ and

o (Syoy,Uyy) = ((§i,j): (ﬁu)) € (RPH)M*™ x (RPY)V>m,

The complex projective points z; and {; are called extended supervisory
perceptions of V in the system of nodes IV and W at the moment t. The piecewise
continuous mapping

0Py = 6Py, w)wv]
defined by

A. Alexopoulos
52



Mathematical Modelling of Cyber-Attacks and Proactive Defenses
§Py: [0,1] = (CPY)" X (CPM)™:t = 8Py (t) = (21, (1)
= (Swov + iSv_v, Uyoy + 0,y ) (0)
is the extended supervisory perception curve of V in the node system (V,W). Its
image 6P, ([0,1]) is called extended universal supervision of IV in the node system
(V, W), while any subset 6P, (1) = {6P,(t):t € I c [0,1]} of 5P, ([0,1]) is said to be

a partial extended supervisory perception of V in the system of nodes VV and W.

Provided there is no risk of confusion, we will denote indiscriminately with

CM either C or CP. Further, in what will follow, we will adopt the common notation
Y = Viwwywr[0,1] = CMY X x CMY ™t o yy (8) = (21, {) (1)
= (Swov +iSyoy, Uy + 0y ) ()

for the two supervisory perception curves g, and §P,,. Similarly, we will adopt the
common notation y, (I) = {yy(t):t € I c [0,1]} for the two supervisory perception
sets 6,(I) and &Py (I). In particular, we will write y; for the two universal
supervisions §,([0,1]) and 8P, ([0,1]). With this notation, we are now in position to

proceed further, as in the following Session.

7. Cyber-Effects

A momentary homomorphism g:W — V between the two cyber nodes
V,We ob(cy(t)) is defined as a collection of mappings from a cyber field of W at

time t € |a, B[ cc [0,1] into a cyber field of V at other times t’ € [a, B].
Definition 6 Let us consider the two supervisory perception sets
Qy = Qv wywr1([0,1]) € CMY*™ x CMY*™ and
Qw = Qv wyww ([0,1]) € CMY*™ x CM >,

The momentary homomorphism g:W — V can be rather understandable as an
“adaptive” movement g between time-shifted partial (extended or not) supervisory
perceptions of W and V:

g:[a, Bl = Qy x Qy:t = g(©): = (yw(©), vy (t + AD)).

The shifted curve g is called cyber-effect of W on V.

It is more appropriate to represent a cyber-effect as a collection of point-wise

correspondences

(gevw® > y@)) (¢ =t+40),

t€la,Bl
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where we denote by yy, (t) and y, (t) the curves vy w)ww; (€ and vy wywr (¢ +

At), respectively. With this notation, at time t, a supervisory perception of W in the

system of nodes V, W:

Yw(®) = (Syow + iSwow, Uyow + i0yow) =

’Bl(‘;wW) 1 1('1/1/WW) ,B(VMW) +i ,B(WMW) ¢(VWW) +i S’l/”»W)
Bowt +'£ Y ﬁfmm e +'z e
BUT L BT G g Prews +i By
ﬂi%;;ﬂh +i ﬁ}m{i s B 6%;"31”; ¢;Z:;K“31 +i ¢§mﬂ
ﬁﬁX;;’Zlﬂ +i ﬁﬁzm)ﬂ o B B ¢§Z;’;K?Wl +i ¢§Zﬁ;’;¥3ﬂ
l;(w»w) i B](V‘M,/IMW) ﬁ,(ww) +l B](V‘VZtMW) ¢(v~»w> qb(""”""")
Table 5

VW) 2(Www)
oD

VW) £ (Wsw)
(me m +i Mmyy,m

¢(V~»W) +i ¢(W*~>W)

Myy,m My,m
(VW) T(Www)
(P +i ¢MW+1,m

My +1,m

(VW) T(Www)
¢Mw+t’w m +i ¢MW+{’W m

Vs WesW
(,‘b( )+l d’](\fm )

€0y

is depicted, by means of the cyber-effect g = g;, at the supervisory perception of

V in the system of nodes V and W at a nexttime t:=t + At :

Yo (t) = (Swov + iSyoy, Upy +i0y_y) =

WwsV VsV > w

1(1 )4 ﬁ( ) 31(‘:/ V) 4 ﬁ(V V)

(WMV) pV=V) ... (WMV) p(V V)
/;my,l ﬁmv 1 my,n myn

ﬁ(W“‘”’V) ﬁ(V‘"*V)

“W*V) p(VwV)
My, 1 .BMV +i B

My,1 My,n
Besii*i Bt 7 Basi+i Bl |
ﬁm FiBitoa o Bt DB
ﬁ(WwV) +i ﬁJ(\fV,TV) ﬂ(W«wV) ﬁ(w»v)
Table

WV Vsl
duy " +i by

¢(W'”‘"V)+l ¢(V~W>V)

my,1 my,1

(Wwv) 2 (WwwV)
bre,n by

(Wwv) 7 (VwV)
gy 411 H1 ¢MV+1 1

(WV) 2(VwV)
Dacyrepn T Prgyre,n

¢(W'”‘"V)+l ¢(V~W>V)

6

Remark 4 The case At = 0 is not excluded.

¢(W*~>V)+l FVwV)

1,m

¢(W*~>V)+l NUALD)

my,m my,m

(W-v) FVwV)
¢Mvm +i ¢Mvm

(Wsv) F(Vwv)
¢MV+1m +i ¢Mv+lm

(Wwv) 2(VwV)
Grcy+eym T L Prgyrtym

¢(W""‘"’V)+l ¢(V4MV)

€q,.

Let us give two indicative examples showing the alteration diversity and

combinatorial suppleness of this flexible co

ncept.

Example 3 In practice, often, we prefer to reduce only to available

constituents and available valuations. Then, the momentary homomorphism g

transforms only available quantities of W at a time ¢t into available quantities of V

at a nexttime t' =t + At and we writeg = g,: Q(V) W) ()

combinatorial triplet

- P (W) (t), where the

(V) (W) - Q(V) (W)(t) = (cgavailable (W): SVGavailable(W)' uVG:available(W))
represents the set of available components of node W at time t, as evaluated in
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terms of their valuations and their vulnerabilities by the users of node V:

T
w w w w
Covaitaple W) = {(devl( ), devfnwz,resl( ) ...,res{gw)) :
dev,(cw) is available device of W,with my, € N and

res,EW) is available resource of W,with ¥, € N}:

the set of all ordered columns of available constituents

T
(devl(W), ., devq%z,resl(w), ...,resigzv)) of W,

Sy Cavaitapie (W) = {(SV [x1, %2, %3, t ] (deva)) s s Sylxe, %2, x5, t ] (devﬂx) ’

T
w w
Sy [xl’ X2, X3,t ](resl( ))' ey Sy [x1, X, X3, T ](T@Séw))> :

Sylx1, X9, x3,t ](dev,gw)) is valuation of available device

in W subject to 'V, k=1,2,.., my,withmy, €

N Sy [xq, x5, %3, t | (reséW)) is valuation of available resource

Sylxq, x5, %3, t ] (reséW)) is valuation of available resource

in W subjecttoV,& =1,2,..., ¢y with £y,
€ N,at the spatiotemporal point (x4, x,, X3, t)
€ R3 x [0,1]}:
the set of all ordered columns of relative valuations of available constituents
in W, from the viewpoint of the (user(s) of) node V, over the space time R3 x
[0,1],

Uy Copaitapie(W) = {(Uv[xl'xz'xs;t] (delﬁ(W))' v Uylxg, %0, x3,t ](dev,,"y‘{w)’

T
w w
Uylx, X2, 3.t ](resl( )>' e, Uy, %9, x3, € ](resﬁw)» :

Uylxq, x5, x3,t ](dev,EW)) is vulnerability of available device

in W subject toV,k = 1,2, ..., my,,with my, €

N Sy [xq, x5, x3,t ] (reséw)) is vulnerability of available resource

Sylxq, X9, x3,t ] (reséw)) is vulnerability of available resource

in W subject to V, §=12,..,¢y with ¢y, €
N,at the spatiotemporal point (x;,x,, x3,t) € R3 x [0,1]}:
the set of all ordered columns of relative vulnerabilities of available
constituents in W, from the viewpoint of the (user(s) of) node V, over R3 x
[0,1].
Similarly, the combinatorial triplet PW W) = 2" W)(t) =
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((Savailable (V): CSW(Savailable (V)’ uW(Zavailable (V) ) represents the set of available

components of node V at time t’, as evaluated in terms of their valuations and their

vulnerabilities by the users of node W. In view of the above Definition 6.1, the

correspondence g = g, can be seen as a mapping between (extended or not)

supervisory perceptions g = g.: yw (t) — yy(t), in such a way that each (extended

or not) supervisory perception of W in the system of nodes V and W at a time

moment t, of the form

Yw(®) = (Syow + iSwow, Uyow + iUp_y) =

(VW) . p(Www) (VW) . A(WwWw) (VW) . A(WwsW)
11 tibia n T By Yin TV
WVww) | . s(Www) Www) | . s(Www) WwW) | . ~(WwW)
myy,1 + B/mw,l my,n +1 :B/mw,n my,1 +1i ymW,l
0 0 0
0 0 0
VW) . pWww) (Vww) . A(Ww) ! Vww) . (W)
BMW+1,1 + ﬁMW+1,1 IBMW+1,n + IBMW+1,n My+11 T Va1t
VW) . pWww) (Vww) . A(Www) VW) . s(Www)
Brty+twa T 1 Bayrep Batyy+tyn T8 Baryreyn M+t T L Vgt
0 0 0
0 0 0
€0y
Table 7

(VW)

Vim

+i Vim

(VW
Yy m

)4
0
0

W)

My +1,m

(Vww)

Mg+t T LV
0

0

~(WwW)

~(WwW)
Vinym

~(WwW)
VMW+1,m

~(WwW)
My +yy,m

is depicted, via the correspondence ¢, at an (extended or not) supervisory

perception of V in the system of nodes VV and W at the next time moment t: =t +

At, of the form:

y(t) = (Swov + Sy, Upoy + iUyoy) =

W) | . A(VwV) Wwv) | . A(VwY) Wwv) |
Bi1 +1 b1, Bin 1 by Vi1 +1
W) | . A(VwV) Wwv) | . A(VwY) Wwv) |
:Bmv,l +1 ﬂmv,l Bmv,n +1i myn ymV,l +1
0 0 0

0 0 0

Wwv) | . pVwV) Wwv) | . p(VwV) ’ Wwv) | .
Bygy+11 1 Bagye1n Byty+1n T Brgy+in Yap+11 TE
(Wwsv) . p(Vwy) (WwV) . A(VwY) (WwV) :
Bry+ey1 T8 Brgyreyn Baty+egm 1 Bagy sty Yacy+ep1 11
0 0 0

0 0 0

Table 8

~(VwV)
Vi1

~(VwV)
Vi1

~(VwV)
Vg +11

~(VwV)
Yoty +ey,1

~(VwV)

v +i yl,m

(
)’1 ,m

~(VwV)
me,m

") 4
0
0
+i

(W
Ymym

~(VwV)

(W)
VMV+1,m

yMV+1,m

~(VwV)

(Wwv)
Var, y+eym

VMV+{’V,m +i
0

0

EQV.

Similarly, if the momentary homomorphism g:W — V acts only on all the

resources of W by transforming and transferring fractions of the available resources
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of W at a time ¢ into the node resource standard (rl(v), rg)) of  at a next time

t' =t + At, then the cyber-effect g is a mapping of the form g = g,: QS’) w)H() »
PM (V) (t). Here, as usually, the combinatorial triplet

ng) w) = ng)(W)(t’) = Ravaitabie W), SyRavaiabie W), Uy Ravairapie W) )
represents a set of available resources of node W, at the time moment ¢, as
evaluated in terms of their valuations and their vulnerabilities by the users of node
V:

Ravaitavie(W) =

T
{(resl(w), ...,resgvv)) :res,EW) possible resource of W,k =1,2,.., ¢y, ,fy € N}:

the set of all ordered columns of available resources of W,

T
SvRavaitanie (W) = {( Sylxy, x5, x3,t ](resl(W))’ e, Sylxy, %9, x5, t ](res{EM”:))> :

Sylxq, X9, x3,t ] (reséw)) is valuation of possible resource

in W subjecttoV,& =1,2,..., ¢y, with £y,
€ N,at the spatiotemporal point (xq, x5, x3,t)
€ R3 x [0,1]}:
the set of all ordered columns of relative valuations of available
constituents in W, from the viewpoint of the (user(s) of) node V, over R3 x
[0,1],

T
Uy Rovaitapie(W) = {( Uy [xq, X5, X3, t ](resl(W)), v, Uy g, X5, x5, t ](reslgm"f)» :

Uylxq, x5, %3, ] (res§W)) is vulnerability of possible resource

in W subjecttoV,& =1,2,..., ¢y with £y,

€ N,at the spatiotemporal point (x4, x,, X3, t)
€ R3 x [0,1]}:

the set of all ordered columns of relative vulnerabilities of available
constituents in W, from the viewpoint of the (user(s) of) node V, over R3 x
[0,1].

Similarly, the combinatorial triplet

P W) = P W)(E) = (RWV), SwRV), UpyR(V))
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represents a set of resources of node V, at the next time moment t’, as evaluated

in terms of their valuations and their vulnerabilities by the users of node W. In

view of Definition 6.1, the correspondence g = g; can be seen as a mapping

between (extended or not) supervisory perceptions g = g;: yw(t) — vy, (t"), in

such a way that each (extended or not) supervisory perception of W in the

system of nodes V and W at time moment ¢t

Yw() = (SV—>W +iSwow, Uy + ifﬁw—»w) =

(V«»W) B(W«»W) . ﬁ(VwW)

My +ew1 T

0
0

My +tw,1

(( (VW) =) (VW)
|| Mw+11 Mw+11 ﬁ]V[W+1n
| |

0
0

wHw, n

0
0

0 0
0 0 \W
AR - A |
o | | Dttt BT 1§ Tt | |
0 0 /
0 0 /

is depicted, via the correspondence g, at an (extended or not) supervisory

perception of V in the system of nodes V and W at the moment t’: = t + At of the

form

Y& = (Swor + iSy_v, Uy + iUy_y) =

0
0

(WwsV) . AWwY)
Bary+1a ti ﬂmv+1,1

My+
(WV)
Bary+eya T
WV 5V
Bary+ye1a T U :BJV[V+¢’V+11

(WwsV) . A(WwY)
My+eyroya T 1B

9
0

(WwsV)
¢MV+1 1t
(WwsV)
Paeyreyn T

(W) A(VwV)
¢MV+£’V+1,1 +i ¢MV+(’V+1 1

(W) . 2(VwV)
My+ey+eyn T )

9
0

My+ey+ey,l —

My+ey+ewl —

VsV
[3( )

My+éy,1

(VW) (W)
ﬂMW+1 1t ﬂMW-H 1

(VW) BWwW)
Batw+twn T 1 Brryrtmn

2(VwV)
¢

My+1,1

2(VwV)
i¢

My+Ly,1
(VW) 2 (Wow)
¢MW+11 +i ¢MW+1,1

(VW) . 2(WwW)
¢MW+€W,1 +i¢

My+Lyn

My +Ew,1

0
0
(WwV) A (VwV)
BMV+1 n +i ﬂMy-f»l,n

(WV) p(VwV)
+i ﬂ My+fyn

p (V1) _ pvww) 5 (W) '
+i BMV+€V+1n Mw+1n +i ﬂMW-fl,n
p (V1) _ pvww) +i B‘(WM»W)
My+y+fwm — FMy+fywn My +Lwn
0
0
0
0
(WsV) 2 (V)
¢MV+1m +i ¢MV+1.m
(W) 2(VwV)
¢MV+€V,m ¢MV+£’Vm €q
. 2(VwY) L (Vew) 2 (W) v
/ +i ¢MV+£’V+1m ¢MW+1m +i ¢MW+1,m
. (V) _ 4 (Vew) . 2(Www)
+i ¢MV+£’V+£’W,m - ¢MW+€W,m +i ¢MW+£’W,m
0
0

Although the concept of cyber-effect at a time moment t seems to be rather

sufficient, sometimes we care to describe the interaction that has one cyber-node

on each other, as well as the mutual effects resulting at a later time t' = t + At. In
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this case, the putative mutuality directly is influenced by the subjectivity of the users
of the two cyber nodes. So, frequently, instead of the concept of a momentary
cyber-effect, we are forced to consider mappings describing mutual influences

between cyber-nodes.

8. Cyber-Interactions

As in Definition 5, let us consider the sets
Qy = Q@ wyr) ([0,1]) € MY x CMY>™ and
Qw = Q[(V,W)wW]([O,l]) c CMV*n x ¢V xm

of supervisory perception curves of V and W in the node system (V, W).

Definition 7 If ]a, B[ cc [0,1], an interplay of the ordered cyber pair (V, W)
over the time t € ]a, B[ or, simply, a cyber-interplay, is an open? shift curve
g:la, Bl = Qy X 2y X Qy X 0Qy:
t = g(0):= (rw(®, 1w (©), yw(t +48), yy(t +AD)).
If the cyber-interplay g is composition of several separate interplays, we say that

the cyber-interplay g is sequential; otherwise is called elementary.

It is more appropriate to represent a cyber-interplay as a collection of point-

wise correspondences

(9%1 Qu X Qy = Qu X Qp: (yw (O, vy (1) ) — (Vﬁ/(t,)'}’{/(tv)»
tela,pl
(t:=t+At),

where, as usually, we denote by yx(t) and yx(t) the curves Yivw)-»x(t) and
Yivw)-x(t + At), respectively (with X =V, W) and we say that the interplay is a
cyber- activity of W on V over the time t € ]a, B[. If the cyber-interplay is sequential,
we say that the cyber-activity of W on V is sequential; otherwise the cyber-activity
is called elementary.

Definition 8 A cyber-interaction or simply interaction between W and V at a

given time moment t, € ]a, B[ is a tetrad

2 Open intervals are used for so called open curves (line, parabola, hyperbola...). Closed intervals are used for closed curves
(circles, ellipse...). The reason for use of open intervals for open curves and closed intervals for closed curves is that
parameterization is a homeomorphism between to "shapes". Circle is not homeomorphic to the line, for example. But it is to

any closed loop (http://math.stackexchange.com/questions/209309/open-interval-in-definition-of-curve ).
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Z = Z(W,V)(to) = ((21’51)» (22,02), (23, {3), (24,54)) € ((CMan X CMNxm)4

for which there is an associated cyber-activity of W on V:

(g‘t = ggz): Dy X 2y > Dy X Qy: (yy (0, 7y (@) ) — (y‘;V(t,)’y‘,/(t,)))te]a Bl

(t':=t + At),
such that

(z1,41) = yw(to) = (SV—>W + Swow, Upow + i[UW—>W) € CM™ ™ x CMV >,
(22,0,) = yy(ty) = (SW—>V +iSy_y, Uy + iﬁv—»v) € CM™ > x CMM >,
(23, 03) = vw(to) = (Syow + iSwow, Uy + iUy ) € CMY > x eV >,

(24, C0) = vy (to) = (Swov + Syoy, Uyoy + iUy_,) € CMV*m x M,
If the corresponding interplay
g =9P:]a, Bl = Qy X Qp X Qyy X Qyp:
t = g(0):= (Yw®, 1 (O, 1 (), 7 (1))

is sequential, we say that the cyber-interaction is sequential; otherwise the cyber-

interaction is called elementary.

Obviously, in Definition 7, keeping a fixed supervisory perception y,(t,) in the

archetype component Q, and a fixed supervisory perception vy (t+ At) in the

component image Q,,, the corresponding cyber-interaction becomes a cyber-effect in the

sense of Definition 6. And, as we shall see, proper management of cyber-effects is

enough to study cyber navigations ([2). However, in most cases, as in the case of cyber

attacks (see again [2]), it is necessary to consider cyber-interactions. So, because cyber-

effects are a partial case of cyber-interactions, we will give a slight priority in the most

general context of cyber-interactions.

It is easily verified that the most detailed general form of a cyber-interaction is as

follows.

Z= ((er Zl)! (ZZJ CZ)J (ZS' (3)' (24' 64)) = ((Zli Zl)' (ZZ' ZZ)' (23' 53)' (Z4-' (4))(t0)

yw (to) yv(to)

4 U 4 ST/ 4 QY I ST/
Svow + iISwow, Uysw + iUwow, Swoy + iSyoy, Uysy + iUpoy
Vled) e
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W-w) | . p(Www) W-w) | . p(W=»w) V-w) | . 2(WwWw) W-w) | . 2(Www)
Bix +i by Bixn +i Bin $11 +i¢i Gim TP
Bt +1 By Bowan + 1 B ot i Byt Do’ +1 ot
|| At B Biton’ +1 Bitn” Briga 1 By Brtgm + i By
- -w) - A(Www) V-w) - AWww) ! V-w) : S(Www) V-w) - A(WwW)
Bry+11 T Brry+11 Bry+in T8 Barysin Drcp+in T Daryr1n Grrp+im T U Paryrim
w-w) - A(Wwsw) V-w) - A(WwW) V-w) - S(Www) -w) . 2(WwW)
EMW+€W,1 +i BMWH’W,l IBMWH’W,n +i IBMWH’W,n Drcw+tw1 T U Poryrorgn Dary+ewm T8 Prtyy+eyym
V-w) - A(Www) V-w) - AWww) V-w) : S(Www) V-w) - A(WwW)
My +Lwd T U Brty+owa Bty T8 Baty+rm Drcw+iwa T8 Pryrown Oary+iwm T8 Pory+ryym
21 =Sy w+iSw-w $1=Uyow+ilwow
(WsV) - AVwY) (WsV) - AVwY) (W-sv) : p(VwV) (WwsV) - 2(VwV)
Bi1 +i By Bin +i Bin $11 +i¢, Pim T D
Wwv) | o aVwy) Wwv) | o aVwV) Wwv) | o p(VwV) Wwv) | o 2(VwV)
ﬁmv,l +1 ﬁmv,l ﬂmy,n +1i ﬂmy,n (l)my,l +1 my,1 ¢mv,m +1i my,m
(WwsV) - AVwY) (WV) - AVwY) (WsV) . 2(VwV) (WsV) - 2(VwV)
.BM,,,1 + i By BMV,n + 1 Bacyn brcyn T Dapn Drcym T8 Pacym
(W) . A(VwY) (WwsV) . 5(VwV) ’ (WwV) . 2(VwV) (WawsV) . 2(VwV) 1
BJV[V+1,1 + 1 bpryr1a BMV+1,n + 1 Bayrin ¢MV+1,1 +i ¢Mv+1,1 ¢MV+1,m +i ¢MV+1,m
(WwV) . AVwY) (WwV) . (VW) (WwV) . 2(VwY) (WwV) . 2(VwV)
BMVH’V,l +i ﬁmv+ev,1 ﬁMy+{’y,n + 1 Baryvipn Daryrepa T8 Pacyrepn Dacyreym T Poryreym
(WwV) . AVwY) (WwV) . (VW) (WwV) . 2(VwY) (WV) . 2(VwV)
My+Lyd T U Pagyesyn ﬁMV+Lv,n +1 ﬁMVuV,n Drcyrrya T Pacyaiva Drcpasym T 1 Pacyatym
22=Sw-y+iSyoy L=Upoy+ilyy
WV-w) . Hr(Wwew) VoW . or(WwW, w-w) . 2i(WwW) VoW . (W W
ﬂ,1,1 +i ﬂ,1,1 ’g,n i ﬁrg'" ) 4”1,1 +i ,1,1 ,g,m d+i ¢,§,m )
V-w) . D1 (Www) Vow . pr(WwW -w) - 21(WewsW) Vow . r(WwW,
ﬂ’mw,l +i ﬂ’mw,l ﬁlgnw,n) +i ﬂ’inw,n ) (lew,l +1 ¢’mw,1 d)’fmw,m) +1i ¢’Srnw,m )
w-w) . Sr(WwWw) w-w) . Hr(WweW) w-w) . 2i(WweW) w-w) . 2r(WwWw)
ﬁ’MW,l +i B’MW,I ﬁ’MW,n +i B’Mw,n ¢’MW,1 +i d”MW,l ¢’Mw,m +1 ¢,Mw,m
W-w) . r(Wwew) -w) . Hr(Wwew) ’ WV-w) . (W) w-w) . 2 (Wwsw) 1
ﬁ’MW+1,1 +i B’MW+1,1 ﬁ’]v[w+1,n +i B’MW+1,n ¢’MW+1,1 +i ¢’MW+1,1 ¢’MW+1,m +i ¢’MW+1,m
V-w) . Hr(Wwew) w-w) . Ar(W-ew) V-w) . 2I(WwsW) W-w) . 21(WwW)
B ,MW+£W,1 +ip ,MW+{’W,1 B IMW+€W,n +ipB ,MW+{’W,n ¢,MW+{’W,1 +i ¢>,MW+{’W,1 ¢,MW+€W,m i Prryrerym
w-w) . or(WwWw) w-w) . or(WweWw) w-w) . 2i(Wwew) w-w) . 21(WweW)
\ﬁ’MW+LW,1 +i B’MW+LW,1 B ’MW+LW,n +ip ’MW+LW,n ¢’MW+LW,1 +i ¢’MW+LW,1 ¢’MW+£W,m +1 ¢’MW+LW,m
Z3=Syw+iSiy_w G=Upw+iOiyw
ls/;/*'"V) +i '\lg"/l*"’V) lgl'/‘l:WV) +i "rg":w*V) ls/llf*"*V) +i AIS/;WV) fg‘:/n””V) +i '\lg‘;:*V)
(W) . A1(VwV) (W) . or(VwsV) (WwsV) . TI(Wwsy) (W) . TI(Vwy)
ﬂ’mv,l +1 :Blfm.v,l :B’my,n +i :B'my,n ¢,mV,1 +1 ¢’mv,1 ¢’mv,m +1i ¢’my,m
Wwv) | - Zi(VwV) Wwv) | - pr(VwV) Wwv) | - (V) Wwv) | - r(VwV)
ﬁ,Mv,l +i B,Mv,l BIMV,n +i ﬁ’MV,n ¢’MV,1 +i ¢’MV,1 d)’Mv,m +i ¢,Mv,m
(WV) - D1(Vwy) (WsV) . B1VwV) ’ (WV) o T(VwV) (WasV) ¢ (V)
B,JV[V+1,1 +i ﬁ’]\/[y+1,1 ﬁ’MV+1,n +1 ﬁ,MV+1,n ¢’Mv+1,1 +i ¢’MV+1,1 ¢,Mv+1,m +1 ¢’MV+1,m
(WsV) = pr(VwV) (WV) : pr(Vwy) (W-sv) = r(VwV) (W-sV) - I (VawV)
ﬁIMV+eV,1 +i ﬁlMyH’y,l B ’MV-H’V,n +ipB ’MV-H’y,n ‘P’MVHVJ +i ¢’MV+€V,1 ¢’Mv+fv,m +i ¢’Mv+ev,m
(WwV) = pr(VwV) (WV) : pr(Vwy) (W-sv) = r(VwV) (W-sv) - I (VawV)
\ﬁ,Mv+Lv,1 +ip ’MV+LV,1 B ’MV+Lv,n +ip ,MV+£V,n ¢,MV+£V,1 +i ¢’MV+£V,1 ¢,MV+£V,m +i ¢,MV+LV,m
Za=Sly vt Sy e Uy oyt i,y
Table 11

Remark 5 The key sets

Qv = Qww)-v1([0,1]) and Qy = Qv w).w([0,1])
of (extended or not) supervisory perceptions of two cyber nodes V and W into the

system of themselves, that are used in critical definitions given up to now, are

subsets of the product spaces
CV>Xn s N XM and ((C[P’N)n % ((C[P’N)m — (C[P)l)NX“ % (C[P)l)Nxm_

The spaces CV*" and C¥>*™ will be called complex multi-coordinate spaces. Each
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element of a complex multi-coordinate space C"* is of the form
(Z(l), " z("))

T
with z™ = (zf), ...,z](p) € CV. Similarly, the spaces (CP")" = (CP)"*" and

(CPYH)Vxm = (CPM)™ are called complex multi-projective spaces. Each element of

a complex multi-projective space (CP)V*v = (CP")" has the form

(((1)’ ___’((V))

T
with ¢ = (¢7,...,¢) e cp”.

Below, for terminology consolidation purposes, we will prefer not make any
distinction between the spaces CV*" and (CP')">*", and we will call them using the
common name complex multi-spaces. As usually, if there is no risk of confusion,
the complex multi-spaces may also be represented using the common notation

(CMan.

On the other hand, by Definition, we are also interested for the twofold
Cartesian products of complex multi spaces. In fact, each momentary cyber
interaction g can be considered as a correspondence derived from a map
transforming a subset D of the twofold Cartesian product CM?Y>*" x CM”>™ of
complex multi-spaces within its own self:

g: D(c CMYM X" x CMY>*™) — CMV>" x CMY *™:

2D O\ @ L
: P, : : —
1) Q) (€Y} (m)
ZN e ZN N e N
Zfl) v Zi“) 1(1) . 1("1)
W\ wl\o | w)]
1 n 1 m
ZN e ZN N e N
ngl) ngn) ngl) W':(Lm)
ng\ll') ng;) W"g\}’) ngl\[‘

Such a mapping will be called (complex) twofold multi-mapping. In particular, a

cyber-navigation is a chain of twofold multi-mappings ([10]).
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9. Coherent Interactive Families

We now intend to look at the areas in which occurs an increase or decrease
in cyber-valuations and/or cyber-vulnerabilities during a interplay of the cyber pair
(V,W) over the time t € ]a, B[ cc [0,1]. Under this approach, we will see when an
interaction is evolving into an attack.

For simplification purposes, we will limit ourselves only to the case where
CM = C. A study of the general case will remain open.

In the finite case, we will distinguish two cases. The first case deals with
interactions occurring in parts of interacting nodes, while the second case refers to

interactions that are assumed throughout entire nodes To this end, suppose X,Y €

(Vv,w}and # > 0. Let fr(devlﬁf)),..., fr(devftf)) be given (uy, ..., 1,) — device parts

in X. Let also fr(res(X)),,..., fr(res(x)) be given (ky, ..., k;) — resource parts in X.

K1 K)
Let finally I be a given set into the time subinterval ]a, B[ cc [0,1]. We need to

introduce a certain terminology. A family of interactions F = {Z = Zy x(¢t) =

((21: (1), (22, $2), (23, 03), (24, (4)) €
(CV>m x cV*my4 t e 1}, with associated family of cyber-interplays of the ordered

cyber pair (Y, X) over the time t € |a, B[

Dy ={g=9P:1- Qy X Qx X Qy X Qy:

te gD©):= (KOO 17+ 80,77t +40)): Z € F,
is called coherent interactive family in I, if there is a homotopy
H:TX[0,1] > Qp X Qy X Qy X Qy
such that, for each cyber-interplay g = g® € Dz there is a p € [0,1] satisfying
H(t,p) = g(t) at any moment time t € 1 on which the cyber-interplay g = g®
implements the interaction Z. Recall that, in topology, two continuous functions
from one topological space to another are called homotopic (Greek ou6g (homos)
= same, similar, and 161T0¢G (t6p0s) = place) if one can be "continuously deformed"
into the other, such a deformation being called a homotopy between the two
functions. Formally, a homotopy between two continuous functions f and g from a
topological space U to a topological space V is defined to be a continuous function
H: U x [0,1] = V from the product of the space U with the unit interval [0,1] to V
such that, if x € U then
H(x,0) = f(x)and H(x,1) = g(x).
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10. Subjectivity in Interactive Variations Germs of Cyber Attacks

10.1 Germs of Correlated Cyber-Attacks

Often, outside the objectivity of evaluating cyber-attacks, there is also a
subjective approach which sometimes can give very strong arguments in assessing
the reality. In this direction, in this section, we will propose several definitions and
cases for an alternate consideration based on the subjectivity of the users of the
involved nodes. We point out that, in the following definitions, the foundation
adopted was based exclusively on the Euclidean norms. However, this is not

restrictive, and we can consider any other norm in place in R" and R™.

Let us begin with the case of valuation variations relative to the norm

valuation and the subjectivity of user(s) of another or same node.

Definition 9  Let again I be any given set in the time subinterval ]a, B[ cc [0,1].
Letalso X,Y € {V,W}.

i. The area [Ay (X)](I) of correlated reduction of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of
coherent interactions Z = Zy x)(t) = ((21,51), (z5,05),(23,03), (24, (4)) € (CV>m x

CVxm)* petween Y and X in I, for which the (Euclidean) norm |[Rez,| =

1/2
| 80| = < _ T |ﬁ'(Y””X) ) of the resulting overall valuation in the

node X as evaluated from the viewpoint of the user(s) of Y at the next moment ¢t is

1/
less than the (Euclidean) norm [|Rez,|| = ||ﬁ(y“”X)||:=( n_ MX+LX|B/§Y“’X) )

of the initial overall valuation in the node X as evaluated from the viewpoint of the
user(s) of Y at the preceding moment t:

IRez,ll = || || < |82 = lIRez.
If the difference ||Rez,|| — ||Rez,|| exceeds a given valuation danger threshold for
node X as evaluated by the user(s) of Y, we say that the interactions Z = Zy x(t)
of [Ay (X)](I) are evaluated as subjectively damaging for X from the viewpoint of
Y.

ii.  The area [Ay (X)](I) of correlated reduction of total valuation for node X as
assessed subjectively by themselves the user(s) of node X over the time set I, is

the family of coherent interactions Z=Zyx(t)=
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((z1, 1), (22, 02), (23,3, (24, 84)) € (€ x €V*™)* between Y and X in I, for which

the (Euclidean) norm ||Imz,|| = ” B’ e X)” ( =12 MX+LX|/?M X)| ) of the

resulting overall valuation in the node X as assessed by themselves the user(s) of

)=

o\ 1/2
( 1ZMX+LX|[3/{§“’X)| ) of the initial overall valuation in the node V as assessed

by themselves the user(s) of V' at the preceding moment t:
Izl = || 77| < 18%=2| = Nimz,I.

If the difference ||[Imz,|| — ||Imz,|| exceeds a given valuation danger threshold for
node X as assessed by themselves the user(s) of X, we say that the interactions
Z=Zyx(t) of [Ax(X)](I) are evaluated as reflexively damaging from the
viewpoint of X.

iii. The area [Ay (X)](I) of correlated growth of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of
coherent interactions Z = Zy x)(t) = ((21,81), (22,32), (23, 83), (24, ) ) € (€M x

cVxm* petween Y and X in I, for which the (Euclidean) norm [|[Rez,| =

of the resulting overall valuation in the

I8l = (gt o)

node X as evaluated from the viewpoint of the user(s) of Y at the next moment t' is

greater than the (Euclidean) norm IRez, || = ||BY¥||:=

o\ 1/2
( 1ZMX+LX|[3;§§MX)| ) of the initial overall valuation in the node X as evaluated

from the viewpoint of the user(s) of Y at the preceding moment t:

IRezyll = || 3| > [|BY=|| = lIRez].
If the difference ||Rez,|| — ||Rez,|| exceeds a given valuation benefit limit for node
X as evaluated by the user(s) of Y, we say that the interactions Z = Zy x)(t) of
[A; (X)](I) are evaluated as subjectively advantageous for X from the viewpoint of
Y.

iv. The area [A;(X)](I) of correlated growth of total valuation for node X as
evaluated subjectively from the user(s) of X over the time set I, is the family of
coherent interactions Z = Zy x)(t) = ((21,1), (22, 32), (23, (3), (24, 34)) € (€ %

cVxm* petween Y and X in I, for which the (Euclidean) norm ||[Imz,| =
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1/2

( n MX+LX|3 %) ) of the resulting overall valuation in the

(X X)
= (235

|
node X as evaluated from the viewpoint of the user(s) of X at the next moment ¢’ is

greater than the (Euclidean) norm lImz, || = ||B*®||: =

1/2
( T}= MX+LX|[3/{X”’X) ) of the initial overall valuation in the node X as evaluated

from the viewpoint of the user(s) of Y at the preceding moment t:

rmzl || 77| > 1892 = Iz

If the difference ||Imz,|| — ||Imz,|| exceeds a given valuation danger threshold for
node V as assessed by themselves the user(s) of V, we say that the interactions
Z = Zyx(t) of [Ax(X)](I) are evaluated as reflexively advantageous from the

viewpoint of X.

Similar considerations apply to the vulnerability variations relative only to the

user(s) of another or the same node.

Definition 10 Let again I be any given subset of the time interval ]a, B[ cc [0,1].
Letalso X,Y € {V,W}.

i The area [By (X)](I) of correlated reduction of total vulnerability for node X as
evaluated subjectively from the viewpoint of the user(s) of Y over the time set I is

the family of coherent interactions Z=Zyx(t)=

((21, 1), (22, 02), (23, (), (24, 8s)) € (CV" x CV*™)* between Y and X in I, for which

1/2
the (Euclidean) norm [[Red,ll = || @ %|): = ( moy MX+LX|¢’(Y“’X) ) of the

resulting overall vulnerability in the node X as evaluated from the viewpoint of the

user(s) of Y at the next moment t' is less than the (Euclidean) norm ||Re{,|| =

o\ 1/2
||¢(Y“””’X)||::< 1ZMX+£X|¢§§”X)| ) of the initial overall vulnerability in the

node X as evaluated from the viewpoint of the user(s) of Y at the preceding moment
t:

IReGall = || || < |¢@ 2| = lIReC|I.
If the difference ||Rel,|| — ||[Rel,|| exceeds a given vulnerability danger threshold
for node X as evaluated by the user(s) of Y, we say that the interactions Z =
Zyx(t) of [By(X)](I) are evaluated as subjectively painless for X from the

viewpoint of Y.
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i The area [By (X)](I) of correlated growth of total vulnerability for node X as
evaluated subjectively from the viewpoint of the user(s) of Y over the time set I is

the family of coherent interactions Z=Zyx(t)=

((z1,41), (22, 02), (23,03, (24, 84)) € (CV*" x CV*™)* between Y and X in I, for which

1/2
the (Euclidean) norm ||Red,ll = || ¢ %|: = ( m MX+LX|¢>’(Y””X) ) of the

resulting overall vulnerability in the node X as evaluated from the viewpoint of the

user(s) of Y at the next moment t' is greater than the (Euclidean) norm ||Re{,|| =

o\ 1/2
| 0||: = (Zm 1ZMX+LX|¢/%“’X)| ) of the initial overall vulnerability in the

node X as evaluated from the viewpoint of the user(s) of Y at the preceding moment
t:
IReGall = || o2 > [|¢@0|| = [IRed,I.

If the difference ||Rel,|| — ||Re{, || exceeds a given vulnerability benefit limit for node
X as evaluated by the user(s) of Y, we say that the interactions Z = Zy x)(t) of
[By (X)](I) are evaluated as subjectively painful for X from the viewpoint of Y.

iii ~ The area [Bx (X)](I) of correlated reduction of total vulnerability for node X as
assessed subjectively by themselves the user(s) of node X over the time set I, is
the family of coherent interactions Z=Zyx(t)=
((z1, 1), (22,82), (23, 83), (24, a)) € (€™ x CV>™)* between Y and X in I, for which

1/2
the (Euclidean) norm |[Im{,|| = ” qb’(X X)” ( iy MX+LX|¢ X ) of the

resulting overall vulnerability in the node X as assessed by themselves the user(s)

of X at the next moment t' is less than the (Euclidean) norm [[Im,|| = ||¢*®||: =

o\ 1/2
( 1ZMX+LX|¢/%.“X)| ) of the initial overall vulnerability in the node X as
assessed by themselves the user(s) of X at the preceding moment t:

Iyl = || 6| < 16%=2|| = limd, .
If the difference [|Im{,]|| — ||[Im{,|| exceeds a given vulnerability danger threshold
for node X as assessed by themselves the user(s) of X, we say that the interactions
Z = Zyx(t) of [Bx(X)](I) are evaluated as subjectively painless for X from the
viewpoint of X itself.
iv  The area [Bys (X)](I) of correlated growth of total vulnerability for node X as

evaluated subjectively from the viewpoint of the user(s) of X over the time set I, is
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the family of coherent interactions Z=Zyx(t)=

((21,¢1), (22, 02), (23, (3), (24, 8s) ) € (C" x CV*™)* between Y and X in I, for which

1/2
the (Euclidean) norm |[Im¢,|| = ” ¢’ (X X)” ( moy MX+LX|¢ XX ) of the

resulting overall vulnerability in the node X as evaluated from the viewpoint of the

user(s) of X at the next moment t' is greater than the (Euclidean) norm [[Im¢,|| =

~ o\ 1/2
||¢(X””’X)||::( 1ZMXJFLX|¢/(1§“’X)| ) of the initial overall vulnerability in the

node X as evaluated from the viewpoint of the user(s) of Y at the preceding moment
t:

Il || 87| > 16%=0|| = lime,).

If the difference ||Imz,|| — ||[Imz,|| exceeds a given vulnerability danger threshold
for node X as assessed by themselves the user(s) of X, we say that the interactions
Z = Zyx(t) of [Bx(X)](I) are evaluated as subjectively painful for X from the

viewpoint of X itself.

Definition 11 A germ of correlated cyber-attack from W against V, during a given
time set I in Ja, B[ cc [0,1], is a family of coherent interactions Z = Zqy ) (t) =
((21,41), (22, 02), (23, (3), (24, 8)) € (C" x CV*™)*, t €1, lying in the so called
correlated danger sector X = X,,_,,(I) to the node V from the node W during the
entire time set I, defined by intersection
X = {([Aw MIMN[A; MIM)N([AF TN AR WIM)N
(1B WMIMN[By WIM)N([BF MHIMNIBE(DIM)},

provided, of course, that X # @. If each one of the coherent interactions Z,, ) (t) is
elementary, we say that the germ is elementary; otherwise, it is called sequential

or complex. If I = {t,} for some t, € ]0,1[, the germ is called momentary.

Definition 12 The node V is said to be affine secure from attacks of W during the
time set 1 if X = @.

Definition 13 More generally, an affine secure area of V from the correlated
cyber attacks of W during the time set I is any set in the complementary X¢ in

(€ x cNxm)* of %,
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10.2 Germs of Absolute Cyber-Attacks
Next, we consider the case of valuation variations relative only to the user(s)
of another or the same node and independently of the valuation variations of this

node.

Definition 14 Let I be any given set in the time subinterval ]a, B[ cc [0,1]. Let
also X,Y € {V,W}.

[ The area [A;(X)](H) of absolute reduction of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of

coherent interactions Z = Zy x(t) € (CV*" x C¥*™)* between Y and X in I, for

1/2
which the (Euclidean) norm || g™%)|:= (Z“ L Yax e |ﬁ’(y“""’x) ) of the

resulting overall valuation in the node X as evaluated from the viewpoint of the
user(s) of Y at a next moment t'is less than a given threshold C:
| g0l <c.

The number C is called extensibility radius of total valuation reduction in X from the
viewpoint of Y. If the extensibility radius C is less than a given valuation damage
threshold Va?ty (X), we say that [4; (X)](D) is an area of absolute danger for X as
evaluated subjectively by the user(s) of Y.

i The area [A3(X)](I) of absolute reduction of total valuation for node X as
assessed subjectively by themselves the user(s) of node X themselves over the

time set I, s the family of coherent interactions Z = Zy x)(t) € (CV>m x NV xmy4

between Y and X in I, for which the (Euclidean) norm ”,E"(XWX)”;:

1/2
( j MX+LX|ﬂ ) ) of the resulting overall valuation in the node X as

evaluated from the viewpoint of the user(s) of X at the next moment ¢’ is less than

a threshold C:

|45 <<

The number C is called extensibility radius of the total valuation reduction in X from
the viewpoint of X itself. If this extensibility radius C is less than a given valuation
damage threshold Vafy (X), we say that [A3(X)](I) is an area of absolute danger
of node X as evaluated subjectively by the user(s) of X.

i The area [AF(X)](I) of absolute growth of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of
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coherent interactions Z = Zy x(t) € (CV*" x C¥*™)* between Y and X in I, for

1/2
which the (Euclidean) norm || g®)|:= ( n_ MX+LX|5'(Y“"’X) ) of the

resulting overall valuation in the node X as evaluated from the viewpoint of the
user(s) of Y at the next moment t' is greater that a threshold C:
|80 > .

The number C is called extensibility radius of the total valuation growth in X from
the viewpoint of Y. If this extensibility radius C is greater than a given valuation
benefit limit BenLimy(X), we say that [A{; X )](]1) is an area of absolute security of
node X as evaluated subjectively by the user(s) of Y.

iv.  The area [A;(X)](]I) of absolute growth of total valuation for node X as
evaluated subjectively from the user(s) of X themselves over the time set I, is the

family of coherent interactions Z = Zy x(t) € (C¥*" x CV*™)* between Y and X in

I, for which the (Euclidean) norm ”ﬁ(X X)” ( DY) MX*‘X |ﬁ X X)| ) of the

resulting overall valuation in node X as evaluated from the viewpoint of the user(s)

of X at the next moment t' is greater that a threshold C:

|45 >

The number C is called extensibility radius of the total valuation growth in X from
the viewpoint of X itself. If this extensibility radius C is greater than a given valuation
benefit limit BenLimy (X), we say that [A% (X)](I) is an area of absolute security of

node X as evaluated subjectively from the viewpoint of X itself.

Next, we consider the case of valuation variations relative only to the user(s)
of another or the same node and independently of the valuation variations of this

node.

Definition 15 Let again I be a given set in the time subinterval ]a, B[ cc [0,1].
Letalso X,Y € {V,W}.

i The area [By (X)](I) of absolute reduction of total vulnerability for node X as
evaluated subjectively from the viewpoint of the user(s) of Y over the time set I, is

the family of coherent interactions Z = Zy x)(t) € (CV>m x ¢V*my4 petween Y and

1/2
X in 1, for which the (Euclidean) norm || ¢@®||: = ( m MY+£X|¢'(Y‘“”X) ) of
the resulting overall vulnerability in the node X as evaluated from the viewpoint of
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the user(s) of Y at the next moment ¢’ is less than a given threshold C:

| <) <c.
The number C is called extensibility radius of the total vulnerability reduction in X
from the viewpoint of Y. If this extensibility radius C is less than a given vulnerability
benefit limit BenLimy(X), we say that [B; (X)](I) is a secure area for node X as

evaluated subjectively from the user(s) of Y.

I The area [B{ (X)](I) of absolute growth of total vulnerability for node X as
evaluated subjectively from the viewpoint of the user(s) of Y over the time set I, is

the family of coherent interactions Z = Zy x(t) € (CV*" x CV*™)* between Y and

2\ 1/2
X in 1, for which the (Euclidean) norm || ¢@™®||: = ( 0D I A |¢'§ZT“”X) ) of
the resulting overall vulnerability in the node X as evaluated from the viewpoint of

the user(s) of Y at the next moment t' is greater that a threshold C:
| <=0 > c.

The number € is called extensibility radius of the total vulnerability growth in Xfrom
the viewpoint of Y. If this extensibility radius C is greater than a given vulnerability
damaging threshold Vufy(X) for node X as evaluated by the user(s) of Y, we say
that [By (X)](I) is a damaging area for X from the viewpoint of Y.

i The area [Bx (X)](I) of absolute reduction of total vulnerability for node X as
assessed subjectively by the user(s) of node X themselves over the time set I, is

the family of coherent interactions Z = Zy x)(t) € (CV*n x ¢VXm)4 petween Y and

1/2

X in I, for which the (Euclidean) norm ” cﬁ’(xwx)” = ( m ¢ Mx+lx |¢;

(xwx) |2
j=122=1

Aj
of the resulting overall vulnerability in the node X as evaluated from the viewpoint

of the user(s) of X at the next moment ¢’ is less than a threshold C:
~ (XwX)
[ ] <

The number C is called extensibility radius of total vulnerability reduction in X from
the viewpoint of X itself. If this extensibility radius C is less than a given vulnerability
benefit BenLimy (X), we say that [By (X)](I) is a subjectively secure area for X.

iv. The area [B5 (X)](I) of absolute growth of total vulnerability for node X as
evaluated subjectively from the viewpoint of the user(s) of V themselves over the

time set I, is the family of coherent interactions Z = Zy x(t) € (CV*" x ¢V>m)*

between Y and X in I, for which the (Euclidean) norm ”gB’(XWX)”;:
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1/2
( moy MX“:X |¢ O X)| ) of the resulting overall vulnerability in the node X as

evaluated from the viewpoint of the user(s) of X at the next moment t’ is greater
that a threshold C:

677>

The number C is called extensibility radius of the total vulnerability growth in V from
the viewpoint of X itself. If this extensibility radius C is greater than a given
vulnerability damaging threshold Vu«f(X) for node X as evaluated by the user(s)

of X themselves, we say that [B; (X)](I) is a subjectively damaging area for X.

Definition 16 A germ of absolute cyber attack from W against V, during a given
time set I in the subinterval |a, B[ cc [0,1], is a family of coherent interactions Z =
Zay (@) € (€ x V™4, ¢ € 1, lying in the so called absolute danger sector X =
¥, _y to the node V from the node W during the entire time set I, defined by

intersection
= {(lAW]mn[A&m]m) n ([4m]mn[a,mw)]m)n
({187 WMIMN Bz WIMN (1B MIMNIEL M)}

provided, of course, that X # 9. If each one of the coherent interactions Zy, - (t) is
elementary, we say that the germ is said to be elementary; otherwise, it is called

sequential or complex. If T ={t,} for some ¢, € la,B[, the germ is called

momentary.

Definition 17 The node V is absolutely secure from cyber attacks of W during

the time set 1 if X = @.

Definition 18. And, more generally, an absolutely secure area for node V from
cyber attacks of W during the time set I is any set in the complementary X¢ in

((C]\/‘xn % (CNXm)4- of g

10.3 Germs of partial cyber-attacks
It is known that cyber-attacks carried out in a targeted or oriented manner
against specific parts of particular devices or against specific parts of particular

resources. So, in this section, we will consider the case of partial interactions, i.e.,

A. Alexopoulos
72



Mathematical Modelling of Cyber-Attacks and Proactive Defenses
of cyber interactions between parts of some devices or resources cyber two nodes.
To do this, let’s again
X, Ye{V,W}and » > 0.
Let also (uy, ..., 4,) — device parts, say
fr(dev,&f)), fr(devlg)),..., fr(dev(x))
of X, and (x4, ..., k3) — resource parts, say

fr(res(x)) fr(res(X)) fr(res(X))

of X. Let finally I be a given set in the time subinterval |a, B[ cc [0,1].

Definition 19 Let I be a given set in the time subinterval |a, [ cc [0,1]. Let also
XY e{V,W}.

i The region [Rs_(X)](I) (or simply denoted by [R,(X)](I)) of partial valuation
reduction of node V as evaluated subjectively from the viewpoint of the user(s) of

W over the time set I, with extensiveness radius »~ > 0, in the (y4, ..., u,,) — device

partsfr(dev,ff)), fr(devlﬁf)),..., fr(devéf)) of X and the (ky,...,k;) — resource
parts fr(res(x)) fr(res(X)) fr(res(X)) of X is the set of all coherent

interactions  Z = Zy,1(t) = ((21; (1), (22,82),  (23,03), (24, (4)) € (CVxm x ¢V xmy*

between Y and X in I, for each of which the corresponding index- set:

{] € {#1’ s o Kg oee) K/l}: Z |ﬁ](Yw»X) (Yw»X)l > Z |ﬁ1(wi>X) +

ﬁ' )| with at least one
index k € {1,2, ..., n} being such that |,8(Y“"’X) +i ,B(MX)

|'87(YWV>X) ny 310; X)| > r}1

whenever Y = V,W. If the extensiveness radius 7 of [Rs_(X)](I) is greater that a
given valuation damage threshold, the interactions Z = Zy xy(t) of [Rs_(X)](I) are
said to be damaging in X.

ii The region [Rg, (X)](I) (or simply denoted by [R,(X)](I)) of partial valuation
growth of node V as evaluated subjectively from the viewpoint of the user(s) of W

over the time set I, with extensiveness radius 7, in the (u4,...,u,) — device

partsfr(dev,ﬁf)), fr(devg)),..., fr(devg)) of X and the (ky,...,k;) — resource

parts fr(res(x)) fr(res(X)) fr(res(x)) of X is the set of all coherent
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interactions  Z = Zgy 1H(t) = ((21’51)» (22,02), (23, 03), (Z4,<4)) € (CVxm x CVxmy*

between Y and X in I, for each of which the corresponding index- set:
j w (Y X) -
{] € {HL---»MW Kl""'Kl}:Z |'3 (Y X) +i :8]]( | (Y X) +

zﬁ(y"w’X) with at least one index k€ {1,2,..,n} being such that

|'B,(Yvw>X) e ,BO; X) | (Y«»X) (Y X)| >r}
i, ,

whenever Y =V, W. If the extensiveness radius » of [Rs, (X)](I) is greater that a
given valuation benefit limit, the interactions Z = Zy x)(t) of [Rs, (X)](I) are said to
be advantageous in X.

iii. The region [Ry_(X)](I) (or simply denoted by [R;(X)](I)) of partial
vulnerability reduction of node V as evaluated subjectively from the viewpoint of the

user(s) of W over the time set I, with extensiveness radius 7, in the (uq, ..., 4,) —

device partsfr(dev(v)) fr(devg)),..., fr(devg)) of V and the (ky,..,k;) —
resource parts fr(res(v)) fr(res(v)) fr(res(v)) of V is the set of all coherent

interaCtionS Z = Z(W,V) (t) = ((le 61); (ZZ; {2); (Z31 (3)1 (Z41 {4)) € ((Can X (CNxm)4
between Y and X in I, for each of which the corresponding index- set:

{j € {Uy, oo Uy K1, ooy K )2 Dl |¢(Ym>x) ny qb(y«wx) |¢,(yw»X) n

X)) 12
“ X)| with at least one index k € {1,2,..,m} being such that

| d)(Yvw»X) ¢(wi»x) | ¢,(YM>X) ¢ ~ (YwX) r},

whenever Y =V, W. If the extensiveness radius » of [Ry_(X)](I) is less than a
given vulnerability damage threshold, the interactions Z = Zy x)(t) of [Ry_(X)](I)
are said to be advantageous in X.

iv. The region [Ry,(X)](I) (or simply denoted by [R,(X)](I)) of partial
vulnerability growth of node V' as evaluated subjectively from the viewpoint of the

user(s) of W over the time set I, with extensiveness radius 7, in the (uq, ..., 1,) —

device partsfr(dev,ﬁf)), fr(dev,ff)),..., fr(devﬁf)) of X and the (ky,...,k;) —
resource parts fr(res( )) fr(res(X)) fr(res(X)) of X is the set of all coherent

InteraCtlonS Z = Z(W,V) (t) = ((le {1)) (ZZI {2)) (Z31 (3)1 (Z4-1 (4)) € (CNX“ X CNXTT[)‘}
between Y and X in I, for each of which the corresponding index- set:
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. (Y o (Y X) Y-wX
{] € {ﬂli oy Uy, K1, ""K/'l}:z |¢ (1) +1i ¢jk | > Z |¢)( ) +

qb(y”w’X) with at least one index k€ {1,2,..,m} being such that

| gb’(Y“””’X) (Y X)| _ | ¢)(ny) ¢(mx)| > r},

whenever Y =V, W. If the extensiveness radius 7 of [Ry, (X)](I) is greater than a
given vulnerability damage threshold, the interactions Z = Zy x)(t) of [Ry4(X)](I)
are said to be damaging in X.

Based on this preliminary material, we are now able to give the following

general definition.

Definition 20 A germ of partial cyber-attack from W against the (uy,...,4,) —
device partsfr(dev(v)) fr(devg)),..., fr(dev,g)) of V and the (ky,..,k;) —

resource parts fr(res( )) fr(res( )) fr(res( )) of V, during a given time
subset I of a subinterval [a, 8] cc [0,1], is a family of coherent interactions Z =

Z(W,V)(t) = ((ZlJ {1); (ZZ; {2)1 (Z3, 63)1 (Z4-; {4)) € ((Can X (CNXm)ll-, te Ha lylng in the SO
called partial danger sector € = €,,_,, to the node V from the node W during the

entire time set I, defined by intersection
€= [Rs-(MIMN[Rs+ WM N[Ry- (WM N[Ry (VI](D).

If a coherent interaction is elementary, we say that the continuous cyber-attack is
elementary; otherwise, it is called sequential or complex. If T = {t,} for some ¢t, €

10,1[, the germ is called momentary.

Definition 21 The node V is partially secure from cyber attacks of W against the
(4y, ..., 1ty) — device parts fr(dev(v)) fr(devg)),..., fr(devg)) of V and the
(ky, ..., ;) — resource parts fr(res( )) fr(res(v)) fr(res(v)) of V, during a
given closed time subinterval I cc ]0,1][, if € = @.

Definition 22 And, more generally, a partially secure area for node V from cyber
attacks of W against the (yq,..,u,)— device parts fr(dev(v)),
fr(devg)),..., fr(dev,g)) of V and the (ky, ..., k;) — resource parts fr(res(v))
fr(res(v)) fr(res(v)) of V, during a given closed time subinterval I cc 10,1, is

any set in the complementary £°¢ in (CV*" x CV>*m)* of €.
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11. Description of Cyber Navigations and Protection from
Unplanned Attacks

11.1 Cyber navigations

Cyber navigation refers to the process of navigating a network of information
resources in cyberspace, which is organized as hypertext or hypermedia. The
mathematical modeling of cyber-navigation and its risks, as well as protection
against such risks will be the main theme of this session. To this direction, let us
begin with the following definition.
Definition 23 Suppose t =ty <t; <--<t, =1t is a partition of the interval
[t,t'] c]O,1].

i.The corresponding cyber walk with start node V., x, xs.¢,) in the source ob(cy(t,))
and final node Vy, x, x5.t,) N the ending ob(cy(tk)) is an ordered node quote

VoVy ..V = V(xbxz,xs.to) V(x1,x2,x3.t1) V(xl.xz.xs,tk) )
€ob(cy(ty)) €ob(F1lcy(to)]) €ob([Fyo...0F1][cy(to)])

defined by given mappings

Fi{cy:1- ([ob(W,)],dw,)} - {cy:1 - ([ob(W,)], dw, )}, i=1,2,...k
T T

with the following three properties
1) cy(t,) =[F,o..oF{]lcy(ty)lv=12, ..,k

2) Vo, V1 € 0b(F1[cy(to)]).V1,V, € 0b([F; o F1][cy(tp)]),...

'"le—l' Vk € Ob([Fk °..0 F1] [Cy(to)])
3) hl = [Vo, Vl] € hom(Fl[Cy(to)]),...,hk = [Vk—ll Vk] € hom([Fk °..o0

Fqllcy(to)D.

”’ Vz _)V3

Figure 3 (Cyber Walk)

ii.A cyber navigation of the cyber node U = Uy, x, 1) € Nk_; 0b(cy(t,)) (over a
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cyber walk from the node V, up to the node V},) is a finite sequence of reflexive
cyber-effects
— Vv
X = (g0 = G4y G > G Ve € [to, 1]

— U |4
21 = Gy <G§ ) G§+1A)tVt € [ty, t;],

_ U Vi—
k-1 = Pty Gg ) > G§+IZt1)Vt € [tg—1, tel,

— U 4
g1 = 94,: Gl > G
such that the ordered node quote V,V; ...V is a cyber walk and the diagrams below

commute

h;

Figure 4 (Cyber Navigation)

in the sense that g4 = hy © ¢9,92 = hy © @1,....,¢k = hy © g4It is clear that
[/ hkohk_lo ...°h2 °h1 °Ggg = hog'()Where h:= hko ...°h1. ]

11.2 Inadequacy of Cyber Nodes
Supposet =ty < t; < --- < t; = t' is a partition of the interval [t, t'] c ]0, 1].
Let

VoV ..V = V(x1,x2,x3)(to) V(x1,x2,x3)(t1) V(x1,x2,x3)(tn)
€ob(cy(tp)) €ob(F1lcy(to)])  €ob([Fyo..oF1]lcy(to)])

be corresponding walk with starting node Vg =V(,x,x)@,) N the source
ob(cy(ty)) and defined by the mappings

Fi:{cy:1- ([ob(W,)l,dw,)} = {cy:1 > ([ob(W,),dw, )}, i = 1,2, ... k.
T T

Let also a cyber-navigation X = (¢¢,%1,---$x-1.9x) Of a cyber node U =
Uxpxoxst) € Nk—q0b(cy(t,)) over a cyber walk from the node V, up to the node
V,.

Definition 24 To each part E = fr(X®)in theo —algebra W, of subsets of

available (or not)constituents in the node U:
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_ {dev, if the constituent is a device,
~ lres, if the constituent is a resource element

the users of a cyber-node Z (possibly identical to U) associate an efficiency
threshold vector
T(E) = (T1(E), ...,Ty(E)) € [0, +oo["

.The cyber node U is said to be partially inadequate in its part E over the cyber

walk VoV, ...V, from the viewpoint of the user(s) of Z, if there is a variant node U’ =

U,, and a valuation

A~V (E) = <a§Z””')(E), a2, . (Z“”")(E))
of KU in U'from the viewpoint of the user(s) of Z, with some coordinates less than
the corresponding coordinates of the efficiency threshold vector:
agf““*"”(m <T,(E)1<j<n.
The number
e—mmmq@%m—(mmwﬁ

is called the degree of partial inadequacy of part E in the cyber node U over the
cyber walk VoV ...V} from the viewpoint of the user(s) of Z. In the particular case
where a}zmu’)(E) < T;(E) whenever j =1,2,..,n, we say that U is completely

inadequate in its part E over the cyber walk V4V, ...V, from the viewpoint of the

user(s) of Z.

ii.The cyber node U is said to be totally inadequate in its part E over the cyber walk

VoVy ...Vy from the viewpoint of the user(s) of Z, if there is a variant node U’ = Uy,

and a valuation

T
A(Z‘”"’U')(E) _ <a§ZWU,)(E), (zwU’ )(E) (Zw»U )(E)>

of K@ in U’ from the viewpoint of the user(s) of Z, with (Euclidean or not) norm
less than the (corresponding Euclidean or not) norm of the efficiency threshold
vector:

A%~ E)|| < 1T

The number
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e@: = |IB(E)| - [|[4Z~")(B)||
is the degree of total inadequacy of part E in the cyber node U over the cyber
walk V,V; ...V from the viewpoint of the user(s) of Z. In the contrary case, where
U is not partially inadequate and not totally inadequate in its part Eover the
cyber walk VyV4 ...V} from the viewpoint of the user(s) of Z, the node U is said to
be adequate in its part E =fr(c/l("))over the cyber walk V4V, ...V, from the

viewpoint of the user(s) of Z. m

11.3 Infected Cyber Nodes
Supposet =t, < t; < -+ < t; = t' is a partition of the interval [t, t'] c ]0, 1].
Let

VoVi Vi = Vi as)te) Virpxpa ) = Vixgaas)tn)
€ob(cy(tg)) €ob(Filcy(to)])  €ob([Fye..oF1l[cy(to)])

be corresponding walk with starting node Vo = V(4 1, x5, N the source

ob(cy(ty)) and defined by the mappings

Fi{cy:1- ([ob(W,)],dy,)} - {cy:1 - ([ob(W )1, dw, )}, i =1,2, ..., k.
T T

Let also a cyber-navigation X = (g, ¢1, --- 9r-1. g1)Of a cyber node U =
U(x,xpx38) € nk_, ob(cy(t,)) over a cyber walk from the node V¢ up to the node
V.

To each part E = fr(ﬂc(”)) in the o —algebrall, of subsets of available (or
not) constituents of the node U:

_ {dev, if the constituent is a device,
~ |res,if the constituent is a resource element

the user(s) of a cyber-node Z (possibly identical to U) associate a health tolerance

vector
T(E) = (T1(E), ..., T(E)) € [0, +oo[™,

Definition 25 The cyber node U is said to be partially infected in its part E =
fr(cﬂ(”))over the cyber walk VoV, ...V from the viewpoint of the user(s) of Z, if

there is a variant node U’ = U, and a vulnerability

T
B~V (g) = <bgz“*"')(5), b, ... b,(f“""')(E)>
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of @ in U’ from the viewpoint of the user(s) of Z, with some coordinates greater
than the corresponding coordinates of the health tolerance vector:
B ) > T, (B), 1<j<m

The number
S = minlsjsm (‘Iij (E) — bgjzwu')(E)>

is the degree of partial infection of part E in the cyber node U over the cyber walk

VoV, ...Vifrom the viewpoint of the user(s) of Z. In the particular case where
b](ZWU )(E) > I;(E) whenever j = 1,2,...,m, we say that U is completely infected

in its part Eover the cyber walk V,V; ...V from the viewpoint of the user(s) of Z.

ii.The cyber node U is said to be totally infected (or totally compromised) in its
part E = fr(A®)over the cyber walk VyV; ...V, from the viewpoint of the user(s)

of Z, if there is a variant node U’' = U,, and a valuation

T
mmwwy{é””wuﬂw%mmmﬁwwﬁ

of KU in U’ from the viewpoint of the user(s) of Z, with (Euclidean or not) norm
greater than the (corresponding Euclidean or not) norm of the health tolerance
vector:

B E)|| > I®)II.
The number

56 = | BZ=V)(B)|| - (B

is the degree of the total infection of part E in the cyber node U over the cyber
walk VyV, ...V, from the viewpoint of the user(s) of Z. In the contrary case, where
U is not partially infected and not totally infected in its part E over the cyber
walk VoV, ...V, from the viewpoint of the user(s) of Z, the node U is said to be
healthy in its part E over the cyber walk VV 4 ...V}, from the viewpoint of the user(s)
of Z.m

11.4 Dangerous Navigations
Letagain E = fr(JC(”))be a set in the o —algebra U, of subsets of available

(or not) constituents of the cyber node U

A. Alexopoulos
80



Mathematical Modelling of Cyber-Attacks and Proactive Defenses

_ {dev, if the constituent is a device,
"~ l|res, if the constituent is a resource element

Suppose the user(s) of a cyber-node Z (possibly identical to U) associate an
efficiency threshold vector

T(E) = (T1(E), ..., Tw(E)) € [0, +oo["
as well as a health tolerance vector

L(E) = (T4 (E), ..., T (E)) € [0, +oo[™
Definition 26 The navigation X = (g¢,41,..-@k-1.9x) Of an adequate and healthy
cyber node U = Uy, xpx30) € nk_, ob(cy(ta)) (over a cyber node homomorphism
from a node V, up to an infected node V},) is said to be a dangerous navigation
or an unplanned attack with degree of danger d: = max{g, 0’} + max{8s, 5}

in its part E over the cyber walk VoV; ...V} from the viewpoint of the user(s) of Z, if

the node U becomes

e inadequate in its part E = fr(A"Y)over the cyber walk VoV, ...V, from the
viewpoint of the user(s) of Z, with degree of partial inadequacy equal to ¢ and
degree of total inadequacy equal to ¢* and

e infected in its part E = fr(AY) over the cyber walk VoV ..V, from the
viewpoint of the user(s) of Z, with degree of partial infection equal to § and

degree of total infection equal to §*.

11.5 Protection of cyber nodes from unplanned attacks
Let again E = fr(ﬂc(")) in the o —algebra U, of subsets of an available or

not constituent £ in node U:

_ {dev, if the constituent is a device,
"~ l|res, if the constituent is a resource element

Suppose the user(s) of a cyber-node Z (possibly identical to U) associate an
efficiency threshold vector T(E) € [0, +o[", as well as a health tolerance vector
I(E) € [0, +oo[™.

Definition 27 At a given time, the constituent part E of node U is said to be
protected from unplanned attacks, with degree of protection p € ]0,1], if, at

this time, there is a nodal fixed filter system U®in part E that allows every self-
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inflicted parallactic cyber-effect g; o g; in any cyber-navigation of degree of
danger d < —logp to reach only constituent parts of the initial target U that are

different from part E of K.

Ii.At a given time, the node U is said to be completely protected from unplanned

attacks of danger degree d, if, at this time, any part of every constituent of U is
protected from unplanned attacks with degree of protection p < e~®. The node U
is said to be completely protected from unplanned attacks at a given time, if, at
this time, any constituent part of U is protected from unplanned attacks with degree

of protection p = 1.

12. Description of Various Types of Cyber Attacks and Protection

12.1 Passive cyber-attacks

A passive attack is a network attack in which a system is monitored and
sometimes scanned for open ports and vulnerabilities. The purpose is solely to gain
information about the target and no data is changed on the target. So, a passive
attack contrasts with an active attack, in which an intruder attempts to alter data on

the target system or data en route for the target system.

Let U,V € ob(cy(t)), whenever t is in an arbitrary subset I = ]o, [ cc
[0,1]. Let also
8y: [0,1] » CV% x C™%: t » &y () = (74, w,)(t) and
Yr:[0,1] » €% x C™%: t o yy (1) = (22, W) (E)

be two supervisory perception curves of U and V in the node system (U, V).

A family of interactions
F={Z=Zyx®) = ((z1,w), (22, wy), (z}, w}), (z3, wy))(t) €
(Cve x mek)‘}’ te ]I},
X,Y € {U,V}, with associated family of cyber-interplays

X Y X Y
Dy = {5 = 6751~ 6 x 6" x 618, x il

t o G(t) = (5;2>(t),y;2>(t),agz> (t+ A0,y P (¢ + At)) t+Atel,Z € 3-"}
of the ordered cyber pair (Y, X) over the time t € I, is called coherent interactive
family in I, if there is a homotopy
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09]
X Gyype

H:1x[0,1] » G x G x G,
such that, for each cyber-interplay G = G € D there is a p € [0, 1] satisfying
H(t,p) = G(t) at any moment time t € I on which the cyber-interplay G = G

implements the interaction Z.

Definition 28 A family of coherent interactions
F= {Z =Zyx(t) = ((prﬂ, (zZ2, W3), (z1, W), (le'wlz))(t) €

((Cnxk % mek)"', te H},
lying in (a partial danger sector € = €y_,y of) the node V from the node U is a germ

of (partial) passive attack from U against the (k4,...,k;) — resource parts
fr(res,(cz)), fr(res,(c‘;)),...,fr(res,(c‘;)) of V during an entire time interval I(= ]o, [ C
c [0,1]), if, whenever t € I, there is an integer v = v(t) > 0 such that the pair
((z1, 1), (z2, wy)) € (C™% x (C"”"")2 of supervisory resource perceptions of U and

V in the system of nodes U and V has the form

((Zl' wl)' (ZZ' WZ)) =

o L 0
0 0
(UwsV) . (Vwl) (UV) . (V)
Ape,+11 T Apppia1 Apgyrin T Apgpian
WwV) |+ VD) W) |+ ~Vesl)
[PV T ol S SV Y Apgyrtyn T U Apgyipyn
0 ......... O
0 0
o 0
0 0
WV ey e V) VP
b, +11 T8 bar,i11 by, +im T 1 Py iim
(wv) . 7 (VwV) (Uv) . 7 (VwV)
bMv‘I-fV,l +1 bMy-I-[v,l bMV+t’V,m +1 bMy+£’V,m
0 ......... 0
0 0
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and is depicted, at a next moment t' = t + At, via the associated family of cyber-

activities

DT — (g‘t — ggz): (Cnxlz X mek N (Cnxk X (mel&:

over the time t € I, at ((z}, wh), (zh, wh)) € C™% x C™*% of supervisory resource

(850, 7v(®) — (85D, ¥ ()))

perceptions of U and V having the form

(@1, wh), (25, w3)) =

o
0
a’%y+v1),1 +i
o
0

A. Alexopoulos

~(VwV)
A arp+11

~ (VwV)
a My+£y,1

......... o0
......... 0
_________ A

0
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. S (VwV)

A ry+1n

.~ (Vwl)
a My+fyn

o 0
0 0
WwsU) . ~(UwU) T WwU) . ~(UwU)
Apep11 T pppiin Appyrin T Appyiin
(Vanl) . (UwT) (Vl) . ey |
aMU+£’U,1 +1 aMU-I-fU 1 aMu-l—fy,n +1 aMu-I-‘Bu,TI
0 ......... 0
0 0
o 0
0 0
(Vw»U) . (Uwy) T (WwU) , 7 (U=U)
bar,+11 T8 Paryi1a bir,+1m T8 Paryiim
(VU) . T (UwU) VwU) . 7 (UwU)
bMU+{’U,1 +1 bMu+fU,1 bMy+£u,m +1 bMu-l-fU,m
0 ......... O
0 0
Table 12




1 (Ve U)

1(VU)

bI(V“‘”’U)
My+1,1
bI(V‘”‘"U)
My+€y1
bI(V‘”‘"U)
My+€y+1,1
bI(V“""”U)
My+€y+v,1

(U~V)
b’ My

+1,

My+€y1

1 (VwU)
a ary+1,1

1 (VwU)
a My+€y,1

My+€y+11

a My+€y+v,1

0
0
+ i
+ i
+ i
+i
0
0

1

+ia
+ia
+i

+ia
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0

0
. (V)
+1 bIJer+1,1

. Ty (Vwl)
+1 b My+€y,1

9
0

0

0
()
My+1,1

. (UU)
My+€y1

. (U=D)

a My+€y+1,1

~(UwU)
My+€y+v,1

0
0

E,(U*W’U)

My+€fy+1,1
A,(UW\I}U) .........
b My+€y+v,1

Table 13

It is easy to prove/verify the next two results.

0

0

1(UwsV)
b My+1lm +
(Uw»V)
My+€fym

b’ +

°

. 7 (Vwsl)
L b i 1m
(W)
My+t’y,m

i b

0

1 (VwU)
a My+1,

(Vs U)
Mu+fu,

1 (Vs U)

My+€y+in

(V= U)
My+Ly+v,

0
0
+

bI(V‘M”U)
My+1m

bI(V‘M”U)
My+€ym

V0)
My+€y+1m

+
bl

1 (V)
b My+€y+vm +

0

+

0

0

.~ (UwU)
mn +1 a’MU+1,n
, ~U=~U)
n +1 a,Mu+fU,n
, ~(U~U) ’
tita Mu+f\y+1,n

. ’\,(U”‘”’U)
n tia My+€y+vn

0
0

. 7 /(UwU)
LDy iim
l’)\,(U‘W’U)
My+€ym
l’)\,(U‘W’U)
My+€y+1m

i
i

i~ (U~U)

7 !/
ib My+€y+vm

0

Proposition 1 In a passive attack F from U against V, the number of resource

parts in U at a moment t' = t + At has increased by at least A new resource parts,

say fr(

)
resMu+fu+1

)’ fr(resMU+fu+2

)

A. Alexopoulos
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) fr(resmuwuu

), derived from the



iv.

A. Alexopoulos

resource parts fr(res,(c'?), fr(res,(cz)),..., fr(res,(:?) that existed in the node V the

previous moment t, in such a way that the following elementary properties hold.

If the relative valuations of fr(res%?lﬂ,vﬂ), fr(res%?/+€v+2),...,

fr(res%?/ﬂ,vﬂ) from the viewpoint of the (user(s) of) node U at the previous

U~V) (UV) )’___’( (UV) U~V)

moment t are (aMVer’l, . a Myt Crcy bpgm

LTy S ) respectively,

with  puq,...,pn; €{1,2,..., €y}, then the resulting valuation vectors

(",(UwU) ~1(U~U) )’“.,(",(wau) ~1(U=U)

My+€y+1,12 a My+€y+1in My+€y+1,1’ a Mu+fy+)»,n) Of the new

u U U .
resource parts fr(resngﬁt,uﬂ), fr(resgfzjﬂ,uﬂ),..., fr(resngﬁ,_,uﬂ) inU, as

evaluated from the viewpoint of the user(s) of U at a next moment t' = t + At

U»V) (UV) )’___’( U»V) (UV) ):

are equal to (an+u1.1’ s Qpg iy My+g1r - Oy 4pgn

~(UwU) ~(UwU) _ (Uwv) wV)
(a Myregrar - Cagregran) = By +pp1r = Oreyipgn ) VU E{L,2, ..., 4}

All resulting valuations and vulnerabilities of new resource parts
fr(res(u) ) fr(res(u) ) in U from the viewpoint of the user(s) of
My+€y+1 )2 My+Ly+a

V remain equal to 0:

1(VwU) =0
MU+£U+(I,]' - 1

vje{1,2,..,n}and Va € {1,2,..,1} = a
vke(1,2,..,mandva €{1,2,.., 3 = byl L =0.

There is at least one resulting valuation a’%:ﬂwj of a part fr(res,(c?) in V from

the viewpoint of the user(s) of U which decreases:

3j€{1,2,..,n}and 34, € (My +1,.., My + &, }:a’SyY) < ali)

My+pak of part fr(res(V)) in V from

similarly, there is at least one vulnerability ke
the viewpoint of the user(s) of U which increases
dke{1,2,..,m}and Ip, € {My +1,.., My + €y}

1(U=sV) (UwV)
b My+pa.k > bMV-I'pa,k'

The valuations and vulnerabilities of each part fr(resfc';)) in V from the
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viewpoint of the user(s) of V remain unchanged:

vjie{1,2,..,n}and VA, e {My+1,..,. My + €y} =

S1WeV) (V)
A rty+dgj = AMy+ag)

vke{1,2,..,.m}and Vu, € {My+1,... My + €y} =

bI(V"*N')V) _ 7(VwV)
My+€y+pugk = U My+ly+pugk:

Proposition 2 In a passive attack F from U against V, the number of resource

parts in U at a moment t’ = t + At has increased by at least A new resource parts,
u U U .

say fr(resngjwuﬂ) fr(resg\,tzﬁt,u”) fr(resgw) +e +/1) derived from the

resource parts fr(res( )) fr(res(v)), fr(res ) that existed in the node V the

previous moment t, in such a way that the following elementary properties hold.

_ 1/2
The (Euclidean) norm ||a’@~¥)||: = ( L et ) of the resulting

My+vj

overall valuation in the variant node U’ as evaluated from the viewpoint of the

user(s) of U at the next moment t' is greater than the (Euclidean) norms

1/2
) and

1/2
a2 = (2 22 |a )

of the initial overall valuations in the nodes U and V as evaluated from the

”a(u«»u)“;:( 0 [t vl

viewpoint of the users of Uat the preceding moment t:

=01 > max{a®= =¥}

20 1/2
The norm ||a’(”“”")||:=< ‘,-‘=12511|a’ww) > of the resulting overall

Mv‘l—v,j

valuation in the node V as evaluated from the viewpoint of the user(s) of W at

>1/2

of the initial overall valuation in the node V as evaluated from the viewpoint of

the next moment ¢’ is less than the norm ||a@=")||: = ( D0 Aaey i)

the users of Uat the preceding moment t:

la” @] < [|la®="1].

A. Alexopoulos
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EI(UJW)U) 2\1/2

N /
The norm ||b’(U*W*U)||:=( m Ly Myt ) of the resulting overall

vulnerability in the variant node U as evaluated from the viewpoint of the user(s)

of U at the next moment t’ is less or equal than the norms

My+vj

2\ 1/2
) and

2>1/2

of the initial overall vulnerabilities in the nodes U and V as evaluated from the

B~ = (e 58 B

[6C=]]:= (S, 522 |BSers;

viewpoint of the users of U at the preceding moment t:

”l;l(u«mu)” < min{”’l;("“”")”, ||b("‘“”V)||}.

o\ 1/2
The norm ||b’(U””V)||:=< }“=12$'i1|b’ww) ) of the resulting overall

My+v,j

vulnerability in the node V as evaluated from the viewpoint of the users of Uat

the next moment t is greater than the norm |[pYV)|:=

b(U*‘”’V)

2\ 1/2
My+v,) ) of the initial overall vulnerability in the node V as

¢
(T, 22,
evaluated from the viewpoint of the user(s) of U at the preceding moment t:

1@ > | m

The degree d =d,, , Of the passive attack f against the resource
parts fr(res,(c‘?), fr(res,(c?),...,fr(resg;)) of node V from the offensive node U at

time moment t € 1 is the maximum of the two quotients
dyi= @O0 /la @ and da: = (|50
Thus
d=dy, x;'= max{d,,d,}.
If the degree d surpasses a given threshold Sfc"fvzq € [0, o[, called the passive
attack threshold in the resource parts fr(res,(c‘?), fr(res,(cz)),...,fr(res,(cz)) of

V at time momentt € I,we say that the passive attack f is dangerous with degree

A. Alexopoulos
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of danger d in theresource parts fr(resfc‘?), fr(res,(z)),...,fr(res,(c?) of V.

12.2 Protected cyber nodes from passive attacks
Definition 29.

i. The node V is said to be protected from passive attacks, with degree of

protection p€]0,1] over the resource  parts fr(res,(c'?),
fr(res,(c';)),...,fr(res,(c?) of V over a time period I, if, during this time period,
there is a nodal fixed filter system V®-%)in the union E =
fr(res,(g))Ufr(resg)) U..u fr(res,(}:))that allow every parallactic cyber

passive attack against the resource parts (from any offensive node U)with
degree of danger d < —logp to reach only resource parts K of the initial target
V that are disjoint from E.

ii.  During the time period I, the node V is said to be completely protected from
passive attacks of danger degreed, if, at this time period, any resource part
in V is protected from passive attacks against V, with degree of protection p <
e . The node V is said to be completely protected from passive attacks at
a given time period, if, during this time period, any resource part of V is
protected from active attacks against V with degree of protectionp = 1.m

12.3 Active cyber-attacks

An attack is active if it is an attack with data transmission to all parties
thereby acting as a liaison enabling severe compromise. The purpose is to alter
system resources or affect their operation. So, in an active attack, an intruder

attempts to alter data on the target system or data “en route” for the target system.

Let U,V € ob(cy(t)), whenever t is in an arbitrary interval I = Ja,7[ cc

[0,1]. Let also
6U: [0, 1] - (Cﬂ)(k X (mekl t— 8u(t) = (Zl,wl)(t) and

Yil0,1] = C¥E X C™ it o yy (b) = (72, W2)(8)

A. Alexopoulos
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be two supervisory perception curves of ¥V and U in the node system (V,U).

Definition 30 A family of coherent interactions
F= {Z = Z(Y,X)(t) = ((lewl)l (ZZrWZ); (Z’pwa); (ZIZrWIZ))(t) €
((Cnxk % (mek)4' t e H},
lying in (the partial danger sector € = €y_y to) the node V from the node U during

the entire time set I, is a germ of (partial) active attack against the

(1, .., ) —device parts fr(devy;), fr(devy))....fr(dev}’) of V and the
(K4, ..., K;) — resource parts fr(res,(c'?), fr(res,(cz)),...,fr(res,(c?) of ¥, during the
time interval I cc [0, 1], if, whenever t € 1, there is an integer N = N(t) > 0 such
that the pair ((z5,wy),(zz, W) € (CV% x (C"‘X‘")2 of supervisory resource
perceptions of U and V in the system of nodes U and V has the form

((ZIJ wl)) (ZZJ WZ)) =

A. Alexopoulos

GV rialh T aS il
(U=V) , ~(VwV) (UV) . ~(VwV)
am[/,l + t amy,l amy,n + l my,n
0 0
0 0
(wv) . ~(VwV) wv) . ~(VwV) ’
Ape,+11 T Apppra1 Apgyrin T Qprpiin
(UV) . ~(VwV) wv) . ~(VwV)
aMV+€V,1 +1 an+fV,1 an+fV,ﬂ +1 a'Mv+fy,11
0 cee O
0 0
(UwV) . 7 (VwV) (Uw»V) , (V)
b1,1 +1i b1,1 bi +ibj,
WwsV) | & (V) WwV) | : 2wV
bmv‘1 +1i bmv‘1 bmv,m +1i bmv'm
0 0
0 0
(U»V) . T(Vwl) (Uw»V) . T (Vwl)
by, +11 1 bar,i11 by, +im T 1 D, iim
(U=»V) . T (VwV) (V) . (VwV)
bic,+e,1 T8 Par,ie,1 bic,+eym T & Pag,voym
0 0
0 0
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L e T
WVal) |+ ~UU) Wasll) o A(UwD)
amU,l +1 amu,l amu,n t+1 my,n
0 0
0 0
(WwsU) . ~(UwU) (WVwU) . ~(UU) ’
Appyr1a T Apppi1n 0 Aacpsin T Qagpiin
(WwsU) . ~(UwU) (VwU) . ~(UU)
aMu-l-fU,l + l aMU-I-fU,l e aM(]‘I“B(],TI + l aMu-I-eu,n
0 cee 0
0 0
MBS B
Wwl) |+ 72UwU) VW) | = T(Wes W)
bmu,l +i bmu'1 b,mV,m +i bmv‘m
0 0
0 0
(VU) . 7 (UwU) WU) . T (UwU)
bir,s11 T8 baryii1 - BParyrim T8 Paryiim
VU) . 7 (UwU) (V-wU) . T (UwU)
bMu+fU,1 +1 bMu+£u,1 bMu-l-fU,m +1 bMy-l—fu,m
0 cee 0
0 0
Table 14

and is depicted, at a next moment t' = t + At, via the associated family of cyber-

activities

Dy = (g’t — g',(;Z): CR ¢ CmXk _y onxR 5 omXk.

(8u(®), 7v(®) — (558,71 (t)))

over the time t € I, at ((z}, w}), (z5, wh)) € CV* x C™*% of supervisory resource

tel

perceptions of U and V having the form

((z1, w1), (z3, w3)) =

A. Alexopoulos
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RUEDD)
ai1

+1i
+ia
0
0

1(UwsV) .
Mmy+11 T 1

(UwV)

!
a my,1

1(UwV) .
My+€y,1 +1

9
0

b’(UWV)

my,1

0
bl(U"‘"‘)V)

bl(U"‘"‘)V)
My+€y,1

0

1(VwU)
a1

1(Vsl)
mu,l

+i
0

0
1(VwU) .
@ prp11 T L

a

1(VU) .
My+€y1 +1
1 (VU)

My+€y+1,1 +1

1(VwU)

A Ary+Ly+N1

0
0

b8+
+1i

0
My+11 + i

+i
9

+ia

+ia

~(V-wV)
ai1

~(VwV)
mV,l

~(VwV)
a arp+11

~(VwV)
a My+€y1

(V)
b 11

(V)
b mv,l

EI(V-M'?V)
My+1,1

EI(V-M'?V)
My+€y,1

~(UwU)
1,1

~(UwU)
mg,l

~(UwU)
A ary+11

~(U~U)
My+€y1

., (U=U)

a
My+€y+11

~(U~U)
My+€y+N,1
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1(UwV)

a in

+1 alm

U 4 i a

myn myn

1(UwsV) .
My+in T L

1(UwV)
My+€yn t+i
0

0

(U~v)
bll,m

+i
'Y 4

my,m
0

0
1(UV) .
b My+im T 1

bI(UWV)
My+€fym

0
0

1(V-wU)
a 1n

1(V-wU) +

a myn

~(VwV)

~(VwV)

~(VwV)
a rrp+1n

~(VwV)
a My+€fyn

EI

EI (£2%)

EI

+ib

+

(VwV)
1m

my,m

V-wV) ’
My+1m

(VW)
My+fym

. ~(UU)
ra 1n

. ~(UU)
ia

0

0

1(VwU)
A ppin Tt

(V)
a My+€yn +

1 (V)

A rry+by+in T

1 (VwU)
Mu+£U+N,TI +

. S (UwU)
LaQay+1n

~(U~U)

a My+€ymn

. Uw)

La My+€y+1in

i

. (UD)
l aMu+fu+N,n

0
0
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i(Vwl) | & 71(UwU)
b 11 +i by,

brS:WU) +i I”‘/(UWU)

WwU) | . 1(U~wU)
b’1,m +i b’l'm

bI(V"W')U) +i EI(U‘”"')U)

v/l my,1 mym my,m
0 0
0 0
1(VwU) . 7 (UU) 1(VwU) . 7 (UwU)
b ay+11 1 b ar 11 bty i1m T D acyiim

(Vs U) , 7 (UwU)
b My+€y1 +1 b My+€y,1

(Vs ) . 1 (UwU)
b My+€ym +1 b My+€ym

(V) . ~WUwU) (V) . ~UwU)
b acy+ey+11 T D acyrey411 b acy+eprim T8 D' acyrey+im
(Vs U) . ~WUwU) (V) . ~UwU)
b’ ay+ey+na T8 D acyreyin b ay+epenm T U D acyreyenm
0 0
0 0

Table 15

It is easy to prove and/or verify the next two results.

Proposition 3 In an active attack F from U against the (u4, ..., u,) —device parts

fr(dev

V)

,Sl),...,fr(devfl?) of V and the (xq,..,k3)— resource parts

fr(res,(c'?),...,fr(res,??) of V, the following elementary properties hold.

All new resource valuations of the offensive node U are derived from the set
of all initial resource valuations of V, i.e., forany j € {My+ €y +1,.., My +

¢y + N}and any k € {1, 2, ...,n}, the new valuations

Vsl , ~ (UU)
a’}_k ) +ia'jy

are obtained as functions of the initial valuations

a(UWV) + ial()l;/lMV)l p E {1) 2) -.-pmVF MV + 1, ---IMV + eV} Il E {1’ 2' ""n}'

pl
Similarly, all new resource vulnerabilities of the offensive node U are derived

from the set of all initial resource vulnerabilities of V, i.e., for any j €
{(My+€y+1,.. . My+€;,+N} and any ke{l1,2,..,n}, the new
vulnerabilities

w .~ (UwU
b % viby "

are obtained as functions of the initial vulnerabilities

A. Alexopoulos
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by + b p € (1,2, my, My + 1, My + £y} k€ {1,2,..,m}.
ii.  Finally, from the viewpoint of the (user(s) of) node V, all valuations of U remain

unchanged, i.e., if j€{12, .., my My+1,.,My+4£} then a;"" =

,(V ) forany k € {1,2, ..., n} and b}ﬁf;{“") = b’](.,',/(””’") forany k € {1,2, ..., m}.

Proposition 4 In an active attack F from U against the (uq, ..., ,) —device parts

fr(dev(V))...,fr(deva)) of V and the (xq,..,K;)— resource parts

fr(res(V)) fr(res(V)) of V, the following elementary properties hold.
. 2\ 1/2
i.  The (Euclidean) norm ||a’@=Y)||:= ( }‘=1ZA';1|a’§z:’+'2j ) of the resulting

overall valuation in node V as evaluated from the viewpoint of the user(s) of

U at the next moment t' is less than the (Euclidean) norm ||aUV||:=

1/2
( 12 %ﬂ?] ) of the initial overall valuation in V as evaluated from

the viewpoint of the user(s) of U at the preceding moment t:

la’ @] <[]

bI(UWV)

1/2
Mv+M> of the resulting

ii. The (Euclidean) norm ||b’U~V)||: = ( mr,

overall vulnerability in the node V as evaluated from the viewpoint of the

user(s) of U at the next moment t' is greater than the (Euclidean) norm

1/2
UwV e e oy .
bgvt,,u), ) of the initial overall vulnerability in the

=1 = (21 52,

node V as evaluated from the viewpoint of the user(s) of U at the preceding
moment t:

1B =0] > [ B ).
iii.  The (Euclidean) norm

(U U) Ly+N| 3 (U~U) 1/2
a | +Z" | ’M‘U+l] })

Ja @)= (53 {27a

of the resulting overall valuation in the variant node U as evaluated from the

A. Alexopoulos
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viewpoint of the user(s) of U at the next moment t' is greater than the

(Euclidean) norms

1/2
0= = (2 {2 A”“"'”I exinfalis ) ane

1/2
e = (S frma el )

of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment ¢:

=01 > max(|a®=], Ja -]}

. 2 1/2
iv.  The (Euclidean) norm ||b’(”“""’”)||:=< " ’”+N|b’§%;”’+‘2j) of the resulting

overall vulnerability in the variant node U as evaluated from the viewpoint of
the user(s) of U at the next moment t’ is less or equal than the (Euclidean)

norms

1/2
pU~v) ) and

||5(umw”:=( m oy [BY-n.

1/2
pU=V) )
My+Aaj

[60="]:= (£ ity

of the initial overall vulnerabilities in the nodes U and V as evaluated from

the viewpoint of the user(s) of U at the preceding moment t:
[50=] < min(|[B=0]| [p-0])

The degree d =dy,, . uu,,..«3 Of the active attack f against the
(u4, ..., u,) —device parts fr(dev(v)) fr(dev(v)) ...,fr(devfl'?) of ¥V and the

(x4, ..., k) — resource parts fr(res(V)> fr(res(V)), ,fr(res(V)) of ¥V from the
offensive node U at time moment t € I is defined to be the maximum of the two
guotients

= @00/~ and dy:= (|5 /=)
Thus, d =dg,, . 00,63 = max{d,, d,}. If the degree d surpasses a given

threshold T("V) i) € [0, o[, called threshold of active attack from U

SHy3U{Kq, ...,
against the (u4,...,u,) —device parts fr(dev(V))...,fr(devfz)) of V and
the(k,, ..., K,) — resource parts fr(res(V)) fr(res(v)) of Vat time moment t €

I, we say that the passive attack f is dangerous with degree of danger d in the

A. Alexopoulos
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(uq, ..., my,) —device parts fr(dev,(}?),...,fr(dev,(:)) of ¥V and the (kq,...,k;) —

resource parts fr(res,(c'?), fr(res,(c‘;)),...,fr(res(V)) of V.m

K3

Remark 6 It is easy to verify that the following conditions 1 to 4 can be considered
as stronger forms of the corresponding conditions in previous Proposition.

15'Condition: From the point of view of users of nodes U and V, every attacked
device part, as well as any attacked resource part, acquire new valuation
measures that are smaller than the original corresponding valuations in node V,

with (at least) one such a valuation measure very reduced, i.e., for any j €

{MIJ --"uv}U{Kl; ) K,l}, it holds

2 2
XV s (X V XV . (Xl
Z',:=1|a](.,k ) 4 la;k N > 2‘,}=1|a’](.’k ) 4+ la']-'k )
with at least one index k € {1, 2, ..., n} being such that
a4 @5V > @ 4 i@
whenever X =V, U.

2"d Condition: Similarly, from the point of view of users of nodes U and V, every

attacked device part, as well as any attacked resource part, acquire new
vulnerability measures that are smaller than the original corresponding
vulnerabilities in node V, with (at least) one such a vulnerability measure very
reduced, i.e., forany j € {uq, ..., 0, }U{Ky, ..., K3}, it holds

XwV) | g (XwV)|? XwV) | XV |?

b + BT < S| + i,

with at least one index k € {1, 2, ..., m} being such that

(Xwl) | B (XwV) Xwl) | i (XwV)

3 + b5 < b + by

whenever X =V, U.

3"Condition: From the viewpoint of the (user(s) of) node U, in the offensive
node U there are strongly growing valuations, i.e., there are je€
{1,2,...my, My+1,... My + £y} and k € {1,2, ..., 1}, such that

~(U»U) ~1(U~U)
@] <« |5
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4hCondition: From the viewpoint of the (user(s) of) node U, in the offensive node
U there is no growing vulnerability, i.e., for any j€{1,2,.., my My +
1., My+¥€y}andany k € {1,2,...,m}, it holds
=55
12.4 Protected cyber nodes from active attacks

Finally, let's see how we could define the concept of protection from active

cyber-attacks.

Definition 31

The node V is said to be protected from active attacks, with degree of

protection p €]0,1] over the (14, ..., 1) —device parts
fr(dev,(l'?),...,fr(dev,(:)) of V and the (x4, ..., k;) — resource parts fr(res,(c'?),
...,fr(res,(c?) of V over a time period I, if, during this time period, there is a
nodal fixed filter system V#v-miUiks.kl in o the union E =
fr(devﬂ?)u...Ufr(dev,(l?)Ufr(res,(c?)U...Ufr(res,(c':)) that allow every
parallactic cyber active attack against the (uq4,...,u,) —device parts
fr(devﬂ?),..., fr(devfl‘?) of V and the (ky,..,k;)— resource parts

fr(res,(cl?),..., fr(res,(c?) of node V (from any offensive node U) with degree of

danger d < —logp to reach only resource parts K of the initial target V that are
disjoint from E.

During the time period I, the node V is said to be completely protected from
active attacks of danger degree d, if, at this time period, any resource part in
V is protected from active attacks against V, with degree of protection p < e~ 4.
The node V is said to be completely protected from active attacks at a given
time period, if, during this time period, any resource part of V is protected from

active attacks against V with degree of protection p = 1.

A. Alexopoulos
97



13. Proactive Cyber Defense Against Cyber Attacks

13.1 Proactive Correlated Cyber Defense against Germs of
Correlated Cyber-Attacks

Let F = FCo7retated) ] pe a germ of correlated cyber attack from W against
V, during a given time set I in a subinterval |a, B[ cc [0,1]. Recall that F is a family
F = {Z =Zwy(t) = ((21'(1)» (22,02), (23, (3), (24, (4)) € (CVmx V™Mt e H} of
coherent interactions lying in the correlated danger sector X = X,,_,,, to the node
V from the node W during the entire time set I, provided, of course, that X # @.
Denote by
Dy ={g=9%:1-Qy, x0Q XQy xQ:

t = gD (0):= (P ORO7F (t+ 80,17t +40)): Z € F},
the associated coherent interactive family, a proactive correlated cyber-defense #
against the cyber attack F during 1 is a map defined on the space of all cyber-
interplays of the ordered cyber pair (V, W) over the entire time set I,such that the
image of X via any member of the coherent interactive family D in I is sent, through
# in the complement X¢ = (CV*" x ¢V*™)* \ X of X. Specifically,

Definition 32 Let X be the space of cyber activities g: 1 = 2y, X 2, X Oy, X 2y
from the node W to the node V during the entire time set [. A mapping #: X = X is
called proactive correlated cyber defense against the germ of attack F during I, if
#(g(%)) C X¢, whenever g € Dx. The method of constructing and organizing a
proactive correlated cyber defense, together with the way of processing and
integrating the method in the node system, is called proactive correlated protection
against the germ of attack F. We will deal later with the question of such a

protection.

13.2 Proactive Absolute Cyber Defense against Germs of Absolute Cyber-
Attacks

Let F = F,*PS?™€)[]] be a germ of absolute cyber attack from W against V,
during a given time set I in a subinterval ]a, B[ cc [0,1]. Recall that F is a family
F={Z = Zuwwn () = ((21, 8, (22,02), (23,3), (24, {a)) € (CV" x CV*™)*, t €T} of
coherent interactions lying in the absolute danger sector X = ¥,,_,, to the node V
from the node W during the entire time set I, provided, of course, that X # @.
Denote by
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Dy ={g=¢D: 1> Qy X Qy X Qy X Qp:
t o g @)= (PO O1 (¢ + 80,17 (¢ +40)): Z € 7},

the associated coherent interactive family, a proactive absolute cyber-defense #
against the cyber attack F during I is a map defined on the space of all cyber-
interplays of the ordered cyber pair (V, W) over the entire time set I,such that the
image of X via any member of the coherent interactive family D in I is sent, through
# in the complement X¢ = (C" x ¢V>™)*\ ¥ of ¥. Specifically,

Definition 33 Let again X be the space of cyber activities g: 1 = 2y, X 02y, X 2y, X
Ny, from the node W to the node V during the entire time set . A mapping #: X - X
is called proactive absolute cyber defense against the germ of attack F during I, if
#(g(%)) C X¢, whenever g € Dr. The method of constructing and organizing a
proactive absolute cyber defense, together with the way of processing and
integrating the method in the node system, is called proactive absolute protection
against the germ of attack F. We will deal later with the question of such a

protection.

13.3 Proactive partial cyber defense against germs of partial cyber-attacks

Let F = TV(VP_“,Z,”“D [I] be a germ of partial cyber-attack from W against V,
during a given time set I in a subinterval ]a, B[ cc [0,1]. Recall that F is a family
F= {Z =Zwy(t) = ((21»51): (22,02, (23, {3), (24154)) € (CM x Mm%t e H} of
coherent interactions lying in the partial danger sector € = €,,_,, to the node V from
the node W during the entire time set I, of course, that € # @. Denote by

Dy ={g=9%D:1->Qy xQ X Qy X Q:
te gD©:= (1O O1 ¢+ 80,17 +40)): Z € F,

the associated coherent interactive family, a proactive partial cyber-defense #
against the cyber attack F during 1 is a map defined on the space of all cyber-
interplays of the ordered cyber pair (V, W) over the entire time set I,such that the
image of € via any member of the coherent interactive family Dz in 1 is sent, through

# in the complement €¢ = (CV*" x CV>*m)4 \ € of X. Specifically,

Definition 34 Let X be the space of cyber activities g: 1 = 2y, X 2, X Oy, X 2y

from the node W to the node V during the entire time set I. A mapping #: X - X is
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called proactive partial cyber defense against the germ of attack F during T, if
ﬁ(g(%)) c X¢, whenever g € Dr. The method of constructing and organizing a
proactive partial cyber defense, together with the way of processing and integrating
the method in the node system, is called proactive partial protection against the

germ of attack F. We will deal later with the question of such a protection.

13.4 Proactive Protection against Germs of Partial Cyber-Attacks
Let us finally see how to illustrate such a proactive cyber defense.

Definition 35 Suppose

Z = Z(W,V) (tO) = ((ZlJ (1); (ZZ; 62)1 (Z3, 63)1 (Z4-; {4)) =

((21»51): (22,42), (23, G3), (24,(4))(%) € CVXM x CVxm xx ¢Vxm x cVxm
is a cyber-interaction between W and V at a fixed time moment ¢, € |a, B[ cc [0,1]

(W,V € ob(cy(t))), with corresponding cyber- interplay

g:1a, BL = QX Qy X Dy X Qy:t o g(0: = (w0, 1w (O, v (), 1y ()

and cyber-activity

(g’t: Qu X Qy = Qu X Qp: (yw (), vy () ) — (Vl;v(t’)')’{/(t')))te] 5l (t:=t+ Ac).

A forced cyber-reflection of Z is another cyber-interaction
Z'= Zay (o) = (21,60, (2. %), (23,3, (70, 2))

= (20, @), (22,%), (25, G3), (22, G4) ) (f0) € CYX7 x €V XM 5 CAFX1 x €Vxm
between W and V at a next time moment t, = t, + At, € ], B[ with corresponding

forced cyber- interplay
g1, Bl Qi X Qy X Quy X Qyit o g (0:= (i (O, 10 (), v (£, 772 )

and associated forced cyber-activity:

(9;': Qw X Qy = Qu X Qy: (yw (@), yw () ) = (Vl;;/(t”),]/l;(t”))) (t":=t+At)

'

t€lo,1[
that satisfies the following property: into an open neighborhood |t, — ¢, t, + €[ of t,,
forces activity g to push forward its composition with activity g', in such a way that

the occurrence of g guarantees the appearance of the composition g’ o g.
Obviously, the matrices of the tetrad
Z'= Zawn(to) = (21,4, (22,62, (2,65), (240 G3))

= ((z1,4), (25, G2), (25,55, (24, 00) ) (£) € ©7XT X ©VX x €V x €
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are of the form

(20,61) = vw(to) = (Svow + iSwow, Upow + i0y_y) € MY x CMY >,
(22, 8) = vv(to) = (Swov +iSyoy, Uy + iUy ) € CMY*M x MYV >,
(z3,23) = vw(to) = (Svow + iSwow, Upow + iUy Ly ) € CMYV > x MYV >m,
(24, 2) = vv(to) = (Swov + iSyoy, Uy + iUy ) € CMY*M x MYV *m,

Definition 36 The cyber-activity
g = g¢: Dy X Qy > Oy X Oy (yw (6, v (D)) — (Vl;v(t,):)/{/(t,))
together with its forced cyber-activity
g = gv;’: Oy X Dy - Dy X Dy (Vﬂv(t,);]’{/(tl) ) — (Vﬁ/(tﬁ)')/&(t”))
is called a reflexive cyber-activity between W and V during the time interval |a, B].
Their composition
g o g: Oy X Dy = Dy X Qy: (rw (), 1y (1)) — (yv"v(t'+ At),yy(t'+ At))
is said to be a self-inflicted cyber-activity between W and V during the time interval
la, B[. In particular, the interaction Z' = Z,, () is called forced cyber-reflection
of Z = Zwy v (t,) at time moment t,. A mapping
o: ((Can X (CNXm)Z N (Can X CNXm)Z
which maps the cyber-interaction Z = Zg, ) (t,) to its forced cyber-reflection Z' =

Z('W,V)(t(')) is called reflexive cyber-interaction mapping at time moment t,.

Remark 7 It is frequent that, under a self-inflicted cyber-activity

g o g: Quy X Qy = Uy X Qy: G (0,1 (0)) 1 (v (¢ + A6, vy (¢ + AE))
between W and V during the time interval ]a, B[, some valuations and vulnerabilities
of the initial node W change at a moment t, € |, B[, in such a way to get new
constituent valuations and new constituent vulnerabilities for the node W. For
emphasis, this “new” node is called variant node of W and is denoted by W', or
sometimes, without any risk of confusion, again by W. In such a case, the forced

cyber-reflection Z' = Z('W,V)(t{,) Is called cyber parallax of the cyber-interaction Z =
Zww(ty) at t, and the forced cyber-activity g = g;/: Quy X Qpy = Qy X
Q: (yw (), 7y () ) — (y]}[,(t”),ylﬁ(t”)) is called parallactic cyber-activity. Finally,
we say that the self-inflicted parallactic cyber-activity g’ o g: £y, (t) X 2,(t) -

Ny (t'+ At) X 02, (t'+ At) between W and V at t, gives rise to a parallactic cyber-
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interaction at t.
Let us give a schematic representation.

g' o g : self-inflicted parallactic cyber-

activity between W and V

‘-‘---IIII IIIIlllllllllllllll..l.l.....
gun® .l...
g
of |
]
1

. . . .
a = a. . reflexive cvber-activitv Te, .
*
*
— .
|4 .
’0
L] n “’
lllll..................-..--.-..-.-ll‘
L . ..
initial node g' = g parallactic cyber-activity

variant node

Figure 5 (Cyber Parallax)

Definition 37 Let E = fr(A™’) be a set in the o —algebra U, of subsets of

available or not constituents of node W':

{dev, if the constituent is a device,
res,if the constituent is a resource element

i A shield of E in the node W (or a node shield containing E) at time t is an
intermediate fixed node W = W, which, at this time, is interposed in each cyber
parallax ¢’ that aims at E in the node W, so that the self-inflicted parallactic cyber-
activity g’ o g between W and V at moment time t ends up in the intermediate node
W, and never can reach part E of the initial target W. The detailed process by which

the node shield Wof a node W blocks the self-inflicted parallactic cyber-activity g o

g and never ends up in the initial target W, is being analyzed in a forthcoming

paper.
ii. Given anode W, a node filter in part E of the constituent AW in W at a time

moment t is an intermediate fixed node W& which, at this time moment, is
interposed in each parallactic cyber-activity g  that aims at part E of node W, so

that the filter W allows the self-inflicted parallactic cyber-activity ¢ o g at t to
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reach only constituent parts of the initial target W that are different from part E of
the constituent A™) of W.

14. Elements of Proactive Cyber Defense

Having rigorously determined the concept of proactive cyber defense and
proactive cyber protection, as well as the 4 types of proactive cyber defenses,

we take the initiative to present some applicable elements of this defense.

14.1 General Remarks

Given that the potential number of all possible devices of a node V is equal
to My, while the number of V’s available devices in a specific time t is only my =
my(t), with my < M, and in addition the potential quantity (or number) of all
possible resource elements of V is equal to Ly, while the quantity (or number) of
V’s available resource elements in a specific time t is only €, = €y (t), in the sense
that ¢y < Ly, we can say that if we increase my and £, in such a level that
availability of devices my = my(t), and resources £, = £y (t) are comparable
to My and Ly, we can succeed the redundancy of both devices and resources

that is vital in a cyber-domain.

In addition, increasing my, and €, we can also harden the success of
correlation between devices and resources, in other words reduce the probability
of success of a multitude of attack (for example, reconnaissance attack) since the
process is more difficult.

In any case, when an attacker node U decides to make an enumeration of
available devices my, = my(t) and available resources €, = £,(t) of a target node
V, in order to check potential vulnerabilities or/and prepare the ground for a more
active and malicious attack, this task is being more and more tough proportional to
the number of my and #y.

As it is more than obvious that after an enumeration or reconnaissance
attack it is probable a more sophisticated and malicious attack to take place, a
proactive measure could be to deactivate/disable the devices and resources that
are not vital and critical for the functionality of the node. Thus, the valuation of
constituents of the node V, from the point of user/s of node V, in the case of

deactivation should be

al(U'M')V) = O’ i = 1’ "'lmV’ mV + 1, ...,mV + 'BV
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for devgv)and resgv) that are not critical and vital for the functionality of the node V.

On the other hand, the concept of node filter U™ in the x, —constituent of
a given node U, that has already given in [2], is quite critical for a robust proactive
defense. It can be said that the |my + €| impose the level of quality of services,
satisfaction, independency of cyber users in a node, thus
|lmy + €yl < Q;
where @Q; € [0, ) is a metric that overall depicts the level of user satisfaction in a

specific node U from the perspective of the available to the users services.

It is well known that if we want to be in the edge of the art we cannot be
completely protected. We cannot provide “everything” to our node users assuring

also them a complete secure cyber environment.

It is obvious that this level contradicts the security of the node since it is well
known that the higher |my + €y|, that is connected to the availability of services
and multimedia, the independency and the “loose” safety (access control etc.)
regulations, the less security applied. For that reason, if we want to proactively
safeguard a node we have to “wider” the node filter U*~) to the extent of multi
k., —constituents, in other words to make it more “broadband”.

Remark 8 The presence of a kind of node filters U®-) in the k, —constituent as well

as node shields U of a node U in e-flows (between nodes) can proactively solve a
multitude of problems. This is a critical procedure that can be applied in main
backbones of a cyber-domain.

Apart from the above, it should be noted that there are some straight-forward
characteristics of a node V that suggest, under some circumstances, a suspicious
cyber-activity.

e Geographical coordinates x4, x5, x3 of the node V: Without doubt, there
are potential “malicious” areas in the cyber-domain.

e Time tis critical for an attack outburst.

e The knowledge of previous malicious activity of the node V.

14.2 Proactive Defense in a Cyber-Walk
Ifin a cyber-walk VoV, ...V, we have n > cyber geodesic, that means that
the walk is much more complex of a normal and anticipated one, either something
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wrong evolved or something malicious is ongoing. Without doubt, lengthy cyber-
walks imply abnormality and can be a critical indication that something malicious

“‘is coming close”.

Moreover, introducing new concepts, we can add an innovative approach to
proactive defense that is, without any doubt the main goal of this paper. For

example, considering the Euclidean distances

and

2\1/2
0] = 400 @) 400 W], = (shafa " - o)

i

1/2
B9 = |0-0) - 500w, = (5 - b))

(& =My + Ly = My + Ly) between valuations and vulnerabilities in two nodes U
and V, one could investigate the validity of the next two assertions:

e If there is an option for a node U to choose, in a cyber-walk, the very
next step V;, this should be (healthier) to choose the node with

max|AYY9| and/or min|BUVY|,

e The probability of a momentary “malicious” homomorphism g, : (GE") -

(G:(V)

t+a¢ D€tween the two cyber nodes U and V at a moment time t is

higher as the Euclidean distances |AY"| and |BY")| are higher.

In any case, defenders have to strive in order to prevent or at least to early
recognize a reconnaissance activity, since as it is already mentioned that this is the
prerequisite and at the same time the preparation of a passive or/and an active
attack.

14.3 The Correlation Indicator

Both a proactive defense measure and a counter action that can be taken
against a cyber-espionage attack or/and in an embedding of malicious software
(worms, Trojans etc.) in a node, is a frequent Correlation Indicator (ClI)

application.

To do so, assume a node V and the [Capaitanie(V)](t;)] that is the set of

T
ordered columns of all available constituents (devgv), .., devly) res’, ...,res%))

of V, over the time ¢; € [0,1] and [Capaitanie V)1(¢;)] that is the set of ordered
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T
columns of all available constituents (dev1 ..., dev”) % (V)) of V,

m{/,resl , ...,res{,{/

over the time t; € [0,1]. We use CI in the following way in order to find any

difference between the random (in time) vectors [Cavaitabie (V)1(t;)] and
[cavailable (V)](t])] :

{ = 0whenmy = my and ¢y = €},

Cl / /

#+ 0 when my +# my and/or €y + €y.

Thus, when CI = 0 , the possibility of a cyber espionage attack or node infection
is very low and similarly, when CI # 0 a cyber espionage attack is high, given that
the changes on ¢, and/or my, are not intentionally from the node V itself. In other
words, if in a node there is an internal process of a frequent application of the
Correlation Indicator (Cl) any abnormality of an embedment of malicious

resources or/and devices can be potentially detected.

It is worth mentioning that systems/nodes, if the detection process is not
effective, may stay infected forever, putting at stake the whole system/node.
14.4 Proactiveness against Smooth Cyber-Attacks

Most of the times, the majority of cyber-attacks are being developed
gradually and smoothly. So, if we notice one or a combination of the following
“behaviours”, an indication of an abnormality can be submerged and thus an on-
going attack or a preparation of an attack:

e Sudden degradation of our neighbor node, thus when
max{eU" (), "V ()} « 0 (:decreasing suddenly, see below §7.1

for the definition of ¥~V (¢) and §¥V)(t)) and without a warning or
reasonable (power fail, schedule maintenance etc.) cause.
e Frequent reconnaissance attacks against our node.

14.5 Proactiveness in Fractal Cyber-Space

If we start thinking the cyber space as a fractal, we can easily simplify the
processes and give more proactiveness to our policy and approach. So, if we make
the assumption that all processes can also apply to a “multi-node” area or even

bigger, we can predict any trend of malicious behaviour in advance.
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Accordingly, we can assume that every wide cyber area at any momenitt, is
a hyper node

Vn= Vh(xlh'xzh'x3h't)

in location (xlh,th,xgh), which is the cyber-center of gravity of all nodes of the

hyper node V', v¥® _ v{M It is reasonable and clearly understood that if a
node or a group of nodes of this hyper node moved the cyber-center of gravity
changes coordinates thus the hyper node alters its characteristics. The valuation
of a hyper node it depends on (x4,, x2,, x3,, t) and actually is
pM = (ﬂ(l) + 8@ 4+ ... 4 B(n))/n_

It is assumed that this valuation depicts the overall cyber energy of the area. This
valuation of the hyper node 8™ is supposed to lie in the unit interval [0, 1]. It is
clear here that in a case of a physical (intentionally or not) destruction of a node or
a hyper node, the valuation g™: = 0.
14.6 Node Sourcing

Having in mind a relatively new concept of Crowd Sourcing that is the
process of obtaining information or input into a particular task by enlisting the
services of a number of people, typically via the Internet, we can introduce here an
identical concept of Node Sourcing in the context of valuation and vulnerability.

Imagine that in any circumstance a node U can ask the Node Sourcing from
its neighbor’'s node user/s in order to assess the valuation and vulnerability of a
target node V. For example, if a node U needs the Node Sourcing of its
neighbors nodes A, B, E, H to assess the valuation of available resources of V, then

the result that potentially is more accurate than the

T
Sumavailable (V) = {( SU [xlﬁ le x3l t ](resgV)), ey SU [xll x2l x3l t ](reSE;"//))>

is the following:

SU Node Sourcing 2Ravailable (V):

SwRavaitable V)+ SaARavaitable V) + SpRavaitable V) + SERavaitable V) + SHRavaitable V)
= .

The same holds for any assessment of valuation and vulnerabilities of any node.
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15. Mathematical Description of Representative Cyber Attacks

So, having consistently examined the more general cases of a passive and
active attacks, we will try to focus on some indicative, yet quite important, cases,
namely the cyber espionage attack, the access attack, the reconnaissance attack,

the denial of service attack, and the distributed denial of service attack.

In order to go further and get the full description of these indicative cyber-
attacks, it would be wise to mathematically orient and define some further concepts.
The sophistication of development of any cyber-attack is a critical issue and can be
described as follows.

15.1 Sophistication of Cyber Attacks

The term “sophisticated” is often used inconsistently or incorrectly by the cyber
community. Seldom will the victim of a cyber-attack disclose that they have been
targeted without characterising either the attack or assailant as “sophisticated”. But
the label is often applied inconsistently, either inadvertently or deliberately. The
term, even though it is highly important and critical, loses its value when overused,
and should instead be employed to differentiate exceptional attacks or attackers

from the norm.

Victims of cyber-attacks are not necessarily best placed to identify how
exceptional their compromise is compared with other incidents. There may also be
reasons for the victim to exaggerate the complexity of the attack, or the
perpetrator’s ability. In doing so they imply the breach was unavoidable, absolving
them of responsibility in the eyes of potentially litigious customers or shareholders.
Wrongly characterizing an attack, however, is not without consequence. If simple,
preventable attacks are labeled as sophisticated and inevitable, rather than a
product of rectifiable vulnerabilities or security lapses, then those vulnerabilities

may be allowed to fester.

I's obvious that the most sophisticated cyber-attacks have not yet been
detected. While sophisticated attacks are often effective, attacks need not be
sophisticated to be effective. In that direction, and in order to establish a concrete
behavior against sophisticated cyber-attacks, we will try to define the term
“sophistication” of a cyber-attack in accordance to the whole concept of this

dissertation. We earnestly believe that prescriptive definitions are problematic
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because there will inevitably be exceptions and the criteria will have to be dynamic
enough to reflect the unrelenting pace of cyber capability development and
proliferation.

The “sophistication” of a cyber-attack concept is a puzzle of definitions that form
the big picture. To enter the structural operational status of such a “sophisticated”

attack puzzle, suppose the derivatives

s 3l aU~V)
eU=V(1): = %(t) -

UwV) UwV) _(UwV) U»V) _(UwV) (UV) (UV) (UV) T
6{(!11 ""amV ’amV+1 ""’aMV :aMV+1,...,aMV+£V+1,aMV+{;V+1,...,aMV+LV) } (t)
at
and
~(VwV)
» WV ._ ofa [x1,x2,%3,t ]} _
PVV(0): = = (t) =
~(VwV)  (VwV) (VwV)  (VwlV) (VwV)  (VwV) _ (VewV) vy \T
6{(111 ""amV ,amV+1 yeuny MV ) MV"’l'""aMV+fv+1’an+l’V+1'""aMV+LV) } (t)

at
exist in a time interval 1 = ]a, B[ in the sense of distributions. In such a case, we

say that the relative effectiveness states a®@") = aWU="[x,, x,, x3,t] € R* and
av V) = aV"[x,, x,,x3,t] € R* are two smooth node valuations and the
distributional derivatives @U")(t) and $V*"V)(¢t) are the rate changes/slopes of
the valuations a®@") and @V respectively, at a point (x4, X, x3 ) of a part E
into the node V from the viewpoint of the (user(s) of) node U and V, respectively,

over the time interval 1. Here, as usually, £ :== My + Ly.

For®d = ¢, and X,Y € {U,V}, it is obvious that

1. If @X1(t) > 0 whenever t € [, then we are situated definitely in the area
[A%(Y)](M) of correlated growth for the total valuation of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If ®X~1)(t) < 0 whenever t € [, then we are situated definitely in the area
[Ax(Y)](I) of correlated reduction for the total valuation of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

3. If X~1)(¢) = 0 whenever t € I, there is no correlated growth or reduction
for the total valuation of the node Y as evaluated subjectively from the

user(s) of X over the time set I, due to a multitude of potential reasons.
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By analogy, suppose the derivatives
a{b(UWV) [xl, X2,X3, t ]}

WM (1) = t) =
Y T (
(UwV)  p(UwV) o (UwV) (UwV) o (UV) (U~V) (UV) w=v) \I
a{(bl veBmy By 1By By 410D ary oy 41D 00y oy 10 MV+LV) }(t)
at
and
—~ DV [xq,x0,x3,
lIJ(waV)(t): — { [x1,%2,x3,t 1} (t) —
at
~(VwV)  (VwV) (VwV)  VwV) 2(VwV) =(VwP) 2~ (VwV) =~ (VwV) T
a{(bl ""’me 'me+1""'bMV ’bMV+1""’bMV+fv+1' Mv+l’y+1""’ MV+LV) }(t)

at
exist in a time interval 1 = ]a, B[ in the sense of distributions. In such a case, we

say that the relative effectiveness states b@") = pU~V[x, x,,x3,t] € R* and
bV = pV-V[x,, x,, x3,t | € R* are two smooth node vulnerabilities and the
distributional derivatives ") (t) and PV (t) are the rate changes/slopes of
the vulnerabilities bU") and bVV) respectively, at a point (x4, x, x3 ) of a part
E into the node V from the viewpoint of the (user(s) of) node U and V, respectively,

over the time interval 1.

As above, for ¥ = 3,3 and X, Y € {U,V}, itis obvious that:

1. If XN (¢) > 0 whenever t € [, then we are situated definitely in the area
[Bx(Y)](I) of correlated growth for the total vulnerability of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If X1 () < 0 whenever t € [, then we are situated definitely in the area
[Bx (Y)](I) of correlated reduction for the total vulnerability of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

3. Ifg&E=N () = 0 whenever t € I, there is no correlated growth or reduction
of the total vulnerability for node Y as evaluated subjectively from the user(s)

of X over the time set I, due to a multitude of potential reasons.

Remark 9 Having defined the rate change of valuations and vulnerabilities we can
proceed to orientation of sophistication in cyber-attacks, definition which will
support our further posture in this paper. So, if we have one or combination of the

following states that declare a slow infection (constituents’ degradation) we assume
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that there should be a suspicion of sophistication ") = 0~ and V") = 0*.

15.2 Man in the Middle Vs Wiretapping Cyber Attacks

It would be very helpful and constructive, for the sake of the smooth
development of this dissertation, to mathematically define on parallel the
aforementioned attacks. Man in the Middle attack, where the attacker secretly
relays and possibly alters the communication between two parties who believe they
are directly communicating with each other, belongs to active cyber-attacks, and
on the other hand, wiretapping attack which is a passive attack that consists in
the monitoring of cyber activity, often by covert means.

In the Man in the Middle (MiTM) attack of a node Z in the cyber-interaction
between nodes U and V we have the “active” intersection of node Z. Actually in this
“active” intersection (MitM) attack, instead of this “normal”’ interaction we
experience an active attack from node Z to either or/and both of other nodes using
some resources of the other interacted node. In such a case, a family of

coherent interactions

F={2=Zyx®) = ((z1,wy), (22, Wy), (z}, w}), (z3, w))(t) €

(C™* x mek)“, te ]I},
lying in the partial danger sector € = €,_,;; to the node V from the node Z during the

entire time set I, is a germ of (partial) active attack against the (uq, ..., #y) —

device parts fr(devg?), fr(devﬁ?),...,fr(devfl'?) of ¥V and the (kq,...,k;) —

resource parts fr(resfc‘i)), fr(resfc‘;)),..., fr(res,(f?) of V, during a given time set

I cc [0,1], if, whenever t € I, the pair ((zq, wy), (Zz, w)) € (CV* x C"‘X"")Z of
supervisory resource perceptions of Z and V in the system of nodes Z and V has
the form

((er Wl)r (ZZ; WZ)) =
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al;"" +ial;" al?" +ial;"
(Z»V) . ~(VwV) (ZwV) ., ~(VwV)
A1 +1 a,,, 1 Apym +1 [
0 0
0 0
(ZwsV) . ~(VwV) (ZV) . ~(VwV) ’
Ane,+11 T Apppr11 Apryin T Apppiin
(ZwsV) . ~(VwV) (ZV) . ~(VwV)
an-i-fV,l +1 My+€y,1 an-I-‘BV,TI +1 My+fyn
0 0
0 0
(Z»V) , 7= (V=) (ZwV) . (VwV)
b1,1 +1i b1,1 bl,m +1i bl,m
ZwV) | . p(VwV) @ZwV) |+ T(VwV)
bmv,1 +1i b,mV’1 bmy,m +i bmy,m
0 0
0 0
(ZwsV) , 7= (VwV) (ZwsV) , 7= (VwV)
bar,+11 1 baryi11 bir,+1m T8 Paryi1m
(Z~V) . 7~ (VwV) (Z»V) . T (VwV)
b]V[V+‘£V,1 +1 bMV-l-fv,l bMV-l-fv,m +1 bMV+£’V,m
0 0
0 0
WVwZ) |, . ~(ZwZ) WVwZ) | o ~(ZwZ)
a;, ~+iag; a;, tiag,
VwZ) | o ~(ZwZ) (VwZ) | o ~(ZwZ)
amz,l + t a'l’nz,l amz,n + l amz,n
0 0
0 0
(WwsZ) ., ~(ZmZ) (Vw2Z) , ~(Zw2Z)
Apr,r11 T Aapyiin Apryrin T Qprpiin
(WwZ) ., ~(ZmZ) (Vw2Z) , ~(ZmZ)
Aprpre,n T U Aappip, 1 Apgyrtyn T Apgyrpon
0 0
0 0
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WIS b B
(Ww2) , 7:(Zw2Z) (Vw2Z) , 7-(Zw2Z)
bmz,1 +1i me’l by, m T8 Dy
0 0
0 0
(Ww2) . 7(Zw2Z) WwZ) , 7-(Zw2Z)
byx,i11 T i bac,i11 - Pargiim T Paryiim
WwsZ) . 7(Zw2Z) (Vw2Z) , 7-(Zw2Z)
sz-l—fz,l +1 sz-I-‘Bz,l e sz-I-‘Bz,m +1 sz-l-ez,m
0 0
Table 16

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (z5, wh)) €

((C“X" X (C"‘X‘")2 of supervisory resource perceptions of Z and V having the form

((z1, w1), (73, w3)) =

ZowV) | ; 1Vl ZosV) | 2 VeV
a’(1,1w Dy a’;;” ) a’g,:" D4 a’g:’ )
1(ZwV) . S (VwV) 1(ZwV) . (VwV)
a o tia,y At
0 0
0 0
1(ZwV) . S (VwV) 1(ZwV) . S (VwV)
A a1 T @arpiq Aarpiin T Qo i1n
1(ZwV) )] [(ZwV) . S Vw)
A rep1t My+y1 A rryroym T My+eyn
0
0 0

@wV) | 3 r(Veol)
b7 +i b’y

@wV) | ;3 §r(Vel)
b'm,,,1 +i b'm,,,1

0
0
(ZwV) . SV
b,MV+1,1 +i b,MV+1,1
(ZV) : pr1(VsV)
b’My-Hl’y,l +i b’M,,+e,,,1
0
0
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@wV) |+ FrVb)
by b,

P&V 4 pUn

my,m my,m

0
(ZwV) . (VD) ’
b’My+1,m +1i b’MV+1,m

bl(Z‘"’V)

. Ty (Vel)
My+fym +ib

My+fym
0

0




I(V«»Z)
aq,

a mg1

(vz)

(v2)

A arpre,1

~(z2)

(vwz)

~~(zw2)

(vz)

A ar,+e,+N,1

1(Vwz)

mprepr1a T L

~ (zwz)
My+,+N1

1(Vwz)

mpreping T U

0

(vnz) +

L@y, ie,4N1

Mpregr11 = Doagyera T L

= +i
0

) /\,(ZM»Z)
a1

- ~(zw2)
mg1

0

0
~(z-2)

Apr1a T Uz,

)
L@a,ie,1

(vwz)

~(z)

Apryie,r11 T Aarype,i11 = Caryr11 T U Qg i1

. ~(zwz)
L@y, e,

(V)

L VS
0

My+eyp1

{(vewu)

~(zw0)
My+1,1

3 ~(z-0)
Myt

(vu)

My+ey1

Table 17

r(V«»Z)
a 1n

(Vwz
( )+1

mgn

'(vwz)

A ac,+1n

'(vewz)
a Mz+em
1(vwz) - ~(zw2)

A eyt +1m

~ ~(zw2)

(V)

A pcy+e,4Nm

VwZ
b’fm ) +i

b,(Vw»Z)

my,m

+i
0

0
(v2)

, .
b, iim T

(vw2z)

My+eym

(vwz)  ~(zwz)

mprbgttm T U D ac e iam

br

-~ (Zwsl)
Mz+E;+Nm

0

(V)

MyrbytNm T L

0

+ib

A ~(zwz)

1in

. ~(zw2)
myn

0

0
- ~(zwz)
LR VP

~(zw2)
ta Mz+E;m

(vwz)

L@a,restin = Cacyein

(V)

Lo, e 4nn = @ aryreyn

0

My+1m

/\,(Zm)Z)
My+eym

1(vewt)

=b My+in

VU
= ](me;l) mn +1
vty

A,(ZMU)
+ib

. ~(z0)

. ~(z2)
LA Ve Py

_~(zw2)
LELL V-

My+in

Myt+fyn

With exactly the same way, a MitM attack can be conducted against U node

without the knowledge of node V. Most of the times the sophistication of this attack

is low to medium due to active orientation of this attack.

It is obvious that if the nodes have smooth valuations and smooth vulnerabilities,

the following states applied during this attack:

eV (), V"V (1)
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eV <0 PV () > 0
U@ <0 PpU-U@) >0
oM (t) <0 P& V() >0
PV D (1) > 0 PVI(t) <0
PEH() >0 PZD() <0
P () <0 PED(E) >0
P () > 0 PU~D(£) < 0

On the other hand, wiretapping attack which is, as mentioned, a passive
attack that consists in the monitoring of Cyber activity, often by covert means,

escalates as follows. A family of coherent interactions

F={2=Zyx®) = ((z1,wy), (22, Wy), (z}, w}), (z3, w))(t) €

(> x ety e e,
lying in (a partial danger sector € = €,_y to) the node V from the node Z during the
entire time set [, is a germ of (partial) passive attack from an intermediate node
Z against the (ky, ..., k;) — resource parts fr(res,(c'?), fr(res,(c';)),..., fr(res,(c';))
of V, during a given time subset I cc [0,1], if, whenever t €1, the pair

((z1, wy), (z2, wy)) € (C™* x (C"'X"")2 of supervisory resource perceptions of U and

V in the system of nodes U and V has the form

((er Wl)r (ZZ' WZ)) =

0 0
0 0
(ZwsV) . ~(VwV) (ZwsV) . ~(VwV)
Ape,r11 T Aapi11 0 Qpapppin T U App i
(Z=V) , ~(VwV) (ZV) . ~(VwV)
aMV-I'ev,l + L aMV-I'ev,l e an-I-[v,n + t an‘l-fV,n
0 cee O
0 0
0 0
0 0
(ZwsV) . 7 (VwV) (ZV) . 7 (VwV)
bit,+11 T bacyi11 o Pagyiim T Pagyiim
(ZwV) .~ (VwV) e (ZwY) .~ (VwV) ’
b, re,1 U Pac,ie,1 . Pacyreym T8 Pagyioym
0 cee 0
0 0
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and is depicted, at a next moment t' =t + At, at a pair ((zy, w)), (z5, wh)) €

0 0
0 0
(VwZ) . ~(ZwZ) (VwZ) . ~(ZwZ)
Ape,r11 T App,i1n Apgyrin T Qprpiim
(Vaw2) o (ZwZ) (Vw2Z) . (ZwZ) '
aMz-Ffz,l +1 aMz-l—fz,l aMz-l—fz,n +1 aMz-l—fz,n
0 0
0 0
0 0
0 0
WwZ) , 7-(ZmZ) (Ww2Z) , 7-(Zw~2Z)
byr,+11 i bar,i11 o Pargsim T Par,iim
(VwZ) . T(ZwZ) (VwZ) . T(ZwZ)
sz+€z,1 +1 sz+l’z,1 sz+fz,m +1 sz+-£’z,m
0 0
0 0
Table 18

(Cm® x «:"W"")2 of supervisory resource perceptions of Z and V having the form

(@1, wh), (25, w3)) =

o L 0
0 0
(ZwsV) , Sor(Vwpy) T (ZwsV) , (V)
a’.‘M'V+1,1 +1 3IMV+1,1 aIMV+1n +1 a,JVl'V+1,n
(ZwsV) . S (VwV) (ZwV) . S (VwV)
a’MV'f'l’[/,l +1 ale‘l-fV,l a’MV+t’Vn +1 a,Mv‘l-fy,n
0 ......... O
0 0
o 0
0 0
(ZwsV) ., (YY) o T (ZV) . 7I(Vwsl)
b’MV+1,1 +1 b,MV+1,1 b,MV+1,m +1 b,MV+1,m
(ZwV) . (Vsl) ((ZwV) .~ (Vwl) ’
b'ac,+e,1 T8 Dar,ie,1 b st +epm T D ac,opm
0 ......... 0
0 0
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o L 0
0 0
1 (Ve Z) ., ~@wz)y T y(VZ) . ~(ZwZ)
mz+11 T a1 Mz+in T U acyiin
y(VwZ) , ~(ZwZ) (Ve Z) , ~(ZwZ)
M1 T A acyip,1 Mz+ezn TU A i0,m
s (VwZ) ~ (ZwZ) y(Vw2) ~ (ZwZ)

Mp+e411 T A aryip,411

Mz+ez+1n TU A prpie,i1m

(Vs Z) , ~(ZwZ) y(VwZ) , ~(ZwZ)
A ryibyiv1 T Uaggie4v1 A prprbz+vm T U A ac re4vn
0 0
0 0
o . 0
0 0
[(V2) o (Zwz) e (V) (ZwD)
b y,+11 1 b acyi11 b, +1in 1 b aryi1n
T (Vw2) , ~(ZwZ) (Vs Z) . ~(ZwZ)
b Mz+€7,1 +1 b Mz+€z,1 b Mz+€zm + b Mz+€zm
(Ve Z) , ~(ZwZ) (Vo Z) , ~(ZwIZ)
b Mz+€7+1,1 +1 ble-l—fz-l—l,l b Mz+€7+1n +1 ble+fz+1,ﬂ
W) gen T o) (gwD)
b Mz+€z74+v,1 +1 bIMz+fz+V,1 b Mz+€z+vn +1 ble+l’z+V,n
0 0
0 0

Table 19

With exactly the same way, a wiretapping attack can be conducted against U
node without the knowledge of node V. Most of the times the sophistication of this
attack is medium to high due to “passive” orientation of this.

Specifically, during Wiretapping attack the following states applied:

@), V@) YUV O, PV () Y©

pUV() =0
") =0
") =0
U =0
@ ZV(t) <0
VD) =0
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YU = 0
P =0
P () = 0
PO =0
P@(@) >0
PpV=D(t) = 0



(1) >0 PeA@) <0

pZ(t) < 0 Y@ (1) > 0

VD) = 0 P U=D(t) = 0
15.3 Access Attack
An access attack is actually an attack where intruder gains access to a
device/system to which he has no right for access. Thus, during this attack the
following general form of cyber-effect applies:

9=9:97(W)® - PH W)

where @ (U)(t) and P (V) (t') are the combinatorial triplets

QgV) (U) (t) — (D(fraction) (U), cS‘VD(fraction) (U), ‘uVD(fraction) (U)) and

available available available

:P(ll{) (V) (t’) — (D(fraction) (V), cs‘Ub(fraction) (V), ‘uUD(fraction) (V) )’
respectively ([5]).
In such a case, a family of coherent interactions

F ={Z = Zyx® = ((21,W1), (z2,W2), (1, W), (23, W) (¢) €

(C™* x mek)4, te H},
lying in (a partial danger sector € = €,_,y to) the node V from the node U during the

entire time set I, is a germ of (partial) access attack against the (u4, ..., 1t,) —

device parts fr(devﬂ?), fr(devfl‘?),...,fr(devff?) of V during a given time

subset I cc [0,1], if, whenever t€l, the pair ((z3,wy),(zz,w)) € (CV% x
(C"‘X"‘)2 of supervisory resource perceptions of U and V in the system of nodes U
and V has the form

((le wl); (Zz, WZ)) =

(o sedei o amowvaey
| Wwv) | o owy) T WeV) | . ~wh) |
Ay +1 Ay Uy m +1 Ay m |,
0 0 /

0 0
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UwV) | & HWVV)

my

| LU»Y) | . 5(wV)
b 1 T bmv’1
0
0

Y+ B

WVwU) | + ~(UwU)
[a1,1 +ia,,
| WwU) | . ~(U~D)
o R o A
0
0
| 5 (V)
me,l
Table 20

. T (UwU)
+1i bmu,1

wV) . 7 (VwV)
bi, +ibj,

p@=V) 4 V=V |

my,m mym | |,

;)
o /)
W ~(UwU)

a . Dy a .
a(va)U) +i ~(WwW)

|
mymn aml],n | )]
0 /

0

WVwU) | . 7(U~U)
bl,m +i bl,m

bW + 1 BYY

my,m my,m

0
0

\____/
\_____/
\_____/

and is depicted, at a next moment t' =t + At, at a pair ((z}, w}), (z3, wy)) €

(Cm® x Cka)z of supervisory resource perceptions of U and V having the form

((z1, W), (73, w3)) =

1(UwsV) . S (VwV)
a;; “Ttrayg, ain
| Wwy) | o =~ (@wP)
| a,,1 tia, i a
0
0

(UwV) | & I(VwV)
b 11 +ib 11

(Uwv) . 7y (VwsV)
b’mu1 +ib,, 1
0

0
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1(UV)

. ~y(VwV)
+ia 1n

1(UV) . ~(VwV)
myn +1ia

1(UwV) . (V)
by, +Tibi.

p'U=V) i =0

mym my,m
0

0



> . ~UwU > . ~ VsV > . ~U~U w . ~VwV
a7V viay " =a vialy alPrialy Y =a G i aly”
(W) | - ~SUU) V) | .~ VD) (W) | - ~SUU) _UwV) | . ~VwV)
a my,1 tila myl — Y my1 tia my,1 a myn +1 mygn myn +tila myn
1 (UsV) , ~Vwp) 1 (UwsV) , ~ (V)
Amy+11 T ipyi1n my+in TU @ mpian
[ (U=sV) . ~ V) 1 (UwV) . ~ (V)
Apia1t U Aoz A yrin T my+in
0 0
0 0
AU , ~(U~U) 1 (U . ",(V“"‘"V) HUES . i~ UU 1 (U , VvV
b0 +i B =S i Y bV i B = i Y
JVesl) | o gy (UwU) JUwY) | . (V) W) | & 5 Uw0) UwV) | .+ VD)
b syi FU D gy =b', i i by b’mUm) +i by = b’fmvm +i by
(UV) , ~WwV) ((UwV) , i~ Ww1)
b'iny+11 1 D'y b oysimn 1 B onyiin
L (UwsV) , i~ VwV) (UV) , i~ WVw1)
b my+a1 T 1 b my+1,1 b my+an T 1 b my+in
0 0
0 0
Table 21

Most of the times the sophistication of this attack is medium to high. Specifically,

during Access attack the following states applied:

o),V (®  PU®), P (0

eUV(t) <0
V(@ =0
V(@) =0
pUD() >0

PU=V() >0
Pp-N() = 0
P =0
PpU-V() <0

Proposition 5 1t is clear that during an access attack F from U against the
(uq, ..., ny) — device parts fr(devﬂ?), fr(dev,(z)),...,fr(dev,(l‘?) of V, the
following elementary properties hold.

i.  The (Euclidean) norm || @’V || of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t' is

less than the (Euclidean) norm ||a@Y)|| of the initial overall valuation in the

A. Alexopoulos
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node V as evaluated from the viewpoint of the user(s) ofU at the preceding
moment ¢:

| @@=V < [l

ii. The (Euclidean) norm || b'@Y)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

=1

1/2
pU=V) 2) /
Mu+);,j

t' is greater than the (Euclidean) norm ||[p@Y)|: = ( "y

of the initial overall vulnerability in the node V as evaluated from the viewpoint
of the user(s) of U at the preceding moment t:
5" > [|p@"]
iii.  The (Euclidean) norm ||@’@®|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is greater than the (Euclidean) norms

[a¥?] and |||
of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
18"V > max{]| BV, [| 8V }.

iv.  The (Euclidean) norm ||b'@~¥)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment t' is less or equal than the (Euclidean) norms

[B¥|| and ||p@"]|
of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
15"@2|| < minf{||[BC2, [[pC] }. w

Remark 10 Of course, in the special case where there is a fully successful

access attack the following hold:

=]~ 0. | =] = i, || 501 =

An access attack, besides a reflexive homomorphism, can take place physically
A. Alexopoulos121



when an attacker U, physically gains access of victim node devices V.
15.4 Reconnaissance Attack

A reconnaissance attack is actually an attack which involves unauthorized
detection system mapping and services to steal data. This attack can potentially
take place both actively and passively. Specifically, in passive reconnaissance, an
intruder monitors systems for vulnerabilities without interaction, through methods
like session capture. In active reconnaissance, the intruder engages with the target
system through methods like port scans.

Thus, during this attack the following general form of cyber-effect applies:
9=9:25°W® - PP (@)
where Qf,V)(U)(t’) and ?g‘” (V) (t") are the combinatorial triplets
QS")(U) = ng)(U)(t') = Ravaitabte V), SuRavaitabte V), UyRavaitapie V) ) and

PP W) = (Cavaitabte V), SuCavaitaste V), Uy Cavaitapte (V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to uncover all
constituents’ vulnerabilities of node V.

A family of coherent interactions
F= {Z = Z(Y,X) (t) = ((le wl)) (ZZ, WZ), (lel W,1): (ZIZi WIZ))(t) €
(Cnxk 5 (mek)4’ te H},

lying in (the partial danger sector € = €y_y to) the node V from the node U during
the entire time set I, is a germ of reconnaissance attack against the
(u4, ...,u,) — device parts fr(devg?), fr(devf}?),...,fr(devﬂ?) and the
(x4, ..., K3) — resource parts fr(res,g?), fr(res,(c';)),...,fr(res,(c'?) of V during a
given time set 1 cc [0,1], if, whenever t €1, the pair ((zy, wy), (Zy, W) €

2 . . . .
(C™% x c™*%)" of supervisory constituents perceptions of U and V in the system

of nodes U and V has the form

((er Wl): (ZZJ WZ)) =
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(UwV) ,
Ane,+11 +1a
(UV)

Appyippn T 0 @

0

b(U"‘""V)

U~V)

bMv+fV,

0
0

Wl) | .
a, +i

Wal) | .
Ay T

0

VU)

Apeye11 T L

(VU)

a‘Mu+fu,1 +1

0
0

(V»0)

b1,1

(VU)
bmu,1

b(V“W’U)
My+1,1

(VwU)

bMu+€U,

1

A

—~

my+11 T LD
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Vwp)
My+1,1

(VW)

1 +1 bMV-l-fv,l

~(U=U)
aiq
~(U=U)
my,1

~(UU)
Arry+11

~(UwU)
aMu+fu,1

U~U)

+iBl_1

—~

(U+U)
mu,1

+1i

+i

U»U)

bMu+1,1

+ib
0
0

UU)
My+€y1

Table 22
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0
+ia
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(U»V)
Aprry+1n

(UV)
aM[/+€V,11

°
0

—~

U»V)

by +im T I D

(UwV)

My+Lfym +1 b

0
0

b

W

v | .
a, +i

(V»0)

amU,n

+1i

0

W) .
Appypiin L

(VU)

aMu+fu,n +1

0

2%
My+1n

~(VwV)
aM[/+€V,I1

(VV)
My+1lm

(VsV)
My+Lfym

~(UwD)
al,n
~(UwU)
amu,ﬂ

()
Apry+1n

~(UD)
a'MU +fym




and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €
(Cmk x (C“”‘“"")2 of supervisory resource perceptions of U and V having the form

(21, wY), (z3, w3)) =

o 0
0 0
1(UwsV) . SWewy) T (UV) . S (V)
Aarp11 Tl @appia Arrprin T A pr i
1(UwV) . S (VwsV) 1({UwV) . S (VV)
a My+€y,1 tia My+€y1 a My+€fyn tta My+€yn
0 ......... 0
0 0
o L 0
0 0
1(UwV) , (YY) T 1(UwsV) . 77 (V)
by, 11T b 5,11 byt iim T8 D ar i 1m
’
1(UwV) . 71 (VwV) 1(UwsV) . (V)
b My+£y,1 +1 b My+£y,1 b My+Lfym +1 b My+€fym
0 ......... O
0 0
(V) |+ “(UwU) i(Vl) | 5 ~(UwD)
11 tlayg, Qi  tTlAg,
(W) | . SUwU) J(Wwl) | ~(Uw)
e I Qgm0
0 0
1(Vwl) . ~S(UwU) 1V U) . ~(UwU) !
A arp11 T Xapiiin My+in T @ pr i1n
1(VU) + ~(UwU) 1(VU) +i ~(UwU)
A rp+ey1 T Qaryieyn My+eyn TV Qarpipyn
O ......... 0
0 0
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PO 4 i B P 4 g GO
br%;@f) +l 5,53:1”) ......... b,%;;»‘lll) +l EIS:L];’:])
P 5’53,:?31 b’%:"l)_n +i 5’53;:"1),“
Yt B, R
0 0
0 0
b'Srrias + i B b i+ i B
R VIR
bl%ﬁf§y+1,1 +i B’%j+l2u+1,1 b’%d;:l—90+1,n +i Elg\l/;:fgu+1,n
b'%ﬁfguwﬂ + 1 5’%::2,,#%1 ......... b’%:fgy+t’y,n +i 5’5\%:3,,+tv,n
0 0
0 0

Table 23

Most of the times the sophistication of this attack is very low and highly

“transparent” to attacked node. Frequently, after this attack a more sophisticated

attack is expected. Specifically, during Reconnaissance attack the following states

applied:

(p(UmV) (t), (/p(vw»l/) (t)

eU=V)(t) <0
PV =0
V(@) =0
pUD() >0

PO @), pVV(0)
YUV (t) >0
PV =0
PV =0
PpU-0() <0

Proposition 6 Itis obvious that during a reconnaissance attack F from U against

the (uq, ..., uy) — resource parts fr(res

following elementary properties hold:

)

P ) fr(resflz)),...,fr(res,(l'?) of V, the

i.  The (Euclidean) norm || a’U*Y)|| of the resulting overall valuation in the node

V as evaluated from the viewpoint of the user(s) of U at the next moment t' is
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less than the (Euclidean) norm ||aU")|| of the initial overall valuation in the
node V as evaluated from the viewpoint of the user(s) of U at the preceding

moment t:
I < la®=7]

The (Euclidean) norm || b'@Y)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

2\ 1/2
t' is greater than the (Euclidean) norm ||p@~"||: = ( }“=12§';1|b%:’3]. )

of the initial overall vulnerability in the node V as evaluated from the viewpoint
of the user(s) of U at the preceding moment ¢:

| @) > [V
The (Euclidean) norm ||a’@=¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is greater than the (Euclidean) norms

@@= and |||

of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
& ®=] > max{|a="]| a ]}

The (Euclidean) norm ||b"W|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment t' is less or equal than the (Euclidean) norms

(62| and |||

of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
[5=]) < min{[[B| [50] ).

The criticality of this attack is high since most of times it is the omen of a more

severe or more sophisticated attack.
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15.5 Denial of Service (DoS) attack and Distributed Denial of Service (DDoS)
attack

Both attacks intent to deny services and generally resources to authorized users.
The attacker makes a computing or memory resource too busy or too full to handle
legitimate requests, thus denying legitimate user access to a machine. The
difference between a Denial of Service (DoS) attack and a Distributed Denial of
Service (DDoS) attack is the source of attack. In the first attack (DoS) the attack
initiated by only one node. On the other hand, in DDoS attack there is the
engagement of a multitude of nodes (intentionally or not, e.g. via Botnets).

Thus, during this kind of attack the following general form of cyber-effect applies:
9=9:03W)® - PP W)
where (1) (t") and P (V)(t') are the combinatorial triplets
93’ (W) = 9 (¥ = Ravaitabte V), SyRavattabte V), UyRavaitavte (V) ) and

P WV)(t) = Ravaitavte V), SyRavaitate V), UyRavaitavie (V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to keep all
resources/services of node ¥V busy in order to make them unavailable to all users
that really need them.

A family of coherent interactions

F={Z=Zyx®) = ((z1,wy), (22, Wy), (z}, w}), (z3, wy))(t) €
((Cnxk 5 (mek)‘l, te ]I},

lying in the partial danger sector € = €,_y to the node V from the node U during

the entire time set I, is a germ of DoS attack against the (uq,..,H,) —

fr(devﬂ?),...,fr(devﬂ?) resource parts fr(res,(cl?), fr(res,(cz)),..., fr(res,(c';))
of V during a given time set 1 cc[0,1], if, whenever tel, the pair

((z1, W1), (z2, wy)) € (C™% x me"")z of supervisory constituents perceptions of U

and V in the system of nodes U and V has the form

((er Wl)r (ZZJ WZ)) =
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o 0
0 0
(UV) . AVwy) T (UV) , ~(VwV)
Ane,+11 T Apppra1 Appyrin T Qpppian
(UwV) . ~(VwV) (Uw»V) .~ (VwV)
My+€y,1 +1 an+fV 1 aMV+fv,l1 +1 aMV+fv,11
0 ......... 0
0 0
o 0
0 0
(Ueo?) o ey) e (Wb (D)
bir,+11 T 1 bary11 bar,+im T Paryi1m
UV) . T (Vwl) V) . (VD) '
bMv-f-fV,l +1 bMv+fV,1 bMv+£V,m +1 bMV-l-fv,m
0 ......... O
0 0
o 0
0 0
(VwU) . ~(UwU) T (VwU) . ~(UmU)
Apppr1a T Qi1 Appprin T Appyiin
(Vo) . A~ (UwU) (V) . A~ (UwU) ’
Appyreyr T Appyaeya Appyreymn T U Angpreym
O ......... 0
0 0
o 0
0 0
(VwU) . (Uwy) T (V=U) , 7 (U=U)
br,+11 T & Paryi1a bic,+1m T 1 Pagyim
(WwsU) . 7(UwU) (VwU) . 7 (UwU)
bMU‘I-fU,l +1 bMu‘I-fU,l bMu‘I‘fu,m +1 bMU-I'fu,m
O ......... O
0 0
Table 24

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (z5, wh)) €

(Cmk x C'"X")Z of supervisory resource perceptions of U and V having the form

((z4, wY), (z5, w3)) =
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o 0
0 0
(Uv) , ~yWwV) o T W) . S(VwY)
a’MV+1,1 +1 aIMV+1,1 =0 a,MV+1,n + a’M‘V+1,n =0
(UwV) . S (VwV) (UwV) . S(VwV)
a,MV+fV,1 +1 alMy+£v,1 =0 alM[/+€V,l1 +1 alM[/+fV,l1 =0
0 ......... 0
0 0
o 0
0 0
(UwV) PENIUA) 4 N T (U=»V) . (V)
b,MV+1,1 +1 bIJer+1,1 =1 b,MV+1,m +1 b,MV+1,m =1
(U=»V) . o (VwV) Ur) . Ty (VweV) —
b,MV+{’V,1 +1 bIMV-l-fv,l - 1 b,MV+£’V,m +1 b’MV+£’V,m - 1
0 ......... O
0 0
o 0
0 0
(Veoll) Uty (Ves) (Gl
,MU+1,1 +1 a,Mu+1,1 ,Mu+1,n + ,MU+1,11
V) . S (UwU) 0 . ~Swen) |
,Mu+{’u,1 +1 a,Mu+fu,1 ’Mu+fu,n +1 a,Mu+fu,n
0 ......... O
0 0
o 0
0 0
(WwU) . y(Uwy) T (VU) . 7 7(UwU)
b,MU+1,1 +1 b,Mu+1,1 b,MU+1,m +1 b,MU+1,m
WwsU) ~(UwU) (VwU) . 7 7(UwU)
b,Mu+fu,1 +1 b,Mu+fu,1 b,Mu+fu,m +1 blMu+l’u,m
0 ......... O
0 0

Table 25

During this attack the results depicted in previous matrices are usually temporary
and only strictly during the application of the attack. Most of the times the
sophistication of this attack is very low and highly “transparent” to attacked node
since the lack of resources is more than obvious. Frequently, after or during this
attack a more sophisticated attack is expected. Specifically, during DoS and DDoS

attacks the following states applied:
A. Alexopoulos129
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pUM() <0 PN >0
V() <0 PV > 0
pVU() >0 PV (D) <0
U@ >0 PN <0

Proposition 7 It is obvious that during a DoS and DDoS attack F from U against

the (uq, ..., w,) — resource parts fr(res(v)), fr(res%)),...,fr(resﬂ?) of V, the

H1

following elementary properties hold:

iv.

The (Euclidean) norm || a’@*Y)|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t’ is
temporary 0:

a0

The (Euclidean) norm || b'@=Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next moment
t' is temporary 1:

b= =1

The (Euclidean) norm ||@’@Y|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is greater than the (Euclidean) norms

[@@=] and [|a®="]|

of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment ¢:

I8 Y=V > max{|[BY-V]|, |8V }.

The (Euclidean) norm [|b’@=¥)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the

next moment t’ is less or equal than the (Euclidean) norms

(B[ and [[p7|

A. Alexopoulos

130



Mathematical Modelling of Cyber-Attacks and Proactive Defenses

of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
15"©=P|| < man{[[, [|pC-V]| }.
The importance of this attack is high since most of the time, especially during
DDoS attack, the nodes that participate are already compromised via Access attack

that has already discussed.

Accordingly, in DDoS attack, since the attack is being generated by a multitude
of already compromised nodes
u,,u,U;,..,U0,

that compose a botnet, the visualization of this attack can be the following:

Command &

Control node

N—

~
S EEEEEEEEEN

llllllll’

aa

—k :IIIIIIIII

Target node

a»

..
P U] EEEEEEEER

Figure 6 (Botnet)

In addition and actually in reality, the geographical distribution of Uy, U,, Usj, ...
..., U, is spread evenly. The controller of a botnet (Command and Control node) is
able to direct the activities of these compromised computers through e-flows in
order to conduct a DDoS attack.

16. Mathematical Description of Representative Cyber Attacks

16.1
Having already approached in this dissertation a consistent mathematical study

of cyber-attack techniques/vectors and relevant defenses procedures we may

A. Alexopoulos
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describe a rigorous description of Advanced Persistent Threat (APT) actors’ modus
operandi through scenarios and various Cyber Kill Chain stages. To this end, we
describe the means to detect the modus operandi and some TTPs (Tactics,
Techniques and Procedures) through 5 scenarios that the most sophisticated cyber
actors (APTSs) use to evolve cyber complex attacks [34]. Identifying these vectors
through the Cyber Kill Chain the defenses are straight forward and no value would

be added enumerating them.

16.2 APT Hunting Scenario 1

The APT actor, that in this section will be depicted as Z,pr, clandestinely
relays and possibly modifies the communication between two nodes who suppose
that they are directly exchange info with each other.

In this scenario the node Z,pr, that is the APT actor, cyber-interacts
between nodes U and V . Actually in this “active” intersection attack, instead of this
“‘normal” interaction we experience an active attack from node Z 4p to either or/and
both of other nodes using some resources of the other interacted node. In such

a case, a family of coherent interactions
T = {ZAPT = ZAPT(Y’X)(t) = ((th Wl), (ZZ,WZ), (2’1' wll)i (ZIZIWIZ))(t) € ((CnXk X
cve) ' eetl,

lying in the partial danger sector € = €,y to the node V from the node Z,pr

during the entire time set I, is a germ [6] of (partial) active attack against the

(u4, ..., ) — device parts fr(devg?), fr(devﬂ?),...,fr(devfl'?) of V and the

(K4, ...,K,) — resource parts fr(resfc‘i)), fr(resfc';)),...,fr(resfc';)) of V, during a
given time set 1 cc [0,1], if, whenever t €1, the pair ((zy, wy), (Z3, W) €
(Cv® x (C“‘X")2 of supervisory resource perceptions of Z,pr and V in the system
of nodes Z4pr and V has the form

((er Wl): (ZZJ WZ)) =
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1,1

amv,l

0

0
(Zapr=V) | .
Appor11 T
(Zapr=V) | .
aMy-l—fv,l +1

0

0

1,1

my,1

WVwZapr) | + ~(Zapr™Zapr)
(VwZapr) | + ~(Zapr™ZapT)
amZAPT'1 +i amZAPT’l
0
0
(VwZapr) i ~(ZapTZ gPT)
MZAPT+1’1 MZAPT+1,1
(VwZ4pT) i a(ZAPT“'""’ZAPT)
Mzaprt€z4pr1 Mzpprt€zpprzl
0
0

a(ZAPT“W’V) +i

(ZgprV) +i

b(ZAPT‘”‘”V) +i

My+1,1

(V)
asq

(V)
amv,l

~(VwV)
Arry+11

~(VwV)
an+fV,1

~

b(ZAPT‘”‘”V) +ib ,

0
0

b(ZAPT”W’V) +i ’B(V*W*V)

)+ 1 B

0
0

M

My+1,1

My+€y,1
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(Zapr=V) | + ~(VwV)
al‘“ +1 al‘n
(Zapr=V) | + ~(V=V)
my,n +1 amy,n
0
0
(Zapr=V) | + ~(VwV) ’
Apgprin TU Qprpiin
(Zapr=V) | + ~(VwV)
an-l-{’V,n T an+€V,l1
0
0
(Zapr V) | : T(VwP)
bl,m +1i bl,m
(Zapr=V) | : T(WVwP)
bmv_m +i bmv’m
0
0
Zapr=~V) | . (VD) ’
bayiim T8 Parysim
Zapr=~V) | + TWwV)
bMV+fv,m +1 bMV+£’V,m
0
0

WwZapr) | : ~(ZaprZapr)
a,l,n +1 al'n
(VwZapr) i a(ZAPTWZAPT)
MZapr™ MZapr™
0
0
(VwZapr) i ~(ZapT™Z 4pPT)
MZAPT+1'n MZAPT+1’n
(VwZapr) +i a(ZAPT“‘”"ZAPT)
Mzyprtezpprh Mzppr t€zpprh
0
0
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WVwZapr) | : T.(ZaprZapr) VwZapr) | 1 7:(Zapr~Zapr)
by, tibyj b m +1 by
WVwZapr) | : T.(ZaprZapr) VwZapr) | : 7.(ZaprZapr)
bml'1 ti meAPT’l MZapr™ ti meAPT’m
0 0
0 0
(VwZapr) +i B(ZAPT“W’ZAPT) (VwZapr) +i ’B(ZAPT“‘”"ZAPT)
MZAPT+1'1 MZAPT+1'1 MZAPT+1'm MZAPT+1'm
(VwZapr) . 7(ZapTZgpPT) b(V"‘""ZAPT) . 7(ZapTZgpPT)
Mzyprtez4pr1 Mzyprtezyprzl Mz ppr tez4prm Mzyprtezaprm
0 0
0 0

Table 26

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €

(C"X" X (C"‘X"‘)2 of supervisory resource perceptions of Z,pr = Z and V having the

form
’ ’ ’ ’ _
((er wl); (Zz, WZ)) -
(ZwV) . (V) (ZwV) . S (VwV)
a7 +ia'fy aill+iay,
a% Vi aly aL i aly
0 0
0 0
(ZwV) . S (Vwl) (ZwV) . S (Vwl) ’
a,MV+1,1 +1i a,My+1,1 a’My+1,n +1i a’My+1,n
@wV) L S W) (@) . S (V)
a,MVH’y,l +1i a’M.,+e.,,1 a’My-H’y,n +1i a’M,,+e,,,n
0 0
0 0
P B
P B
0
0
(ZV) o pr(VwV)
b’M,,+1,1 +1 b’M,,+1,1
(ZwV) o pr(VwV)
bl]vt,,+l,,,1 +1 b,MyH’y,l
0
0
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(vwz) 3 ~(z2)
a 11 +ia 11

(vwz) | ~(z-2)

mg,1 mg1

0
0
(vwz) ~(z~2)

Apre11 T8 Az,

1(vwz) _~(zw2)

Aacyre,1 T Qar,ie,n
(vewz) ~ ~(zw2) (vewz) ~ ~(zw2)
Aacyiepi11 T U Aar,ie,011 = Cagy11 T Ay i1
(vewz) ~~(zw2) (vewz) ~~(z2)
Apepre, vt T8 Aac,pe, vt = Caryre,1 T8 Ao ie,1
0
0
vwz) . ~(zw2)
by, " +iby,
VenZ ZwZ
w i mD
0
0
(vewz) . ~(zw2)
b,M,,+1,1 +i bIM,,+1,1
(vz) , ~(zwz)
b'M,,+e,,,1 + b, 00
1 (Vw2)  ~lzwz) (wv) . ~(zwv)
apregr1a TED g e 110 T Poag g T ED e 19
b'(Vm»z) . ;(Z«»»Z) () . ;(ZMU)
Mgty T ED ac o in1 = P oo, T U D A 10,1
0
0

Table 27

(rwz) . ~(zw2)
a 1n 1n

(vwz) | ~(z-2)
A fym +i myn

0
0
(vwz) | ~(zw2)

Apryian T8 A a0

(vwz) . ~(zw2)

aM‘ZJrl’Z,n L aMZH’Z,n
'(vewz) ) {(vez) . ~(zw2)
Aprpregrin T U Qaryie,01n = Cacgrin T U ag i
((vewz) _~(zw2) (vewz) - ~(z2)
Aarpre,iim T Qar o inn = Coryreyn T Qo to,n
0
0
vwz) . ~(zwz)
bll,m bll,m
(vwz) | . o(2=2)
b’mwm +i b’mv.m
0
0
(vwz) . ~(zw2)
bIM,,+1,m +i b,MV+1,m
b,(vmz) +i i)\,(zm»z)
My+Ey,m My+Eym
1(vwz)  ~(zw2) (vest) . ~lzwv)
b ac,reyetm T U D ac e, 00m = Pagyetn T D g 10
(vwz) _ ~lzw2) (vwu) . ~lzwv)
aegrtg N T E D ac, o inm = Poacreym T U D ac iopm
0
0

Following the same process, the identical attack may be conducted against U node

without the knowledge of node V. The sophistication of this attack is low to medium.

Given that involved nodes have smooth valuations and smooth vulnerabilities,

the following status applies during this scenario:

P (@), V(1)
eUV() <0
V() <0
eV <0
UV <0
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YU (@), pVV(¢)

Y@@ >0
PVV() > 0
P >0
PU-0() >0



(p(ZAPT“"""V) (t) <0
(p(V“W’ZAPT) (t) >0

PEarrV)(£) > 0
PYVZapr) () < 0
P Zapr=Zarr)(t) < 0
PYZarr=U (1) > 0
PYWUZarr) (¢) < 0

PEaprZarr) (£) > 0
(p(ZAPT*W’U)(t) <0
(p(U"‘”’ZAPT) (t) >0

16.3 APT Hunting Scenario 2

In second scenario, APT activity is actually a passive attack and the hunting
comprises of the monitoring of Cyber activity. A group of coherent interactions
F={2 = Zyx(t) = (21, w1), (22, Wy), (2, W), (2, w3)) (¢) €
(Cv x (mek)“‘ te H},
lying in a partial danger sector € = €y_y to the node V from the node Z pr = Z

during the entire time set I, is a germ of (partial) passive attack from an

intermediate node Z against the (k4,..,k;) — resource parts fr(res(v)),

K1
fr(res,(c'?),..., fr(res,(c'?) of V, during a given time subset I cc [0, 1], if, whenever
tel, the pair ((zy,wy),(z2,Wy)) € (C™% x C™#)* of supervisory resource
perceptions of U and V in the system of nodes U and V has the form

((le wl); (Zz, WZ)) =
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0 0
0 0
(Z~V) . ~(VwV) (ZwsV) ., ~(VwsV)
Ane,+11 T Apppia1 Apgyrin T Apppiim
(ZwV) ;. ~(Vwl) (ZwV) . ~(VwV)
Apeprepn TU Aappipn 1 Apeyrtyn T U Apgyipyn
0 0
0 0
0 0
0 0
(ZwV) T (VwV) (Z~V) . T (VwV)
b, +11 1 bar,i11 by, +1m T 1 Da,idm
(ZwV) . ~(Vwl) (ZwV) . ~(Vwl) '
bM[/‘I‘f[/,l +1 bMv+[v,1 bMV+t’V,m +1 bMV+t’V,m
0 0
0 0



and is depicted, at a next moment t' = t+ At, at a pair ((zy, w}), (zh, wh)) €
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0 0
0 0
(VwZ) . ~(ZwZ) (VwZ) . ~(ZwZ)
Anp,e11 T Apgyr1 Mz+in T U Qpryiin
(VZ) . (ZwZ) (VowZ) . zw) |
aMz-I-‘ez,l +1 aMz-I-‘ez,l aMz-I-‘Bz,n +1 aMz-l-ez,n
0 0
0 0
0 0
0 0
(Vw2) . 7(Zw2) WwZ) , 7:(Zw2Z)
br,+11 11 Par, i1 bir,s1m T8 Pac,i1m
(VwZ) . T(ZwZ) (VwZ) . T(ZwZ)
sz+l’z,1 +1 sz+fz,1 sz+fz,m +1 sz+fz,m
0 0
0 0
Table 28

(Cm® x Cka)z of supervisory resource perceptions of Z and V having the form

((z1, W), (73, w3)) =

o L 0
0 0
(ZwV) . (V=) T (ZV) , ~y(VwV)
a,MV+1,1 +1 ﬁ’.M'V+1,1 ,Jvl'V+1,n +1 aIMV+1,n
1(ZwsV) . Sy (Vwsl) 1(ZwsV) . Sy (Vwl)
a My+£y,1 tia My+£y,1 a My+fyn tia My+fyn
0 ......... 0
0 0
o 0
0 0
(ZwsV) . oy (Vwey) T (ZwV) , 77 (VwV)
b,MV+1,1 +1 b,MV+1,1 b,MV+1,m + b,My+1,m
1(ZwV) .~ (V) 1(ZwV) (V) ’
b st +ey1 TE D 3,001 b st +eym T D a0 m
O ......... 0
0 0
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It is possible an identical attack to be conducted against U node without the

knowledge of V. Most of the times, the sophistication of this attack is medium to

0

0
y (Vs Z) , ~(ZwZ)
mp+11 T A ag,011
y(VwZ) . ~(ZwZ)
Mp+e,1 T Aagyip,1
y(Vw2Z) , ~(ZwZ)
A pppre+11 T A aggip,411
[ (Vs Z) , ~(ZwZ)
A ppprtpiva T A a,10,401
0
0
0
0
1 (VwZ) . ~@Zw2)
b'a,+11 T8 b'acyi11
b,(va»Z) , B\,(Z*‘"’Z)
Mz+87,1 +1 Mz+€71
y(VwZ) , ~(ZwZ)
b'at,+e,411 T8 D acyre,411
y(Vw2Z) . ~(Zw2Z)
b Mz+€z7+v,1 +1 b Mz+€7+v,1
0
0

1 (VwZ)

My+in T

(Vo Z)

Mz+€zm t+1

1 (Vw2Z)

Mz+€7+1n

y(Vw2Z)

a Mz+€z+vn

bI(V‘M’“’Z)
Mz+1n

bI(V"‘”’Z)
Mz+€zn

bI(V"‘”’Z)
Mz+€7+1n

bI(V""""Z)
Mz+€z+vn

Table 29

high due to “passive” orientation of this.

0

0
(@D
Mz+1n

@)
Mz+€zmn

. @)

tia Mz+€z+1n

(2
tia Mz+€z+vn

°
0

0

0
.~ (Z2)
+i b p, i1
.~ (ZwD)
+1 ble+£z,n
.~ (ZwD)
+1 ble+£z+1,n

.~ (@w2)
+1 b,Mz+fz+V,11
0

0

Specifically, during this APT attack the following states applies:

A. Alexopoulos

U@, V(@) YUV @®Y?, pV-N (1) p©

9V(®) = 0
V() =0
V(1) =0
() =0
eZV(t) <0
o¥ (1) = 0
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PUN(@) = 0
P =0
p(t) =0
PO =0
Y@ (t) >0
PU-A) =0
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(p(zwwz)(t) >0 {I)(Z-N»Z) (t) < 0
eZ0() <0 P (t) > 0
16.4 APT Hunting Scenario 3

According to this evolved scenario a highly sophisticated attack, where intruder
gains access to a device/system and compromise it, takes place. Similarly here
the node U is the APT actor that conducts the attack. During this attack the following

general form of cyber-effect applies [5]:
9=9:9>W® - PH W)
where @ (U)(£) and P (V)(t') are the combinatorial triplets

QEV) (U) (t) — (D (fraction) (U), SVD (fraction) (U), 'uVD (fraction) (U)) and

?gli) (V) (t') — (D(fraction) (V), cs‘Ub(fraction) (V), ,uUD(fraction) (V) )’

available available available
respectively ([5]).

In such a case, a family of coherent interactions

F={2=Zyx®) = ((z1,wy), (22, Wy), (z}, w}), (z3, wy))(t) €

((Cnxk 5 (mek)‘l, te ]I},
lying in (a partial danger sector € = €.,y to) the node V from the node U during the

entire time set I, is a germ of (partial) access attack against the (uq, ..., u,) —

device parts fr(devg?), fr(devﬁ?),...,fr(devfl'?) of ¥V during a given time

subset I cc[0,1], if, whenever t€l, the pair ((z1,wy),(zz,w,)) € (C™% x
C‘"X"")z of supervisory resource perceptions of U and V in the system of nodes U
and V has the form

((er W1), (Zz, WZ)) =

( [(a5 il el s cal
I ves
(W) . ~(VwV) (WwV) . ~(VwV)
I amy,1 + l amy,l amv,n +1 amy,n )
0 0
0 0
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b(U“W’V) +i ’b\(V”W’V) b(U“”V) +i b(V""""V)

|
my,1 L my,1 o my,m y,m
0 0

)

MR B
i

0 0

VwU) | - A(UWU) VwU) ~(U=U)
/ a;, “tia;, o @, LA
VwU) | - A(UWU) VwU) A(W*“")W)
| amu,l +1 mu,l amun +i mun )
\ c)
\ : :
b(V“"’") +i b(U«»u) b(VwU) (Uwu)\\\
I (VW»U) W) W) | U0 | | l
b +l mel ot mem + bmym | i |
0 0 / |
)
Table 30

and is transformed, at a next moment ¢’ = t + At, at a pair ((zy, w}), (z5, wj)) €
2 . . .
(C™% x c™%#)" of supervisory resource perceptions of U and V having the form

(24, w)), (73, w3)) =

/ a’&UfW) a’ﬁ"{” no- a’(UMV) +i “’(1‘,/: "
|| wen ) T e L 5 WD)
| a my,1 + l a my,1 a‘,myﬂ + " almy,n
0 ’
blgl,]lWV) + i El(l‘,/l“""?V) N b[(UWV) + b[(VMV)
(UV) | W) (UesY) ~ (Vo)
bmu1 +lb’ 1 . bmum"“bmum

. \4
s J
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w . ~UwU w . ~VwV w . ~UwU . .~V
a7V +ialy =2 vial,” alPrialy =a vialy”
JWwl) | . U0 Uw) | . S VwY) W) | . U0 (Uwy) | . ~VwD)
a my,1 tia myl — my,1 tia my,1 .. a my,n +1 mygn T my,n tila my,n
1(UwV) . ~VwV) 1(UwV) , ~ V)
O my+11 T ipyi1a my+1in T my+1n
1(UV) . ~(WwV) 1 (UwV) . ~WwV)
A y+a1 T Qpyian A yian T U Ay ian
0 0
0 0
W . ~U~wU 1 (U . T VwV 1 (Vs .7y UwU 1 (U .0y VsV
b +i b0 =S i Y b i BT = 1 i b
W) |, o UwU) (U)o WYY sy |, o (UsD) NUES S aLl))
b’mu,l +ib myl = b my1 T b’mv,l ... b gnu,n) +ib mgn  — b gnv,n) +ib myn
1 (UwsV) . i~V 1 (UsV) . ~WwY)
b my+1,1 +ib my+1,1 b my+1n +1 b’my+1,n
1 (UwsV) .~ (VwY) 1 (UwsV) . (W)
b my+4,1 +ib my+4,1 b my+in +1i b’my+l,n
0 0
0 0
Table 31

The sophistication of this vector is medium to high. During this scenario the
following state applies:

U0,V V(®) YUV, PV (@)

e () <0 P& >0
V() =0 PV =0
V(1) =0 pI@® =0
U0 >0 PpU-0() <0

It is clear that during this scenario the attack F from U that plays the role of APT
actor against the (u4, ..., u,) — device parts fr(devﬂ?), fr(devfl';)),..., fr(devﬂf/))
of V, the following elementary properties hold.

v.  The (Euclidean) norm || @'U*Y)|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t' is
less than the (Euclidean) norm ||aU**V)|| of the initial overall valuation in the

node V as evaluated from the viewpoint of the user(s) ofU at the preceding
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moment t:
I @] < la®="]

vi.  The (Euclidean) norm || b'@=")|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

%
t' is greater than the (Euclidean) norm ||p@~"||: = (Z}":IZﬁ‘;Jb%Z’QJ )

of the initial overall vulnerability in the node V as evaluated from the viewpoint
of the user(s) of U at the preceding moment ¢:
| @) > [V
vii.  The (Euclidean) norm ||a’@=¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is greater than the (Euclidean) norms

[@®=®][ and [|a“¥]

of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
18"V > max{]| B, |8V }.

viii.  The (Euclidean) norm ||b'@¥)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next

moment t’ is less than the (Euclidean) norms

[B=] and )]
of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
[5=2]) < min{ B 6= ). m

In the special case where there is a fully successful access attack the following
hold:

| @] ~ 0, | @ @=0]| = g, || 5=V = iy, m

An access attack, besides a reflexive homomorphism, can take place physically
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when an attacker U, physically gains access of victim node devices V.

16.5 APT Hunting Scenario 4

In this scenario the actual attack vector which involves an unauthorized
detection mapping and services to steal data. This attack may potentially take place
both actively and passively. Specifically, in passive scenario 4, an intruder monitors
system for vulnerabilities without interaction, through techniques like session
capture. In active scenario, the intruder engages with the target system through
techniques like port scans. Again, here the node that plays the role of the APT actor
is the U.

Thus, during this attack the following general form of cyber-effect applies:
9=9:03W)® - PP W)
where 9 (1) (t") and P’ (V)(t') are the combinatorial triplets
93’ (W) = 9 (¥ = Ravaitabte V), SyRavaitabte V), UyRavaitavte (V) ) and

PP W) = (Capaitabie V), SuC€avaitabte V), Uy Cavaitapie (V) )
respectively ([5]).

The scope of this attack is for node U to uncover all constituents’ vulnerabilities
of node V.

A family of coherent interactions

F={Z=Zyx®) = ((z1,wy), (22, wy), (z}, w}), (z3, wy))(t) €
(> x ety retl,
lying in (the partial danger sector € = £,_,; to) the node V from the node U during
the entire time set I, is a germ of scenario 4 attack against the (uq,..., ) —

device partsfr(dev,(l‘?), fr(dev’(l?),...,fr(dev,(l?) and the (kq,..,k;) —

resource parts fr(res,(c‘?), fr(res,(c‘;)),..., fr(resfc'?) of V during a given time set
I cc [0,1], if, whenever t € 1, the pair ((zy, wy), (z2, w3)) € (C™% x (C"‘”‘)2 of

supervisory constituents perceptions of U and V in the system of nodes U and V
has the form

((er W1), (Zz, WZ)) =

A. Alexopoulos
143



A. Alexopoulos

o 0
0 0
(UV) . AVwy) T (UV) , ~(VwV)
Ane,+11 T Apppra1 Appyrin T Qpppian
(UwV) . ~(VwV) (Uw»V) .~ (VwV)
aMV-I-l’V,l +1 an+fV,1 aMV+fv,l1 +1 aMV+fv,11
0 ......... 0
0 0
o 0
0 0
Uob) ey e (Wb) (D)
bir,+11 T 1 by i11 bir,+im T Paryi1m
UV) . T (Vwl) V) . (VD) '
bMv-f-fV,l +1 bMv+fV,1 bMv+£V,m +1 bMV-l-fv,m
0 ......... O
0 0
ag’/f Ui agf’l””") a(l‘;f” Ui ’dg‘ﬁ”w
oy ey T vt e
A1 tia, ) Apyn T 1 Ay
0 0
(VU) . ~(UwU) (VU) . ~(U~U) ’
Aprpr11 T Appyi1 Apryiin T Appyiin
(VU) . ~(UwU) (VU) . ~(UwU)
Appyreyr T Appyreya Appyreymn T U Apgpreym
O ......... 0
0 0
b +i B bV + i BV
W) | .+ =Uw0) Wwl) | & 5(UwD)
bmu‘1 +1i bmu‘1 bmum +1i bmum
0 0
(VwU) . (U~U) VwU) . (U~U)
bir,+11 T8 by 14 biy+in T8 Payiin
(V=U) . (U~U) (VwU) . (U~U)
bicy+e,1 18 Pagyreyn bicy+eyn T8 Pagyreyn
0 ......... 0
0 0
Table 32
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and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (z5, wh)) €

((C“X" X (C"‘X”‘)2 of supervisory resource perceptions of U and V having the form

((z1, wY), (73, w3)) =
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o 0
0 0
1({UwV) , S(Wwsy) T 1(UwsV) . S (VwsV)
i1t Apriqa A arprin T Aprpian
1(UwsV) . S (Vwl) 1(UwV) . S (Vwl)
aMV+fV,1 +1 aMy+£v,1 aM[/+€V,l1 +1 aMV+fV,I1
0 0 e 0
0 0
o . 0
0 0
1(UwsV) , S (Vwy) o T 1(UwsV) . 7y (Vwsl)
by 11 T8 b, i11 by, +im T 1D e, i1m
1(UwV) . (V) 1(UV) . 7y (Vwl)
b My+€y,1 +1 b My+€y,1 b My+€fym +1 b My+fym
0 0 e 0
0 0
1(VwsU) . 1 (Uw»D) (V) ., S (U=U)
ag, tlag, Ain Tl
1(VwsU) . Sy (V) ., S (UU)
a,, o tia," 'y H 1A
0 0
(V- U) . ~(UU) 1(VU) . ~(U~U)
A ary+11 T A ppyii A parp+in T X agpiin
(V) . ~(U=sU) 1(VwU) . ~(U»U)
a My+€y1 tia My+ty1 a My+€yn tila My+€ymn
0 ......... O
0 0




1(VwU) . 77 (U»U) 1(VwU) . 7 1(UwU)
by, t+ib;; bi. t+ibi,
Wty ey ol (U
b my,1 +1 b my,1 b mygmn +1 b mygmn
(V) . 73 (U=U) (Vs U) . 1 (UwU)
b y+11 1t b 111 b oy sin T T D 0 i1n
(Vs ) . 73 (UU) (Vs U) . 1 (UwU)
b my+Ly,1 +1 b my+Ly,1 b my+€fyn +1 b my+Lfyn
0 e 0
0 0
(Vs ) . 73 (U=U) (V) . 1 (UwU)
by +11 11 b ar, 11 b atyin T D ar sin
1(VwU) . 7 (UU) 1(VwU) . 7 (UwU)
b]V[U+fU,1 +1 bMu-l—fU,l bMy+£u,n+l bMu-l-fU,n
y (Vs U) . i~ (UwU) (V) . o~ (U~U)
b ary+ey+11 T 1 D acyrey411 b sey+ep+in T U D acyrep+1n
L (Vo) PN/ /) L (V) .~ (U
b My+ey+tyl +1 blMu+€u+fv,1 b My+€y+fyn +1 blMu+fu+fV,n
0 0
0 0

Table 33

The sophistication, according to [6], of this attack is very low and highly
“transparent” to attacked node. Most often after this attack a more sophisticated

vector is planned. Specifically, during scenario 4 attack the following states applied:

P U, V(1)
el <0
V() =0
V() =0
pUD() >0

PN (6), PV (8)
PpUN(@) >0
PN =0
p-I(® =0
P <0

It is obvious that during this attack F from U against the (u,4, ..., u,) — resource
parts fr(resﬂ?), fr(resﬂ?),..., fr(resfl'?) of V, the following elementary

properties hold:

v.  The (Euclidean) norm || @'@Y)|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t’ is
much less than the (Euclidean) norm ||a*"|| of the initial overall valuation
in the node V as evaluated from the viewpoint of the user(s) of U at the
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Viii.
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preceding moment t:
[l a @] « [|a®="].
The (Euclidean) norm || b'WY)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

t is much greater than the (Euclidean) norm |[bWU=V|:=

2\ 1/2
( ‘-“=1Z§‘;1|b§z;"’gj ) of the initial overall vulnerability in the node V as

evaluated from the viewpoint of the user(s) of U at the preceding moment ¢:

[[B"@=0] > B

The (Euclidean) norm ||a’@~¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is much greater than the (Euclidean) norms

[a¥?] and |||
of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
@ ®=2]) > max{|a®2]| @]}

The (Euclidean) norm ||b"WY)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment t' is less than the (Euclidean) norms

[BY]| and [[pV||
of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
15"V=9|| < man{[[B, [|pC-V[| }.

The criticality of this attack is high since most of times it is the omen of a more

severe or more sophisticated attack.

16.6 APT Hunting Scenario 5

In this scenario we orient 2 attack vectors that intent to sophisticatedly deny

services and generally resources to authorized users. The attacker U that again

plays the role of the APT actor makes a computing or memory resource too busy
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or too full to handle legitimate requests, thus denying legitimate user access to an
asset. The difference between these 2 types of attacks is actually the source. In
the first type the attack is initiated by only one node. On the other hand, the second
vector has the engagement of a multitude of nodes (intentionally or not, e.g. via
Botnets).

Thus, during this kind of attack the following general form of cyber-effect applies:
9=9:20W® - PP W)
where 9 (1) (t") and P (V)(t') are the combinatorial triplets
9 (W) = @Y W)(t) = Ravaitavte V), SyRavaitasie V), UyRavaitapie V) ) and

PP W) = Ravaitavie V), SuRavaitabie V), UyRavaitapie V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to keep all
resources/services of node V occupied in order to make them unavailable to all
users when needed.

A family of coherent interactions

F ={Z = Zyx ) = ((z1,W1), (22, Wy), (z3, W), (z5, w3))(t) €
(C™ x (mek)4, te H},

lying in the partial danger sector € = €;_y to the node V from the node U during

the entire time set 1, is a germ of scenario 5 attack against the (uq,...,u,) —
fr(devg?),..., fr(devﬂ?) resource parts fr(res,(c'?), fr(res,(c';)),..., fr(res,(c';))
of V during a given time set 1 cc [0,1], if, whenever te€l, the pair
((z1, wy), (Z2, w3)) € (C% x C"‘X")Z of supervisory constituents perceptions of U

and V in the system of nodes U and V has the form

((er Wl): (ZZ; WZ)) =

0 ......... 0
0 ......... 0
Aheyia + 1 @)1 At + 1 Byt
ag‘l’;;:'?v,l ti a%;”r{))v,l a%;ﬂ?‘/,n +i agll'/t::[-/t)’v,n
.(.). ......... .(.).
0 0
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0
0

(U~V) PN
byr,+11t1 b
(UwV) PN

bMvH’v,l +ib
0

0

VwU)

Arry+11

+i

(VU)

aMu+€u,1 +1

b(V“""U)

b(V*‘"’U)
My+€y,1

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (z5, wh)) €

My+1,1
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......... 0
0
Woovy (Ueo?) )
My+11 bic,+im T Parys1m
(WwsV) (V) . - (V=V)
My+€y,1 bMy-l—fv,ﬂl +1 bMV+t’V,m
......... 0
0
......... 0
0
ey e ol (Ul
Arey+11 Appyiin T Apppiin
~(UU) (V=U) . ~(UwU)
aMu+€u,1 aMu+l’u,11 +1 aMu+-l’u,11
......... O
0
o . 0
0 0
, ~(U~Uy) "t WwU) , 7-(U~U)
+iby,i11 bar,+1m T8 Paryrim
. T (U~U) VU) . T (U~U)
+1 byryiepn bicy+eym T & Pacyreym
0 ......... 0
0 0
Table 34

((C“X" X (C"‘X‘")2 of supervisory resource perceptions of U and V having the form

(@1, W), (2, w3)) =

o L
0
1(U»V) . yWwV) o T 1(UwV)
o1 TE A, 11=0 A prprin T L
(UwV) . SWwV) (UV) .
@ oryrey1 Tl @apip,1=0 LRV o |
O .........
0
A.
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ar(VWV*V)

My+€fymn

0

0

=0




o 0
0 0
(U»V) . (Vwy) 0 T (UwV) . oy (VwlV)
b,MV+1,1 +1 b,MV+1,1 =1 b,MV+1,m + b,MV+1,m =1
1({UwV) . (V) _ 1(UwsV) . (V) _
b My+€y,1 +1 b My+€y1 — 1 b My+Lfym +1 b My+€ym — 1
0 ......... 0
0 0
o 0
0 0
1(VwU) P 1C/271 /) R 1(VwU) . S (UU)
M1 T Qpp i1 My+in TU @ pp iin
(V) . ~(UwD) (V) . ~wwu) |
My+€y,1 +1 My+€y1 My+€ymn tia My+€yn
0 ......... 0
0 0
o 0
0 0
1(VwU) . y(Uwyy o T 1(VwU) . 7 (UwU)
b'ac,+11 T D a1 bacyiim T 1 D ac iim
1(VU) . 7 (U=U) 1(VwU) 1 (U»U)
b ey veyr TU D ar,ve,1 byt veym T8 D acyreym
O ......... 0
0 0

Table 35

During this scenario injects that reside in previous matrices are usually
temporary and only strictly during the application of the attack. According to [6] the
sophistication of this attack is low and highly “transparent” to attacked node since
the lack of resources is more than obvious. Frequently, after or during this attack a

more sophisticated attack is expected. Specifically, during these attacks the

following states applied:

P (@), V(1)
UV () <0
V@) <0
eV >0
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Y@, V(1)
PN >0
PUN () > 0
PV () <0
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PUD(1) >0 PpU-0() <0

It is obvious that during this scenario’s attack F from U against the (uq, ..., ,) —
resource parts fr(resﬂ?), fr(resﬂ;)),..., fr(resﬂ?) of V, the following elementary

properties hold:

v.  The (Euclidean) norm || a’¥)|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t’ is
temporary 0:

=] =o.

vi.  The (Euclidean) norm || b'@~¥|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next moment
t' is temporary 1:
[ =1.
vii.  The (Euclidean) norm ||a’¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment
t' is much greater than the (Euclidean) norms

[a¥~?]| and |||
of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:
18"V = max{]| BV, |8V }.

viii.  The (Euclidean) norm [|b"U>")|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the

next moment t’ is less than the (Euclidean) norms

[BC=0]| and |||
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
50~ < min([[B-]| 6] ). m
The importance of this attack is high since most of the time, especially during
distributed one, the nodes that participate are already compromised via Access
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attack that has already discussed.

A. Alexopoulos
152



Mathematical Modelling of Cyber-Attacks and Proactive Defenses

A. Alexopoulos
153



17. CONCLUSIONS

It is obvious through the current dissertation that the approach presented and
supported is a consistent one that may lead to further research endeavors. Building a
comprehensive mathematic basis of cyberspace gives the momentum to understand
clearly the activities in this ecosystem. The analytic description of several attack vectors
and defensive measures to mitigate these attacks gives a clear view of the benefit of this
research.

Performance and any deficiencies of mitigation defensive measures is now feasible
to be evaluated and further ameliorated. Further attempts may focus on describing more
behavior and abnormal based defensive approaches. It widely clear that having defined
mathematically the key elements of cyberspace we may shift from signature based to
more heuristic based approach on our defensive measure and this is one of the great
contribution of the research presented in this dissertation.



ABBREVIATIONS - ACRONYMS
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APT

Advanced Persistent Threat

DNS

Domain Name Systems
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